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[bookmark: _Toc220670589]Data Sharing Agreement Tiered Framework

There are three tiers to the Data Sharing Agreement Tiered Framework:

1. Tier Zero Memorandum of Understanding
Overarching Memorandum of Understanding which sets out an organisations agreement in principle to share information with the partner organisations in a responsible way.  The tiered approach provides a governance framework to standardise procedures and processes when sharing confidential personal information between partners where there is a lawful basis to do so.  The Tier Zero is signed by a Chief Executive (or equivalent) and commits to their organisation operating within the agreed framework of data sharing.  Only one Tier Zero needs to be signed regardless of the number of Tier Two documents beneath it.

2. Tier One Data Sharing Agreement - Standards
These are the overarching standards which outline the agreed procedures for sharing confidential information.  The document recognises that not all organisations which are party to the agreement will have the same assurance requirements (such as the Data Security and Protection Toolkit) and therefore sets the minimum standard of each of the participating organisations.  The document sets the standards for obtaining, recording, holding, using and sharing of information and outlines the supporting legislation, guidelines and documents which govern information sharing between partners.  The Tier One is signed by the designated responsible officer for each partner organisation, for the whole C&M Health and Care Partnership.

3. Tier Two Data Sharing Agreement
The Tier Two provides a template for the safe sharing of personal data.  The agreement shows what information should be shared and how, under what circumstances and by whom, and is tailored to individual partnerships/projects.  Each Tier Two Data Sharing Agreement will need to be signed off by each participating organisation.  Tier Two Data Sharing Agreements could be for all partners at Tier Zero, or a selected cohort of partners who are participating in a specific project.  Each Tier Two is signed by the Senior Information Risk Owner (SIRO) and/or Caldicott Guardian (CG), alternatively the Chief Executive or equivalent if there is no SIRO/CG, for each of the partner organisations.

Clause
Sharing agreements negotiated prior to the commencement of the Tiered framework and related documentation are not terminated or otherwise varied by the implementation of this documentation.

The Cheshire and Merseyside Health and Care Partnership recognise that each partner organisation will have their own local policies and procedures regarding information security and confidentiality and to make clear that this Tier Two, and the Tier Zero and Tier One documents, are not designed to negate or supersede existing local policies, but to enhance them by facilitating cross-boundary dialogue and agreement.



[bookmark: _Toc220670590][bookmark: _Hlk100225210]Tier Two - Data Sharing Agreement
[bookmark: _Hlk112419833]This Data Sharing Agreement is subject to the controls set out in the Cheshire and Merseyside Integrated Care Systems (C&M ICS) Tier One Data Sharing Agreement – Standards.


1. [bookmark: _Toc112418027][bookmark: _Toc220670591]Title and Reference Code
	[bookmark: _Hlk98141505][bookmark: _Hlk104287512]Project 
	Cheshire and Merseyside Health and Care Partnership

Integrated Care System (C&M ICS)


	Workstream
	Combined Intelligence for Population Health Action (CIPHA):

Fire Service Safe and Well Risk Reduction Programme


	Reference
	ICSIGDOC-ID00023





2. [bookmark: _Toc112418028][bookmark: _Toc220670592]Fire Service Safe and Well Risk Reduction Programme
This Tier Two Data Sharing Agreement covers the sharing of data with the:

· [bookmark: _Hlk113286859]Cheshire Fire and Rescue Service

and

· Merseyside Fire and Rescue Service


3. [bookmark: _Toc112418029][bookmark: _Toc220670593]Parties to the Agreement

The parties to this agreement are listed below. 
The Data Controllers are the Cheshire and Merseyside GP Practices, who have signed up to the Fire Service Safe and Well Risk Reduction Programme.
However, these GP Practices will not be Data Processors though for this work.
NHS Cheshire and Merseyside Integrated Care Board (ICB) are also a Data Controller.
For this work the Data Processors are the Cheshire and Merseyside Integrated Care Board (ICB), through the Combined Intelligence for Population Health Action (CIPHA) DiA Team, together with the system supplier Graphnet Ltd, and AGEM CSU.
Although Cheshire Fire and Rescue Service, and Merseyside Fire and Rescue Service, are Data Controllers in their own right, they will not be receiving any personal data or special category data from the Cheshire and Merseyside Integrated Care Board (ICB) for the Fire Service Safe and Well Risk Reduction Programme.

The table below sets out the organisations providing data as part of this data sharing agreement, and those receiving data as part of this data sharing agreement.

	Data Sharing Agreement Owner/Host organisation

	Host Organisation:
Cheshire & Merseyside ICB


	Providing Organisation(s)

· GP Practices

	


Cheshire and Merseyside GP Practices


	Receiving Organisation(s)

· FRS

	


[bookmark: _Hlk150947160]Cheshire Fire and Rescue Service
Merseyside Fire and Rescue Service




The receiving organisations ICO Registration numbers are:

· Cheshire Fire and Rescue Service: Registration number: Z8794739

· Merseyside Fire and Rescue Service: Registration number: Z4919035

If additional Data Controllers or Data Processors are added to this Data Sharing Arrangement over time, all existing Data Controllers will be notified.


4. [bookmark: 4._Terms_of_the_Agreement][bookmark: _Toc220670594]Terms of the Agreement
[bookmark: _Hlk105601091]
Start Date	From December 2023
End Date 	This agreement will be routinely reviewed on an annual basis by the C&M ICB DPO.


5. [bookmark: 5._Purpose_of_the_Data_Sharing][bookmark: _Toc220670595]Purpose of the Data Sharing

	Data Subjects
	The Data Subjects are all patients registered at GP Practice in Cheshire and Merseyside, with one or more of the risk indicators listed in the DPIA which is embedded below.

	Purpose for Data Sharing
	The overarching purpose for data sharing is to support the Fire Service Safe and Well Risk Reduction Programme.

Cheshire Fire and Rescue Service offer free Safe and Well Visits, and Merseyside Fire and Rescue Service, offer free Home Fire Safety Check visits.

Currently, these free visits are for people who are aged over 65, and for people who are referred to them by partner agencies because they are considered to be at a particular risk.

The specific data to be shared with both Fire and Rescue Services will enable these visits to be directed to those homes most at risk of an accidental fire occurring, for residents of any age.

As an example, the document embedded below from the Merseyside Fire and Rescue Service sets this work out further:
· Historical Analysis of Fatalities in Accidental Dwelling Fires between 2007/08 and 2021/22








6. [bookmark: _Toc100225916][bookmark: _Toc220670596][bookmark: _Hlk116900352]Data Protection Impact Assessment
The DPIA for FRS Dashboards can be found embedded below:




7. [bookmark: _Toc100225917][bookmark: _Toc220670597]Data Details

	[bookmark: _Hlk149747146]De-Identified Data to be Shared

	[bookmark: _Hlk115773951]It is important to note that the only data that will be shared with each FRS is a Dashboard which will contain the UPRN (Unique Property Reference Number) and a risk score/ranking, which is calculated from weighting of demographic factors and comorbidities (see DPIA for more details).
To deduce the risk score/ranking the following demographic factors and comorbidity data items which are associated with a higher risk of fire will be used, for patients of any age.

· severe mobility issues
· age >80
· smoking 
· lives alone 
· age 65-79
· drug Abuse
· Alcohol Abuse
· dementia/Alzheimer’s
· LTCs
· care plan
· oxygen use
· frailty
· sensory impairment
· Bariatric
· Flammable Agent
Second Pilot
The same risk criteria will be used, but with additional mental health codes for Merseyside FRS to calculate risk scores, and just visiting more UPRNs for Cheshire FRS.
C&M ICS will also put a geographic filter on the Dashboard so each FRS can rank properties in order of highest risk by area.
The data items shared, via a secure Dashboard, will be:
· UPRN
· Risk score / ranking
· Geography filter

Further details on the data processed to create the risk score / ranking are set out in the DPIA, which can be found embedded in section: 6 Data Protection Impact Assessment


	[bookmark: _Hlk149747165]Access to data
	Personnel to have access to the data as Data Processors

Graphnet suppling Care Centric
People directly employed by Graphnet for the purposes of managing Care Centric and CIPHA, where the data is held.

Care Centric/Graphnet Data Processing Agreement




[bookmark: _Hlk112427843]N.B. C&M ICB staff, working with Graphnet staff, will advise on the algorithm required, to generate UPRN/risk score/ranking and geography filter, for the fire service.  Each FRS will not have access to any actual NHS patient/person identifiable data (personal date) or special category data (see above).


	[bookmark: _Hlk149747192]Governance
	The programme will maintain and strictly enforce a Data Access and Data Asset matrix to ensure requests to use the CIPHA regional data sources ensure full compliance with the purposes laid out in Section 5: Purpose of the Data Sharing and that data is securely shared and appropriated.

This process will be governed through a regional Data Asset and Access Group (DAAG) that will draw its membership from: the regional Clinical Informatics Advisory Group (CIAG); GP and Local Medical Committees; patient representation; clinical and other Information Governance specialists; Local Authority and the regional Data Services for Commissioners Regional Offices (DSCRO) service.

This matrix will detail projects undertaken with the pseudonymised data by the ICB and be made available to parties within this data sharing agreement on a monthly basis, so they are informed of the specific uses of the data.

No other parties will have access to this pseudonymised data.

This Data Sharing Agreement does not allow use of the data for research. Uses of the data for research are governed by a separate Tier Two DSA.




	De- identification, data minimisation, and handling of restricted/ sensitive codes
	De-identification of Patient Identifiable Data

To satisfy the Confidentiality: NHS Code of Practice, all data for purposes other than direct care will be de-identified. 
Anonymised Data

Anonymised data will meet the ICO standards for anonymisation including small number suppression.
Sensitive Codes

Sensitive data excluded from retrieval follows the recommendations made by The Royal College of General Practitioners (RCGP) ethics committee and the Joint GP IT Committee:
· Gender reassignment.
· Assisted conception and in vitro fertilisation (IVF)
· Sexually transmitted diseases (STD)
· Termination of pregnancy

For the Fire Service Safe and Well Risk Reduction Programme, the only data items that will be shared, via a secure Dashboard, with each FRS will be:

· UPRN
· Risk score / ranking
· Geography filter

	Right to object

and

Data Opt Out
	[bookmark: _Hlk102749516]The right to object under S21 of the General Data Protection Regulation 2016, as enacted, is relevant.  Patients and service users have a right to object to their medical information being used for purposes other than direct care.

All registered National Data Opt-outs and Type 1 Opt-outs will be respected.

Further details on Opt Out are set out in the DPIA, which can be found embedded in section: 6 Data Protection Impact Assessment


	Fair Processing
	Organisations party to this agreement will comply with fair processing guidelines ensuring Privacy Notices accurately reflect the uses of data for their organisation. 


	Details of retention and destruction
	The data will be retained for as long as the purpose(s) described above remains valid or a new legal purpose agreed, and in line with the:
NHS Records Management Code of Practice 2021





8. [bookmark: _Toc220670598]Legal Basis
[bookmark: _Hlk113287712][bookmark: _Hlk100131911][bookmark: _Hlk100131381]A summary of the Legal Basis is set out in the table below.

For further details, please see the section: Lawful Basis in the DPIA for creating the FRS Dashboards, which can be found embedded in section: 6 Data Protection Impact Assessment


	Type of Data

	Common Law Duty of Confidentiality
	Data Processing
	Legislation

	Confidential information

	The Common Law Duty of Confidentiality owed to patient data is addressed by our current S251 support: 23 CAG 0112 Risk Stratification approved by CAG for Cheshire & Merseyside, and the disseminated data to FRS isn’t owed a duty of confidence as it is appropriately pseudonymised.

CAG have confirmed that 23 CAG 0112 Risk Stratification covers the disseminated data to FRS.

Confidential information is being processed in order to produce the UPRN (Unique Property Reference Number) with a risk score/ranking.

The output doesn’t share identifiable confidential information, as it is appropriately pseudonymised, but to get that output confidential information has to be processed i.e. the risk score will be calculated using confidential patient data.

	For data linkage, but no direct identifiers will be provided to the applicant/ data processor
	UKGDPR

Article 6 - Lawfulness of processing

(6)(1)(e)processing is necessary for the performance of a task carried out in the public interest or in the exercise of official authority vested in the controller; 

Article 9 - Processing of special categories of personal data

(9)(2)(h) for calculating risk scores/UPRN
(9)(2)(g) for sharing risk scores/UPRN with each FRS

(9)(2)(h)processing is necessary for the purposes of preventive or occupational medicine, for the assessment of the working capacity of the employee, medical diagnosis, the provision of health or social care or treatment or the management of health or social care systems and services on the basis of domestic law or pursuant to contract with a health professional and subject to the conditions and safeguards referred to in paragraph 3;

9(2)(g) processing is necessary for reasons of substantial public interest, on the basis of which shall be proportionate to the aim pursued, respect the essence of the right to data protection and provide for suitable and specific measures to safeguard the fundamental rights and the interests of the data subject; 

Fire and Rescue Services Act 2004
Fire and Rescue Services Act 2004 (legislation.gov.uk)

N.B. this Act is not directly providing a legal basis for accessing the data, but it is relevant to the work, as it details the FRSs statutory duty as below:

6 Fire safety
(1) A fire and rescue authority must make provision for the purpose of promoting fire safety in its area.
(2) In making provision under subsection (1) a fire and rescue authority must in particular, to the extent that it considers it reasonable to do so, make arrangements for—
(a) the provision of information, publicity and encouragement in respect of the steps to be taken to prevent fires and death or injury by fire;
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9. [bookmark: _Toc98337906][bookmark: _Toc99984809][bookmark: _Toc220670599][bookmark: _Hlk98143235]Signatory Sheet
Workstream: Combined Intelligence for Population Health Action (CIPHA)
Fire Service Safe and Well Risk Reduction Programme
Data Sharing Agreement (Tier Two)

Each party to this Data Sharing Agreement (Tier Two) is required to complete & sign below.

Data Sharing Agreement Owner – Host Organisation – Cheshire & Merseyside ICB


	Signed for and on behalf of:
	Cheshire & Merseyside ICB ICS


	Signature:

	Approved through DAAG


	Date:
	30/01/26 – Chairs action





Party to the Data Sharing Agreement – Partner Organisation

	Signed for and on behalf of:
	


	Signature:

	


	Date:
	


	Your name:
	


	Your Job Title / Role:
	


	Your email address:
	



[bookmark: _Hlk106116234]
Please return to: infogov.cmicb@miaa.nhs.uk

image4.emf
Fire Service_Fire  Safety Checks_15 Year Fatality Trend Analysis v1.0.pdf


Fire Service_Fire Safety Checks_15 Year Fatality Trend Analysis v1.0.pdf


Date work received: 01/04/2022
Date work completed: 23/05/2022
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1. Agreement


For the purpose of this report the following agreement was made between the 
client and the Strategy & Performance Directorate.


This work was requested by AM Sheridan and received on 01/04/2022. 


The Manager1 has approved this report/ piece of work can be undertaken by the 
Strategy & Performance Directorate.  


If the scope of the work changes, authorisation must be again obtained and 
would be noted within the version control document sheet. 


It was agreed that this report would be produced in draft format by May 2022, 
and would be sent electronically to the Director of Strategy & Performance and 
Client for comment. 


The Manager / Client agreed that their comments would be received back by 
May 2022. 


The final report, which will always be in PDF format, would be produced by May 
2022, subject to receiving comments.


1 Deb Appleton
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2. Summary


The purpose of this report is to analyse the circumstances and contributing 
factors concerning deaths in accidental dwelling fires attended, between 
2007/08 and 2021/22.  Fatalities in accidental dwelling fires, are relatively rare 
compared to other incidents that Merseyside Fire and Rescue Service attends, 
though their impact is most severe to the families and friends of the deceased.


In summary this report presents the following findings:


Victim Summary
 Between 2007/08 and 2021/22 there was a total of 107 fire deaths as a 


result of accidental dwelling fires; these deaths are attributed to 101 fire 
incidents.


 Between 2006/07 and 2010/11, the number of fire deaths was falling, 
with (at the time) lows of 5 deaths during both 2010/11 and 2011/12.  
However, from 2012/13 the count of fatalities increased year on year 
leading to a 10 year high of 16 during 2015/16.  Since 2015/16 fire 
deaths have dropped, with 7 during 2016/17 and lows of 4 for 2017/18 
2018/19 and 2021/22.  During 2019/20, there were 5 deaths, which then 
further increased to 7 for 2020/21, though this trend was halted during 
2021/22.


 When analysed by district, both Liverpool and Wirral have had 33 deaths.  
When aggregated to incidents per 100,000 population; Wirral has the 
greatest number of deaths with 10.2 deaths per 100,000 population, 
while Liverpool’s ratio is much lower, with 6.6 per 100,000 population.


 The risk of death in accidental dwelling fires increases with age, with the 
45-49 and particularly the 75 and above age groups being at greatest 
risk.


 Concerning the demographic of fire fatalities, there is a bias towards 
male victims with 58 fatalities (54% overall).  Female victims accounted 
for 49 accidental dwelling fire fatalities (46% overall).  


 Concerning racial profile, the vast majority of victims were White British – 
accounting for 101 victims or 94.4% overall.  A further victim was White 
Irish and 5 were Black Asian Minority Ethnicity (BAME).  Proportionally, 
the 5 BAME victims equate to 5% of deaths, this is just short of the 
Merseyside proportion of BAME population which according to the 2011 
Census sits at 5.5%. 


 In 68 out of 107 fire fatalities, the victim was the sole occupier. Taking all 
living circumstances into account, 76 victims were alone at the time of 
the fire that claimed their lives. 


Incident Summary
 Concerning deprivation and the use of Department for Levelling Up, 


Housing and Communities Index of Deprivation (IOD) 2019, the general 
trend is that fatalities tend to occur more often in deprived areas, with 
fewer fire deaths occurring in areas of less deprivation.  When the 
average age of victims is added to the equation it has been found that 
victims tend to die younger in deprived areas with older victims being 
found in areas of less deprivation.
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 Taking smoke alarm ownership performance into account, in 62 incidents 
a smoke alarm was fitted and actuated (55% in total).  There were 7 
incidents where smoke alarms were fitted and did not actuate.  On 19 
occurrences there was no smoke alarm and a further 5 incidents where 
the fitted smoke alarm was inoperable (i.e. no batteries).  There were 9 
occurrences where it was unknown whether the smoke alarm actuated 
and 2 incidents where the level of damage done to the property was so 
great it was unknown whether a smoke alarm had been fitted. 


 62 Home Fire Safety Checks (HFSC) were completed with victims prior 
to the incidents which claimed their lives.  39 did not have an HFSC.


 When analysing ignition sources it has been found that of the 101 fatal 
incidents, 51 were as a result of smokers’ materials.  Since 2009/10, 
when 7 deaths were the result of smokers’ materials, there was a gradual 
reduction with only 1 death attributable to this ignition source during both 
2011/12 and 2012/13.  However, since 2013/14, deaths as a result of 
smoker’s materials have increased leading to a high of 8 during 2015/16, 
though this has fallen since.  During 2020/21, 5 deaths were attributed to 
smokers’ materials.


 When analysing the room of origin of the fire and the ignition source, 
smokers’ materials were responsible for the majority of fire fatalities in 
both the living room and the bedroom.  


 When smokers’ materials are combined with alcohol, overall 26 incidents 
(25.7%) were the result of this combination.


 Those over 65 are more likely to be involved in a fire where the careless 
use of heating appliance has taken place, this ignition source is most 
predominant in the living room. 


 By month, the greatest number of deaths occurred during the 
autumn/winter months, particularly between November and March.  The 
month of April also tends to have high counts of fire deaths.


 Peak times for incidents where a fatality occurs are between 02:00 - 
03:59, 07:00 - 08:59 and 15:00 - 15:59.


3. Introduction


The purpose of this report is to analyse fatalities from accidental dwelling fires 
(ADF) between 2007/08 and 2021/22; analysing the circumstances and 
demographic background of such occurrences, using business intelligence to 
target risk and prevention work.


Compared to other incident types that Merseyside Fire & Rescue Authority 
(MFRA) attends, fire fatalities are relatively low in number, although their impact 
is most significant to family members, friends and the community of the 
deceased. 


Fatalities in accidental dwelling fires are reported in Merseyside Fire and 
Rescue Authority’s Service Delivery Plan as Key Performance Indicator DC12 
which is reported to Authority on a quarterly and annual basis. 
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4. Methodology


The software used in this report includes:
 Microsoft Excel 2016 to interpret and graphically represent figures.
 MapInfo Professional 11 which was used to tag incidents with 


geographical information


The calculation for fatalities per 100,000 population is:
(sum of Fatalities / sum of Population) * 100,000


Population figures are based on Mid 2020 estimates published by the Office for 
National Statistics.  Although this data takes place over a 15 year period, for 
clarity a single year of population is used for calculations.


Index of Deprivation 2019 (IOD 2019) has been used to measure the levels of 
deprivation where fire fatalities took place2.  


The IOD 2019 data was then analysed in two ways:
 At a local level the IOD 2019 data was restricted to solely Merseyside, 


this data was then split into 10 bands with equal counts, each 
representing a decile of relative localised deprivation.  This data is 
merged with fatality incident data and analysed.


 At a national level the IOD 2019 data has not been restricted to 
Merseyside, the national dataset is split into 10 equal bands, with each 
band being a decile of deprivation.  This data was merged with fatality 
incident data and analysed. 


The Index of Deprivation 2019 was obtained from the Ministry for Housing, 
Communities and Local Government.


Data used in this report was supplied by the Merseyside Fire & Rescue 
Authority Incident Investigation Team; with the Coroner ultimately determining 
the cause of death.  


Data used within this report is based on fatal incidents occurring in the home 
where the motive for the incident is judged to have been accidental.  Please 
note the data contained within this report includes some information that is still 
awaiting Coroner agreement and as such the figures contained may be subject 
to change.  


Fire fatalities include any person who has died as the direct or indirect result of 
injuries caused by a fire incident even if death occurred weeks or months later. 
There are also occasional cases where it transpires subsequently that fire was 
not the cause of death. For all of these reasons, fatalities data may therefore be 
subject to revision.


Concerning the Long Time Series Analysis, counts have been sourced from the 
following:


2 IOD ranks deprivation in the form of an index, where low numbers indicate Super Output Areas (LSOA) which have 
high levels of deprivation and high numbers indicating Super Output Areas with least deprivation
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 Between 1991/1992 – 1999/2000: Freedom of Information Request from 
Department for Communities and Local Government


 Between 2000/2001 – present: Incident Investigation Team archives


The time of call analysis is based on incidents, which were NOT late calls, 
accounting for 85 incidents within the entire dataset.


Data Limitations:


The findings within this report is based on available data.  As fire fatalities are a 
relatively rare occurrence the volume of data is small.  Therefore, some 
conclusions based on the data should be approached with caution.


The injury analysis within Appendix A is based on criteria used to measure 
Performance Indicator: DC13 Number of injuries from accidental dwelling fires.  
This is based on a count of persons injured by fire and required hospital 
treatment.
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5. Results


5.1 Victims of Fatal Accidental Dwelling Fires


The following section is based on the details of victims who died because of an 
accidental dwelling fire.  In total between 2006/07 and 2020/21 there were 107 
victims and as such the following tables and charts all equate to this figure.


5.1.1 Long Time Series Analysis


Chart 1: Long Time Series of fatalities in Accidental Dwelling Fires between 
1991/92 and 2021/22


Chart 1 provides a count of accidental dwelling fire fatalities between 1991/92 
and 2021/22.  The chart identifies that 2015/16 resulted in the greatest number 
of fire fatalities in recent years, though in the past there were higher counts.  
Prior to 2016/17, there was an upward trend in the count of fatalities, however 
this upward trend was halted with the 7 deaths for 2016/17, followed by lows of 
4 deaths between 2017/18 to 2018/19 (as well as the most recent year 
2021/22).   Over the 31-year period, 1993/94 had the highest number of 
fatalities with 18, followed by 1995/96, 1998/99 and 2001/02 with 17 each.  In 
the last five years, deaths have remained low with 4 deaths in each of 2017/18, 
2018/19 and 2021/22, there were 5 during 2019/20 and 7 during 2020/213.


3 It is unknown whether the impacts of the Covid 19 lockdowns have had an impact on 2020/21. 
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5.1.2 Comparison of Fatalities by District


Chart 2: Fatalities in Accidental Dwelling Fires between 2007/08 and 2021/22 
by District


Chart 2 identifies that over the 15-year period, fatalities have fluctuated.  Prior to 
2010/11, accidental dwelling fire fatalities were on a downward trend, only for 
an upward trend to occur between 2012/13 and 2015/16.  Since the high of 16 
during 2015/16, fire deaths have fallen - leading to a low of 4 for both 2017/18 
and 2018/19 as well as the most recent year of 2021/22.


During 2021/22 there were 2 deaths in each of Liverpool and Sefton.  Knowsley 
and St Helens had no fire deaths.  Wirral, which prior to 2020/21 had seen 
deaths in each year – have not had a death in the past two years.  


Table 1: Comparison of overall fatality counts by district and population
Counts Knowsley Liverpool Sefton St 


Helens Wirral Total


Overall Fatalities 8 33 24 9 33 107
Rate per 100,000 population 5.2 6.6 8.7 5.0 10.2 7.5
Fatal Incidents 8 31 22 9 31 101
Population 152452 500474   275899 181095 324366 1434286 


Table 1 allows a direct comparison of overall fatality counts between the 
Merseyside districts by aggregating the data to deaths per 100,000 head of 
population for direct comparison.  


The table shows that there have been 33 fatal accidental dwelling fire victims in 
both Liverpool and Wirral. When population counts are considered – Wirral 
proportionally has had the greatest number of fatalities with 10.2 per 100,000 
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population over the 15-year period (despite not seeing any deaths in the past 
two years), compared to Liverpool which had a lower ratio of 6.6 per 100,000 
population.


Taking into account the number of fatal incidents by district, the table identifies 
that of the 101 incidents, 6 incidents involved 2 victims; with 2 of such incidents 
occurring in: Sefton and Wirral and Liverpool.


5.1.3 Demographic Analysis


Table 2: Fatalities by Age and Sex (with fatalities per 100,000 population ratio)
Age group Male Female Total


05-09 0 (0) 1 (2.4) 1 (1.3)


25-29 0 (0) 2 (3.9) 2 (2)


30-34 2 (4.1) 0 (0) 2 (2)


35-39 1 (2.2) 1 (2.2) 2 (2.2)


40-44 5 (12.5) 2 (5.1) 7 (8.9)


45-49 4 (9.1) 7 (17.1) 11 (13)


50-54 7 (14.4) 2 (4.4) 9 (9.5)


55-59 2 (3.8) 3 (6.3) 5 (5)


60-64 5 (11) 5 (11.8) 10 (11.3)


65-69 3 (7.6) 3 (8.2) 6 (7.9)


70-74 4 (10.6) 2 (5.7) 6 (8.3)


75-79 9 (32.5) 3 (13) 12 (23.6)


80-84 5 (22.4) 9 (54.7) 14 (36.1)


85-89 8 (54.7) 6 (66.8) 14 (59.3)


90+ 2 (23.3) 3 (76.6) 5 (40)


Unknown 1 (0) 0 (0) 1 (0)


Total 58 (7.9) 49 (7) 107 (7.5)


Table 2 provides the count of fire deaths by age and sex along with the ratio of 
fire deaths per 100,000 head of population.  The table identifies several age 
groups at greatest risk from a fatality in an accidental dwelling fire, including the 
45-494 group and particularly the 75 and above age groups (especially the 85-
89 group with a ratio of 59.3 deaths per 100,000 population).  


When the ratio of deaths to proportion of population is taken into account it is 
apparent that with age the risk of mortality as a result of an accidental dwelling 
fire increases significantly.  Applying a regression analysis to the available data 
a R2 value of 0.47 is achieved indicating a moderate statistical link between age 
and fire related mortality.  


There is a bias towards male victims with 58 or 54% of total fatalities.  Female 
victims accounted for 49 or 46% of accidental dwelling fire fatalities.  


4 Of note within the 45-49 age group, 8 of the 11 victims had consumed alcohol prior to the incident.  5 of the 7 female 
victims had consumed alcohol prior to the incident.
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Concerning the racial profile of the deceased; 101 victims were described as 
White – British, 1 was described as White – Irish and 5 being Black Asian 
Minority Ethnicity (BAME). When analysed proportionally 94.4% of victims were 
White British, which is slightly higher than the Census 2011 population ratio of 
91.8%.5


5.1.4 Habitation and Carer Status


Table 3: Habitation and carer status
Status Lived alone Cohabited Other Circumstance


Carer Alone at 
Time Accompanied Alone at 


Time Accompanied Alone at 
Time Accompanied Total


Yes 26  1 9   36
No 37 1 6 20 2 1 67
Unknown 4      4
Grand Total 67 1 7 29 2 1 107


Table 3 identifies that the majority of victims (67 from 107 or 62.6%) lived alone 
and were alone at the time of the incident.  Of the victims who cohabited, 7 
were alone at the time and 29 were accompanied.  In combination, 76 of the 
107 victims (71%) were alone at the time of the incident.


Concerning whether a victim had need of a carer or not, the majority of victims 
did not have a carer (67 from 107, or 62.6%).  Concerning victims who lived 
alone, 26 from 67 (or 38.8%) were known to need a carer.


Table 4: Habitation and carer status– OVER 70 Age Group Only
Status Lived alone Cohabited


Carer Alone at Time Accompanied Alone at Time Accompanied Total


Yes 18  1 7 26
No 16  1 5 22
Unknown 3    3
Grand Total 37 0 2 12 51


Table 4 identifies that the majority of victims above the age of 70 (37 from 51 or 
72.5%) lived alone and were alone at the time of the incident.  Of the victims 
above the age of 70 who cohabited, 12 were accompanied with 2 being alone at 
the time. Overall, 39 of the 51 victims (or 76.5%) were alone at the time of the 
incident.  In the age group analysed, 22 victims (43.1%) required carers in some 
capacity. 


5 According to the 2011 Census White British Population Accounts for 91.8%, White Other accounts for 2.7% and BAME 
accounts for 5.5%
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5.2 Incident Related Analysis


The following analysis is based on the count of incidents, not the count of 
victims – as in the previous section therefore, the counts in the following 
analysis equate to 101.


5.2.1 Comparison of Fatal Incidents and Deprivation


Chart 3: Fatalities in Accidental Dwelling Fire incidents between 2007/08 and 
2021/22 linked to deprivation6


Chart 3 ranks the location of fire fatalities to the level of deprivation in the area 
in which the incident took place using the Index of Deprivation 2019 (IOD).  
Utilising a localised deprivation index, the chart demonstrates that (in general) 
as deprivation increases the number of fire deaths gradually increase.  When 
applying the national IOD dataset to the fatality data, there is far more skewing7 
of the data particularly within the 10% most deprived areas.  As such, based 
on national levels of deprivation, the most deprived 10% decile accounted 
for 48 fatal incidents – 47.5% of total deaths within Merseyside.


The chart also identifies the average ages of the victims by each deprivation 
decile group.  In general terms, the chart identifies that fatal fire victims in 
deprived areas tend to be younger.  By contrast, in less deprived areas victims 
tend to be slightly older.  


6 As per the Department for Levelling Up, Housing and Communities document Index of Deprivation 2019
7 Due to the high levels of deprivation, the National IOD chart is skewed because Merseyside has more locations within 
the 10% most deprived areas of England.
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When analysed at a district level; 
District Local Index of Deprivation National Index of Deprivation


K
no


w
sl


ey
Knowsley saw fatal fire incidents 
within the most deprived 50%, 
though this is due in part to the 
district being one of the most 
deprived Local Authorities in 
England.  


All of the fatal fire incidents in 
Knowsley took place in 50% most 
deprived areas


Li
ve


rp
oo


l


Fire deaths in Liverpool tend to 
occur in areas of higher 
deprivation, though this is due in 
part to the district being one of 
the most deprived Local 
Authorities in England.  Within 
Liverpool, 27 fatal fire incidents 
took place within the 50% most 
deprived areas and 4 took place 
in the 50% least deprived areas.


In Liverpool, the majority of fatal 
fire incidents (20) took place in 
the 10% most deprived area.  
Overall 27 from 31 fatal fire 
incidents took place in the 50% 
most deprived parts of Liverpool 
(equal to 87.1%)


S
ef


to
n


Sefton has a different pattern with 
a grouping of fatal incidents 
occurring in the least deprived 
50%-60% decile.  Within Sefton 
there were equal counts of 
deaths in both the most deprived 
50% and least deprived 50% with 
11 each.


Within Sefton 18 of the 22 fatal 
fire incidents (81.8%) took place 
in the 50% most deprived areas.


S
t H


el
en


s


The majority of fatal fire incidents 
in St Helens occurred in the 50% 
most deprived areas.  


The vast majority of fatal fire 
incidents in St Helens took place 
in the 50% most deprived areas, 
especially the 1% - 10% decile, 
where 6 took place.


W
irr


al


Wirral has a sporadic pattern, 
with concentrations occurring in 
the most deprived 1% - 20% and 
40% - 60% deciles.  Within 
Wirral, fatal fire incidents are 
spread more evenly with 16 
incidents taking place in the 50% 
most deprived areas and a further 
15 taking place in the 50% least 
deprived areas.


The majority of fatal fire incidents 
in Wirral took place in the 50% 
most deprived areas accounting 
for 24 of the 31 deaths (77.4%), 
the 1% - 10% decile accounted 
for 11 incidents overall.  There 
were 3 incidents in Wirral that 
took place in the 2 least deprived 
deciles for deprivation


5.2.2 Smoke Alarm Analysis


Smoke alarms provide an important early warning to residents should a fire 
occur within a property.  It must be emphasised that in the vast majority of 
incidents the actuation of a smoke alarm can and does save lives; however this 
is not always the case, as personal mitigating circumstances like: mobility, 
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underlying medical conditions, prescription medicines and alcohol consumption 
can impede a victim escaping regardless of the actuation of a smoke alarm.  


The following section analyses the performance of smoke alarms as well as 
whether a HFSC (Home Fire Safety Check) had taken place.


Table 5: Smoke Alarm Functionality & HFSC Status
HFSC


Status Yes No Total %
Fitted & Actuated 50 10 60 59.4%
Fitted Did Not Actuate 4 3 7 6.9%
Fitted No Batteries 1 4 5 5.0%
Fitted Unknown if Actuated 6 3 9 8.9%
None Fitted 1 17 18 17.8%
Unknown  2 2 2.0%
Total 62 39 101


Table 5 identifies that in the majority of properties (60 or 59.4%) a smoke alarm 
was fitted and operational.  In 7 cases the smoke alarm was fitted and failed to 
actuate, though this is more likely due to the nature of the incident rather than 
the performance of the smoke alarm.8         
              
In 5 properties (5%), there were smoke alarms fitted, but with no batteries 
therefore not providing the early warning system a smoke alarm provides, 
additionally in 4 of these cases a HFSC had not taken place.  


In 18 cases there was no smoke alarm fitted – again meaning no early warning 
system being available in the property.  During 2 incidents, the level of damage 
done to the property was so great, it was unknown whether a smoke alarm had 
been fitted or not.


When analysing smoke alarm functionality against HFSC status, 61.4% (62 
from 101) of properties had previously had a HFSC. Of these properties, 50 had 
a smoke alarm fitted, which actuated successfully.  39 properties (38.6%) did 
not have a HFSC visit prior to the incident. 


8 81 from 101 (82%) properties had a fitted smoke alarm – regardless of whether it was operational.  This is a lower 
proportion than the 2017/18 English Housing Survey where 89% of owner occupier dwellings had fitted smoke alarms
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5.2.3 Ignition Source


Table 6: List of Fatal Incident Ignition Sources
Ignition 
Source Detail Total


Smokers’ Materials 50
Explosion of lighter fluid, whilst filling a lighter 1Smokers’ 


Materials
Sub Total 51
Careless Use Of Heating Appliance 13
Collapsed Onto Gas Fire 1
Coal or Spark From Open Fire 1
Electrical Heater too Close to combustibles 3


Careless 
Use Of 
Heating 


Appliance
Sub Total 18
Unattended food left on hob - misadventure 5
Accidental Ignition Of Clothing 3
Candle or Butane Camping Stove igniting flammable materials 1
Combustible Materials Left on Hob 1
Chip Pan Left Unattended in Kitchen 1
Misuse of Microwave 1


Cooking


Sub Total 12
Candles 6


Candles
Sub Total 6
Electrical 3
Overloaded Multi-tap 1
Fault with old wiring 1
Mains Electric Fault Overload 1
Overloaded E-Cigarette Battery leading to rupture 1


Electrical 
Fault


Sub Total 7
Explosion of Gas released from broken main 1
Ignition Of Gas From Cooker - Gas Leak 1


Explosion 
Of 


Leaking 
Gas Sub Total 2


Heat Lamp Igniting Combustible Materials 1
Halogen spotlight igniting bedding which was in contact with it 1
Radiated Heat - from table top lamp 1


Radiated 
Heat


Sub Total 3
Collapsed Onto Gas Fire 1Collapsed 


Onto Gas 
Fire Sub Total 1


Burning waste in garden which then got out of hand 1Burning 
Waste Sub Total 1


Grand Total 101


Table 6 lists the ignition sources along with limited detail concerning these 
circumstances.  During the 15-year period analysed smokers’ materials account 
for the majority of fatal incidents with 51 or 50.5%.  Careless use of heating 
appliances follows, with 18 incidents and cooking with 12 incidents. 


The average age of victims, where the cause of the fire was related to the 
careless use of a heating appliance was 79 years.  The average age where 
smokers’ materials were involved was 62 and for cooking it was 58.  Therefore, 
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the data suggests people above the age of 65 are more likely to be involved in a 
fire where the careless use of heating appliance has taken place.  


5.2.4 Room of Origin and Ignition Source


Table 7: Room of Origin with Ignition Source and whether alcohol consumption 
had taken place - prior to the incident


Of which involved consumption of 
Alcohol


Room Of 
Origin Ignition Cause Total Yes No Unknown


Smokers’ Materials 24 13 10 1
Careless Use Of Heating Appliance 13 3 10  
Candles 3 1 2  
Electrical Fault 1  1  
Collapsed Onto Gas Fire 1  1  
Radiated Heat 1  1  


Living 
Room


Sub Total 43 17 25 1
Smokers’ Materials 22 10 11 1
Careless Use Of Heating Appliance 5 1 4  
Electrical Fault 3 1 2  
Candles 2 1 1  
Radiated Heat 2  2  
Cooking 1  1  


Bedroom


Sub Total 35 13 21 1
Cooking 10 5 4 1
Smokers’ Materials 3 2 1  
Electrical Fault 2 1 1  
Explosion Of Leaking Gas 1  1  


Kitchen


Sub Total 16 8 7 1
Electrical Fault 1  1  
Smokers’ Materials 1  1  Hallway
Sub Total 2  2  
Explosion Of Leaking Gas 1  1  
Candles 1 1   Bathroom
Sub Total 2 1 1  
Smokers’ Materials 1 1   


Bedsit
Sub Total 1 1   
Burning Waste 1  1  


Garden
Sub Total 1  1  
Cooking 1  1  


Caravan
Sub Total 1  1  


Grand Total 101 40 58 3


Table 7 provides a breakdown including: room of origin, respective ignition 
source and whether a victim was under the influence of alcohol at the time. The 
table identifies that smokers’ materials have a root cause in the majority of fires 
in the living room (24 from 43, 55.8%) and bedroom (22 from 35, 62.9%), with 
the cause of careless use of heating appliance also being common to these 
rooms.  
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Forty (39.6%) fatal incidents were linked to the consumption of alcohol.  Where 
alcohol consumption is combined with smoker’s’ materials, then 25.7% (26 from 
101) of incidents are linked to this combination of factors.


Within the living room, approximately two fifths (17 or 39.5%) of fatal fire 
incidents involved the consumption of alcohol.  A similar trend also occurred for 
the bedroom, where 37.1% (13) fatal fire deaths were associated with alcohol 
consumption. 


Within the kitchen, cooking, is the most common cause of fatal fire incident with 
10 overall; though 5 of these still involved the consumption of alcohol. 


5.2.5 Fatal Incidents by Year and Ignition Source


Chart 4: Breakdown of Ignition Source by Year


Chart 4 provides an annual breakdown of the ignition sources involved in fatal 
fires.  The chart identifies that fatal incidents relating to smokers’ materials had 
been falling between 2009/10 and 2011/12, however since 2013/14, these 
incidents were on the rise culminating in a high of 8 during 2015/16. Since 
2015/16 the overall numbers of fatal incidents related to smokers’ materials 
have fallen, although there were 5 deaths related to smokers’ materials during 
2020/21.


Incidents involving careless use of heating appliances have remained relatively 
consistent, with the exception of 2018/19 where no deaths were attributed to 
this cause. 
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Fatal incidents linked directly to cooking and cooking practices have fluctuated 
between the years, with the exception of 3 incidents during 2011/12.  


5.2.6 Fatalities by Month and Ignition Source


Chart 5: Fatal Fire Incidents by Month and Ignition Source


Chart 5 identifies that there are more fatal fire incidents taking place during 
quarters 3 (Autumn) and 4 (Winter). 


When smokers’ materials are analysed by quarter; the overall numbers of 
fatalities are relatively consistent, with: 11 incidents in Quarter 1, 11 in Quarter 
2, 16 in Quarter 3 and 13 in Quarter 4.


Fatalities involving smokers’ materials are lower during the spring and summer 
months, especially during: May, June, August and March.  The months of: 
October, April, September, November and February have the highest counts.  


During winter/early spring, when the weather is most inclement - careless use of 
heating appliances is more common.


Cooking related deaths are sporadic.
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5.2.7 Analysis of Incidents by Time of Call


Chart 6: Fatalities by hour and whether Alcohol Consumption occurred9


Chart 6 provides an overview by hour of when a fatal fire incident has taken 
place.  The chart also details the ignition source and whether alcohol 
consumption had taken place as well as the average age of victims.


In summary, the chart provides the following findings:
 Peaks in incidents occur between 02:00 - 03:59, 07:00 - 08:59 and 15:00 


- 15:59
 Where there are peaks in fatal incidents, the average age of the victims 


is younger10, with an average age of 61 for victims between the hours of 
02:00 – 02:59, 66 between 07:00 – 07:59 and 67 between 15:00 - 15:59.


 Alcohol consumption and fire death tend to peak in the early hours 
(02:00 – 02:59; particularly in combination with smoking), the morning 
(08:00 – 08:59) and evening (21:00 – 21:59; again smoking is the 
predominant cause of fire).  Relatively few incidents take place during the 
early afternoon and early evening.  


 There was a single victim aged 28 during the 13:00 -13:59 hour, this is 
why this hour appears as an anomaly.


9 This analysis is based on the time of call to a live incident, this does not include late calls, please refer to methodology 
for details
10 The average age for this subset of data is 67 years of age
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6. Appendix A: 13 Year analysis of Accidental 
Dwelling Fire Injuries


Though every death is a tragedy, the learning from such an occurrence is 
incorporated into our future planning where our aim is to prevent further deaths 
by implementing initiatives and activities to target individuals at greatest risk.  
Though the fatality data is key in identifying risk trends, it is not the only piece of 
data that is considered.  Injury data from accidental dwelling fire data provides a 
far greater data set which adds richness to the analysis.  The following section 
briefly analyses injuries as a result of accidental dwelling fires and identifies 
commonalities between fire victims.11


Chart 7: Accidental Dwelling Fires Injury incidents between 2008/09 and 
2021/22 in relation to Indices of Deprivation (IOD) 2019


Like Chart 3 earlier in this report, the above chart identifies that when using 
national IOD data there is a clear link between fire injuries and deprivation, with 
the majority of injuries occurring within the most deprived decile.  


When a localised deprivation index is applied the chart is flatter in shape, 
though there is still a clear link between there being more fire injuries in more 
deprived areas than not. 


11 Please note that for consistency purposes the data is limited to 12 years, the age of the Incident Recording System
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Chart 8: Injury in Accidental Dwelling fire population pyramid


Chart 8 provides a comparison of the different age groups of those injured as a 
result of an accidental dwelling fire.  The chart, mirrors the findings from table 2 
(earlier within this report) where there is a disproportionate number of victims 
above the age of 65.


Taking sex into account, proportionally 45.4% of people injured were female 
and 54.6% were male.  This approximates the findings in relation to deaths in 
accidental dwelling fires, where 46% of deaths were female and 54% were 
male.


Concerning the ethnicity profile of people injured as a result of an accidental 
dwelling fire, 86.6% were recorded as White British, with 5.8% being from a 
BAME background, 0.7% being White Irish and 6.9% not stating their ethnicity.  
Taking the victims who did not provide their ethnicity from the total data set, this 
amends the proportions of White British victims to 93%, BAME is adjusted to 
6.2% and White Irish is 0.7%.


Page 82


EXEMPT - NOT FOR PUBLICATION





		8 15 year retrospective and annual fatality reports

		15 Year Fatality Trend Analysis v1.0






image5.emf
ICS%20DPIA%20FRS %20February%202026%20v1.docx


ICS%20DPIA%20FRS%20February%202026%20v1.docx




Cheshire and Merseyside

Health and Care Partnership



Integrated Care Systems (ICS)



Data Protection Impact Assessment (DPIA)

	

Workstream: Combined Intelligence for Population Health Action (CIPHA)



[bookmark: _Hlk149728741]Fire Service Safe and Well

Risk Reduction Programme











Document Reference: ICSIGDOC-ID00024

[bookmark: _Hlk152593405]Date first agreed: 04/12/23

Date last updated: February 2026

Next review date: February 2027




[bookmark: Project_Change_Proposal]

Contents

Introduction	5
Overview of CIPHA DPIA	5
Roles and Responsibilities	5
Associated Documents	6
Project title: Combined Intelligence for Population Health Action (CIPHA)	7
Step 1: Identify the need for a DPIA	7
Step 2: Describe the processing	7
Step 3: Consultation process	16
Step 4: Assess necessity and proportionality	18
Step 5: Identify and assess risks	25
Step 6: Identify measures to reduce risk	27
Step 7: Sign off and record outcomes	30
Appendix A	31








		Date DPIA started:

		September 2022





		Date updated:

		10th November 2022 final v1.0

Updated 04/12/23 v2.0

07/12/23 v2.1 (page 14 - corrected to read: C&M ICB is responsible for any data in rest)

20/05/25 – updated

17/09/25 – updated

06/11/25 – updated 

30/01/26 - updated



		Next review date due by:

		This DPIA will be routinely reviewed annually by the ICB



		By Whom:

		DPO



		DPO approved:

		Suzanne Crutchley

ICB DPO





		IT Security approved:

		Justin Griffiths

Chief Digital Information Officer

The Walton Centre





		Committee approved:

		Cheshire and Merseyside ICB Information Governance Management Group

N.B. this is sign-off to the DPIA, which will then be used with the Tier Two DSA for Fire Service Safe and Well Risk Reduction Programme, to go out to the organisations as part of their sign-up to sharing data.





		Submitted to ICO Y/N: 

		No














		[bookmark: _Toc527037253]Information Reader Box



		Document Purpose:

		Ensure consistent application of DPIA process in workstreams



		Document Name:

		Data Protection Impact Assessment

Combined Intelligence for Population Health Action (CIPHA)

Fire Service Safe and Well Risk Reduction Programme

· Cheshire Fire and Rescue Service

· Merseyside Fire and Rescue Service



		Author:

		Suzanne Crutchley, ICB DPO



		Document Origin:

		NECS Standard Operating Procedure - Information Governance: Data Protection Impact Assessments (Privacy by Design) (2018)



		Target Audience:

		Cheshire and Merseyside GP Practices

Cheshire and Merseyside Integrated Care Board (ICB) Combined Intelligence for Population Health Action (CIPHA) Team

Cheshire Fire and Rescue Service

Merseyside Fire and Rescue Service



		Description

		CIPHA Data Protection Impact Assessment for Fire Service Safe and Well Risk Reduction Programme



		Cross Reference:

		DPIAs are applicable to Tier Zero, Tier One and Tier Two Fire Service Safe and Well Risk Reduction Programme



		Superseded Document:

		Version 1.0 - November 2022, and all subsequent updated versions



		Action Required:

		To note as appropriate for your organisation



		Contact Details

(for further information and feedback)

		infogov.cmicb@miaa.nhs.uk





		[bookmark: _Toc527037254]Document Status



		This is a controlled document, managed by the ICB Information Governance Service.  Whilst this document may be printed, this document should not be saved onto local or other network drives.








[bookmark: _Toc220669860]Introduction

For Cheshire and Merseyside, the Combined Intelligence for Population Health Action (CIPHA), will both connect and support the integration of data from Cheshire and Merseyside health and care organisations. This will ensure that information is available to the right people, in the right place, at the right time to deliver and drive service delivery, integration and transformation.



[bookmark: _Toc220669861]Overview of CIPHA DPIA

Article 35(1) of the General Data Protection Regulations says that you must do a DPIA where a type of processing is likely to result in a high risk to the rights and freedoms of individuals.

A Data Protection Impact Assessment (DPIA) is a process which can help an organisation identify the most effective way to comply with its data protection obligations. In addition, DPIAs will allow organisations to meet individuals’ expectations of privacy.

An effective DPIA will facilitate the identification and minimisation of potential data protection risks at an early stage, reducing the associated costs and damage to reputation which might otherwise occur.

In February 2014, the Information Commissioner issued a code of practice under Section 51 of the Data Protection Act (DPA) in pursuance of the duty to promote good practice. The DPA says good practice includes, but is not limited to, compliance with the requirements of the Act and undertaking a DPIA ensures that a new project is compliant.

One of the requirements of the UK GDPR is an obligation to conduct a DPIA before carrying out types of processing likely to result in high risk to individual’s interests.



[bookmark: _Toc220669862]Roles and Responsibilities

Executive Sponsor: The owner of any data protection risks identified within the DPIA.  This person is an appropriately senior manager, ideally a member of the Executive Team, assigned to the relevant Directorate.

Data controller: exercises control over the processing and carries data protection responsibility.  Their activities will include significant decision making.

Data processor: simply processes data on behalf of a data controller and their activities are more limited to ‘technical’ aspects.

Sub processor: Under UK GDPR, the controller must give its prior written authorisation when its processor intends to entrust all, or part of the tasks assigned to it to a sub processor.  The Processors remains fully liable to the controller for the performance of the sub-processor’s obligations.



[bookmark: _Toc220669863]Associated Documents

This DPIA is part of the Data Sharing Agreement Tiered Framework and should be read in conjunction with the three associated Tier documents:

· Tier Zero Memorandum of Understanding

· Tier One Data Sharing Agreement - Standards

· Tier Two Data Sharing Agreement

In particular, for this DPIA, please see Tier Two - Data Sharing Agreement: Combined Intelligence for Population Health Action (CIPHA): Fire Service Safe and Well Risk Reduction Programme

This will support the following Fire and Rescue Services (FRS):

· Cheshire Fire and Rescue Service

· Merseyside Fire and Rescue Service



[bookmark: _Hlk149748883][bookmark: _Hlk149748864]This is to produce a dashboard for each FRS, in Power BI on the CIPHA platform. The dashboard will provide Unique Property Reference Numbers (UPRN), along with a risk score and a risk score/ ranking, and geographic filter.  Further details are in the following sections below:

· Data to be Shared

· FRS Dashboards



[bookmark: _Toc453139099]


DPIA

[bookmark: _Toc220669864]Project title: Combined Intelligence for Population Health Action (CIPHA)

Tier Two: Fire Service Safe and Well Risk Reduction Programme



[bookmark: _Toc220669865]Step 1: Identify the need for a DPIA



		Explain broadly what project aims to achieve and what type of processing it involves. You may find it helpful to refer or link to other documents, such as a project proposal. Summarise why you identified the need for a DPIA.







The overarching purpose for data sharing is to support the Fire Service Safe and Well Risk Reduction Programme.

It will give Fire and Rescue Services (FRS) access to the information, which is necessary, proportionate and relevant to their role.



[bookmark: _Toc220669866]Step 2: Describe the processing



		Describe the nature of the processing: how will you collect, use, store and delete data? What is the source of the data? Will you be sharing data with anyone? You might find it useful to refer to a flow diagram or other way of describing data flows. What types of processing identified as likely high risk are involved?







Parties to the Agreement

The Data Controllers are the Cheshire and Merseyside GP Practices, who have signed up to the Fire Service Safe and Well Risk Reduction Programme.

However, these GP Practices will not be Data Processors though for this work.

NHS Cheshire and Merseyside Integrated Care Board (ICB) are also a Data Controller.

For this work the Data Processors are the Cheshire and Merseyside Integrated Care Board (ICB), through the Combined Intelligence for Population Health Action (CIPHA) DiA Team, together with the system supplier Graphnet Ltd, and AGEM CSU.

Although Cheshire Fire and Rescue Service, and Merseyside Fire and Rescue Service, are Data Controllers in their own right, they will not be receiving any personal data or special category data from the Cheshire and Merseyside Integrated Care Board (ICB) for the Fire Service Safe and Well Risk Reduction Programme.



[bookmark: _Hlk116992134]Data to be Shared

The C&M ICS will share with each FRS a Dashboard which will contain the UPRN* (Unique Property Reference Number) and a risk score/ranking.



Data items shared (via secure Dashboard) will be:

· UPRN

· Risk score / ranking

· Geography filter



The geographic filter on the Dashboard will enable each FRS to rank properties in order of highest risk by area.



It is recognised that the UPRN + risk score, although provided without resident names or contact details, could be considered to be pseudonymised data, if only one person lives at the property. Although a UPRN could be linked to one individual, for example through electoral rolls, it is not in any way something that the FRS would do as part of this work.



Where more than one person lives at the property, the UPRN + risk score could be considered to be anonymised data.



It is further recognised that pseudonymised data remains personal data in law (ICO Anonymisation Guidance).



[bookmark: _Hlk149748908]*UPRN stands for Unique Property Reference Number and was created by the Ordnance Survey (OS). It consists of numbers of up to 12 digits in length. Local governments in the UK have allocated a unique number for each land or property. A UPRN will consist of comprehensive data of a property, from the planning stages to demolition.



The Government has said that official systems, services and applications that store or publish data sets containing property and street information must use the UPRN and USRN identifiers (a USRN is a Unique Street Reference Number). Data in this form is already used by the national government and local authorities and the organisations that work or liaise with them.



Weighting of demographic factors and comorbidities

The Data Subjects are all patients registered at a GP Practice in Cheshire and Merseyside, with one or more of the risk indicators listed below.

It is important to note that the following data items will not be shared with either FRS.  These data items will be used to deduce risk score/ranking with Graphnet support).



[bookmark: _Hlk149740719]To deduce the risk score/ranking the following demographic factors and comorbidity data items which are associated with a higher risk of fire will be used, for patients of any age.





		ID

		Category

		Weighting



		1

		severe mobility issues

		10



		2

		age >80

		9



		3

		smoking 

		9



		4

		lives alone 

		7



		5

		age 65-79

		7



		6

		drug Abuse

		7



		7

		Alcohol Abuse

		7



		8

		dementia/Alzheimer’s

		5



		9

		LTCs

		3



		10

		care plan

		3



		11

		oxygen use

		3



		12

		frailty

		3



		13

		sensory impairment

		2



		14

		Bariatric

		2



		15

		Flammable Agent

		2







Second Pilots from May 2025

The same risk criteria will be used, but with additional mental health codes for Merseyside FRS to calculate risk scores (see Appendix A), and just visiting more UPRNs for Cheshire FRS. Criteria for success/failure will be the same as before. It will start now DAAG have approved the amendment for Merseyside (and Graphnet include the additional codes to calculate risk scores), and for Cheshire to approach more GP Practices for sign up.

The project will remain ongoing. Both FRS have indicated that they will adopt this method for identifying households for targeting as it is an improvement on the existing method - but would like to proceed cautiously by adopting a second trial first. 





· Merseyside Fire and Rescue Service

The DARF amendment was requested because the evaluation of the first trial did not provide Merseyside Fire and Rescue Service with the highest risk households. The referrals received by Merseyside which link mental health as a concern was recorded as 22.3% (1 April 24 – 27 Feb 25). 

95% of referrals for Prevention are from a range of external partners. The remaining 5% of referrals come from operational fire crews. The referral pathways are from a vast array of partners, for example;

· Knowsley, Liverpool, Sefton, St Helens and Wirral council

· Police

· IDVA

· 24/7 Locks

· Hospitals – Occupational therapists – falls team ect. 

· Social Workers

· Care Connections

· Premier Care

· Merseycare

· Autism initiatives

· Deafness Resource Centre

· Riverside Hosing

· One Vison Housing

· Baywater

· Oxygen team 

· Community Caring



31.8% of Safe and Well referrals completed by Merseyside Fire & Rescue Service (1 April 24 – 28 Feb 25) have been recorded as mental health.  

The FRS have requested that additional GP practices sign the necessary DSA required to broaden the study area ahead of completing a second pilot study. 

The 'necessary form' is the DSA CIPHA Tier Two Fire Service Safe and Well Risk Reduction Programme

The GP Practices are those that are within geographical areas that the FRS services have identified as having the highest incidents of accidental home fires, across C&M.

DAAG are very aware of this Tier Two for the pilot.

There is also a DPIA, and we conducted an ICO Legitimate Interests Assessment / Compatibility Assessment.

The amendment to the access request will mean that the project can be furnished with GP data which is specific to mental health and will assist in identifying more vulnerable households. 

These first pilots were testing if the first algorithm to pull data to compile a 'risk score' per UPRN were good indicators to use. Merseyside FRS have analysed their results having visited numerous properties, and have identifies that additional codes would produce a more accurate risk score across UPRNs.

The amendment will mean that the FRS can conduct a second pilot study and assess the effectiveness of using CIPHA to target households. 

Exactly the same risk criteria will be used, but with additional codes for Merseyside FRS to calculate risk scores, and just visiting more UPRNs for Cheshire FRS. Criteria for success/failure will be the same as before. It will start once DAAG approve the amendment for Merseyside (and Graphnet include the additional codes to calculate risk scores), and for Cheshire to approach more GP Practices for sign up.

The project will remain ongoing. Both FRS have indicated that they will adopt this method for identifying households for targeting as it is an improvement on the existing method - but would like to proceed cautiously by adopting a second trial first. 



Calculating the score

Add the specified weighting where the individual meets any of the criteria listed above. Maximum score is 79.

Normalise between 0 and 100. 



Assign the household risk as the maximum risk of any individual with the household.

So UPRN risk = MAX (risk of any individual in that household)



Information Flow Functional Description

Risks associated with the information flows can be assessed and where necessary mitigated.  Any changes to information flows throughout the project will prompt a review of the privacy risks as they may change.

Deletion of information

Information can only be deleted by the source organisation, which are the GP Practices.

Risks/actions identified

The risks for producing the Dashboards are shown in the table below in Step 5 in respect of the data that is stored in the Graphnet CIPHA environment in the Azure cloud and hosted by Graphnet. The risk table articulates the process for storage and the process for psuedonymisation.



Information Flow Description and Type

The schematic below describes the model to support the information flows and use cases.



[image: A screenshot of a computer
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Destination of information

The information is stored in the Graphnet CIPHA environment in the Azure cloud.



Persistent or temporary (if persistent, detail the storage location following transfer)

Persistent - stored in the Graphnet CIPHA environment in the Azure cloud.



		Describe the scope of the processing: what is the nature of the data, and does it include special category or criminal offence data? How much data will you be collecting and using? How often? How long will you keep it? How many individuals are affected? What geographical area does it cover?







Purpose of Data Sharing

The overarching purpose for data sharing is to support the Fire Service Safe and Well Risk Reduction Programme.



Data to be Shared

[bookmark: _Hlk149727411]Data items shared (via secure Dashboard) will be:

· UPRN

· Risk score / ranking

· Geography filter



For Personal and Sensitive Data

Sensitive data excluded from retrieval follows the recommendations made by The Royal College of General Practitioners (RCGP) ethics committee and the Joint GP IT Committee:

· Gender reassignment.

· Assisted conception and in vitro fertilisation (IVF)

· Sexually transmitted diseases (STD)

· Termination of pregnancy



No. of records/individuals affected

2.6 million individuals across Cheshire and Merseyside.



		Describe the context of the processing: what is the nature of your relationship with the individuals? How much control will they have? Would they expect you to use their data in this way? Do they include children or other vulnerable groups? Are there prior concerns over this type of processing or security flaws? Is it novel in any way? What is the current state of technology in this area? Are there any current issues of public concern that you should factor in? Are you signed up to any approved code of conduct or certification scheme (once any have been approved)?







As outlined above, the data items shared with each respective Fire and Rescue Service (via secure Dashboard) will be:

· UPRN

· Risk score / ranking



The data used by the NHS C&M ICB/ICS to create the Dashboards is from the GP Practices.

Those patients who do not wish to share their data for purposes other than direct care can control this by opting out, meaning that their data will not be shared for the Fire Service Safe and Well Risk Reduction Programme.  For further details please see section below: Right to object and Data Opt Out.

Organisations in the CIPHA workstream are expected to inform their patients with relevant transparency and privacy notices to ensure the public is adequately informed of how health and social care organisations use their data, particularly data concerning children and vulnerable groups.

GP Practices may wish to update their privacy notice – some example wording is given below:

Population Health and Fire Safety Risk Reduction

We share pseudonymised property-level data with Cheshire & Merseyside ICB to support fire-safety risk reduction. This helps identify homes at higher risk of accidental fires. Only anonymised or suitably pseudonymised data is shared (no names or contact details). Your National Data Opt-out and Type-1 opt-out preferences are respected.

If you would like more information, or wish to discuss an objection, please contact our Practice Manager.

Although the data used by the NHS to create the Dashboards for the Fire and Rescue Services is personal and special category, no patient identifiable data is included in the Dashboards.

The GP Practices and the NHS C&M ICB/ICS submit an annual Data Security and Protection Toolkit (DSPT) to NHS England.

Current State of Technology

The Graphnet technology is deployed in other large scale regional deployments.

Graphnet comply with all relevant standards including ISO27001:2013 certified.

Graphnet Lists its privacy notice on its website here Graphnet Health Ltd - Privacy



		Describe the purposes of the processing: what do you want to achieve? What is the intended effect on individuals? What are the benefits of the processing – for you, and more broadly? 







Within this DPIA, this workstream ensures that data processed is:

· Necessary: The reason for sharing an individual’s information will be what is required to support that particular contact 

· Proportionate: The amount of information shared will be no more than what is needed to cater for a particular contact and,

· Relevant: The information shared will be deemed of an appropriate level when assessed against why it is being shared 

The Combined Intelligence for Population Health Action (CIPHA): Fire Service Safe and Well Risk Reduction Programme workstream will connect and support the integration of local Fire and Rescue Service organisations. The workstream will ensure that information is available to the right people, in the right place, at the right time to deliver and drive service delivery, integration and transformation.

FRS Dashboards

The dashboard will provide UPRNs, along with a risk score / ranking and geographic filter. The criteria/ logic to determine the risk score will be a collective approach, agreed and provided by Cheshire Fire Service and Merseyside Fire Service. Access to the dashboard will be restricted, with access requests validate by each individual fire service. Only UPRNs relevant to each geography (Cheshire and Merseyside) will be provided to each user such that only their corresponding geography is shared.

For further details, please see Tier Two - Data Sharing Agreement: Combined Intelligence for Population Health Action (CIPHA): Fire Service Safe and Well Risk Reduction Programme which includes the following sections:



· Parties to the Agreement

· Terms of the Agreement

· Purpose of the Data Sharing

· Data Protection Impact Assessment

· Data Details

· Legal Basis

· Annex A – Data to be shared with Fire and Rescue Services (FRS)



FRS feedback to the NHS following the UPRN visit

With the agreement of the resident(s) visited, the FRS will share their observations with the NHS C&M ICS CIPHA Team, to evaluate factors concerning the property that may put the property at risk of an accidental fire occurring. FRS will only share a 0-100 score based on risk factors at the property that they observe, or are alerted to be the resident(s), to help the NHS C&M ICS CIPHA Team validate their data against the UPRN. No personal or special category will be shared by the FRS with the NHS C&M ICS CIPHA Team.





[bookmark: _Toc220669867]Step 3: Consultation process



		Consider how to consult with relevant stakeholders: describe when and how you will seek individuals’ views – or justify why it’s not appropriate to do so. Who else do you need to involve within your organisation? Do you need to ask your processors to assist? Do you plan to consult information security experts, or any other experts?







Workstream Governance:

The workstream has a robust governance structure to cover its programme of work. Various information governance and strategic groups are in place, and seek input and guidance at every level to ensure on-boarded organisations are able to co-design and offer assurance around the workstream outputs/reports.  These groups include representation from across all health and care providers and commissioners.  



The group that provides the gatekeeper role for information governance is the Data Asset and Data Access Group (DAAG).  This group draws its membership from information governance expertise across health and care providers, and patient representation.  The group has a remit to ensure that requests to use the stored data for reporting maintain the integrity and purpose of the specific Data Sharing Agreement. The group will ensure the appropriateness of the role-based access control (RBAC) framework in terms of individuals and groups with access to the shared record.



Public Engagement

The workstream has utilised existing public engagement groups that work with established public involvement groups in the region, and through that work the public are represented in relevant governance.  A selection of feedback for this work from public involvement groups in the region is:

· I have no objection to data being shared with FRS in this way.

· As long as Patient Data is fully protected then I am in agreement.

· I have no issues with the NHS doing this, and passing the scores to my local FRS.

· I personally can see no issue with the proposal.

· I think it is useful to be proactive and it seems like a good idea.

· I understand that the data will be protected so as not to breech GDPR and common law duty of confidentially.





Wider Consultation

Consultation is made with all members of the following:

- C&M IG SIGN Group

- C&M ICS Digital and Data Information Governance Strategy Committee



Cyber Security

The CIPHA workstream aligns with the Share2Care dedicated C&M Core Cyber Group, who takes a key role in the design, delivery and evolution of the regional cyber security strategy across the workstream footprint.

The ICS footprint has individual cyber assurance leads, and each organisation has a cyber assurance lead and completes the Data Security and Protection Toolkit at regular intervals.

The host organisation – Cheshire & Merseyside ICB - will be responsible for the physical security, the environmental condition, and the regular penetration testing for the Graphnet CareCentric platform.

C&M ICB is responsible for any data in rest (e.g., data visible within Graphnet by the user), and together with the workstream governance ensures that appropriate Role Based Access Control (RBAC) is applied to the system. 



Processors Responsibilities to the Public

In the event that personal information which has been shared under the DPIA is compromised or possibly compromised, the agency making the discovery will without delay:

· Inform the organisation (Data Controller(s)) providing the details of the incident

· Take steps to investigate the cause

· Report and investigate as an incident

· If appropriate, take disciplinary action against the person(s) responsible

· Take appropriate steps to avoid a repetition. 



On being notified that an individual’s personal information has or may have been compromised, the original provider (Data Controller(s)) will assess the potential implications for the individual whose information has been compromised will:

· Notify the individual concerned

· Advise the individual of their rights

· Provide the individual with appropriate support

· Undertake a risk assessment and consider notifying the Information Commissioner's Office in line with expected procedure



Data Processors

Where data processors are to be used, a legally binding contract (Information Processing Agreement) must be in place which includes the necessary contractual elements required under the UK GDPR.  An assessment of the data processor’s ability to comply with its terms should also be conducted (due diligence).



Data Controller Instruction

Processor is to act only on instruction of the Data Controller.



Incident Management

Incident management is included and the requirement to immediately report.



FOI and EIR Requests

FOI and EIR requests should be undertaken with the Partner Organisation that holds the data.

[bookmark: _Hlk50373098]

[bookmark: _Toc220669868]Step 4: Assess necessity and proportionality



		[bookmark: _Hlk50372993]Describe compliance and proportionality measures, in particular: what is your lawful basis for processing? Does the processing actually achieve your purpose? Is there another way to achieve the same outcome? How will you prevent function creep? How will you ensure data quality and data minimisation? What information will you give individuals? How will you help to support their rights? What measures do you take to ensure processors comply? How do you safeguard any international transfers?







Any deviations in project scope that result from:

· A change in data processing responsibilities

· A change in storage, transmission, and/or persistence of data

· A change from read-only to write-back 

· A change in data details from the Tier Two documentation

· A change in system architecture

will prompt a review of this DPIA in advance of the set review date, to ensure that data processing remains lawful.

Processors compliance to this DPIA and their data sharing obligations will be monitored by the workstream through DSPT assessment results, and those who that have failed to meet standards (without a plan in place) will be highlighted and escalated to the relevant workstream and HCP Boards for decision.

For Merseyside FRS, the second pilot introduces mental health coding. No additional data items will be processed without DPIA variation and fresh sign-off by data controllers.

Training

All partner organisations to this Data Sharing Agreement must ensure that relevant confidentiality and data protection training is made available to staff, and compliance to this will be ensured during the on-boarding of organisations.

On-boarding organisations to the workstream must ensure staff:

· Attend mandatory training** in Information Governance at regular intervals

· Are assigned appropriate role-based access to information within the dashboard

· Have had their details removed from accessing the record in the event of leaving the organisation, or suspected misuse

**The training and information provided to ensure staff compliance with this DPIA include:

· Common Law Duty of Confidentiality

· Human Rights Act 1998

· UK General Data Protection Regulation

· Mental Capacity Act 2005. 



All staff should be made aware that disclosure of information (whether inadvertently or intentionally) which cannot be justified under this DPIA could make them liable to disciplinary action.

There are no international transfers.



[bookmark: _Toc453139100]Data Protection Review

A review of the Principles relating to the processing of personal data under the UK GDPR should be undertaken to ensure projects take account of these and employ a ‘privacy by design’ approach.



[bookmark: _Hlk113287700][bookmark: _Hlk98171835]Lawful Basis

Below explains how this work is compliant with the UK GDPR and the Common Law Duty of Confidentiality.

Public authorities across the UK have a duty to support each other with their statutory functions, which will lawfully include sharing data as necessary.

It is the view of the ICO that the UK GDPR and Data Protection Act provide a framework for the appropriate and secure sharing of personal information and should not be considered a barrier to sharing personal information when this is necessary.

Statutory organisations have legal duties or obligations in respect of the communities they serve. The NHS has a duty to maintain the health of individuals and minimise medical interventions of any kind. The Fire and Rescue Services have a duty to safeguard the community, not only by dealing with fires as they occur, but also by putting procedures in place to minimise the occurrence of fires and their consequences in terms of injury and death.

Sharing the information as detailed above to assist them in the pursuit of their duties would be in the interest of the public.

In addition to the statutory duties of the public sector organisations concerned, it is also necessary for data controllers to take into account the clear intention of Government to encourage appropriate and safe information sharing in pursuit of joint working and the provision of joint services at a local level.

As well as the UK GDPR and Data Protection Act, the following legislation sets out duties and responsibilities to support this:

· Health and Care Act 2022

· Health and Social Care Act 2012

· National Health Service Act 2006

· Fire and Rescue Services Act 2004





[bookmark: _Hlk100242231]The table below sets out the legal basis for the data processing within the C&M ICB, to create the Dashboards for the Fire and Rescue Services, for the Safe and Well Risk Reduction Programme.



		Type of Data



		Common Law Duty of Confidentiality

		Data Processing

		Legislation



		Confidential information



		The Common Law Duty of Confidentiality owed to patient data is addressed by our current S251 support: 23 CAG 0112 Risk Stratification approved by CAG for Cheshire & Merseyside, and the disseminated data to FRS isn’t owed a duty of confidence as it is appropriately pseudonymised.



CAG have confirmed that 23 CAG 0112 Risk Stratification covers the disseminated data to FRS.



Confidential information is being processed in order to produce the UPRN (Unique Property Reference Number) with a risk score/ranking.



The output doesn’t share identifiable confidential information, as it is appropriately pseudonymised, but to get that output confidential information has to be processed i.e. the risk score will be calculated using confidential patient data.



		For data linkage, but no direct identifiers will be provided to the applicant/ data processor

		UKGDPR



Article 6 - Lawfulness of processing



(6)(1)(e)processing is necessary for the performance of a task carried out in the public interest or in the exercise of official authority vested in the controller; 



Article 9 - Processing of special categories of personal data



(9)(2)(h) for calculating risk scores/UPRN

(9)(2)(g) for sharing risk scores/UPRN with each FRS



(9)(2)(h)processing is necessary for the purposes of preventive or occupational medicine, for the assessment of the working capacity of the employee, medical diagnosis, the provision of health or social care or treatment or the management of health or social care systems and services on the basis of domestic law or pursuant to contract with a health professional and subject to the conditions and safeguards referred to in paragraph 3;



9(2)(g) processing is necessary for reasons of substantial public interest, on the basis of which shall be proportionate to the aim pursued, respect the essence of the right to data protection and provide for suitable and specific measures to safeguard the fundamental rights and the interests of the data subject; 



Fire and Rescue Services Act 2004

Fire and Rescue Services Act 2004 (legislation.gov.uk)



N.B. this Act is not directly providing a legal basis for accessing the data, but it is relevant to the work, as it details the FRSs statutory duty as below:



6 Fire safety

(1) A fire and rescue authority must make provision for the purpose of promoting fire safety in its area.

(2) In making provision under subsection (1) a fire and rescue authority must in particular, to the extent that it considers it reasonable to do so, make arrangements for—

(a) the provision of information, publicity and encouragement in respect of the steps to be taken to prevent fires and death or injury by fire;











		Principle

		Compliance



		Lawfulness, fairness and transparency

		Lawful Basis

		[bookmark: _Hlk116900113]See Section and Table above: Lawful Basis



		

		Fairness

		Individuals can exercise the following rights with respect to their data, where applicable, by contacting the source organisation of their data:

· Right of access

· Right to rectification

· Right to erasure

· Right to restrict processing

· Right to data portability

· Right to object

· Rights related to automated decision making

· Rights related to including profiling



For CIPHA the Common Law Duty of Confidentiality requires that there should be no use or disclosure of any confidential patient information for any purpose other than the direct clinical care of the patient to whom it relates, unless:

•The patient explicitly consents to the use or disclosure;

•The disclosure is required by law;

•The disclosure is permitted under a statutory process that sets aside the duty of confidentiality.



The Common Law Duty of Confidentiality is set aside where the data being processed is suitably pseudonymised or is aggregate data. Under this Data Sharing Agreement the Common Law Duty of Confidentiality does not apply, as the data is appropriately pseudonymised.



Also, please see the column Common Law Duty of Confidentiality in the table above.





		

		Transparency

		The responsibility for transparency lies firmly with the controllers who are the partner organisations within the CIPHA workstream.





		Right to object



and



Data Opt Out

		[bookmark: _Hlk102749516]The right to object under S21 of the General Data Protection Regulation 2016, as enacted, is relevant.  Patients and service users have a right to object to their medical information being used for purposes other than direct care.



National Data Opt-out: Patients can stop their confidential patient data being used for research and planning'.  The patient’s choice will be applied by NHS Digital, and all other health and care organisations.  Further details are available at: https://www.nhs.uk/your-nhs-data-matters/



Type 1 Opt-out: GPs will not share patient data outside of the GP Practice for purposes except for individual care.



All registered National Data Opt-outs and Type 1 Opt-outs will be respected.  This means that data for people who have objected to sharing their data will not flow from the GP record into the Graphnet solution, for the Fire Service Safe and Well Risk Reduction Programme Dashboards.







		Purpose limitation

		Combined Intelligence for Population Health Action (CIPHA): Fire Service Safe and Well Risk Reduction Programme





		Research

		The Fire Service Safe and Well Risk Reduction Programme Data Sharing Agreement does not allow use of the data for research. Uses of the data for research are governed by a separate Tier Two DSA.



		Data minimisation

		Sensitive data excluded from retrieval follows the recommendations made by The Royal College of General Practitioners (RCGP) ethics committee and the Joint GP IT Committee:

· Gender reassignment.

· Assisted conception and in vitro fertilisation (IVF)

· Sexually transmitted diseases (STD)

· Termination of pregnancy





		Accuracy

		Incident management process related to incorrect documentation is in place with CIPHA workstream and with the contracted IT support organisation – Mid Mersey DA. Where a document is discovered that is incorrect, the Trust identifying the document will log within local incident management systems, notify IT, and IT will notify the 3rd Line support of Graphnet.





		[bookmark: _Hlk50373174]Storage limitation

		The data will be stored in line with the NHS Records Management Code of Practice 2021.





		Integrity and confidentiality

		Access levels to information available through Graphnet will be based upon the role held by the provider of health and care.  Information will be shared which is necessary, relevant and proportionate to the role the individual fulfils.

Role Based Access Control (RBAC) is in place.














[bookmark: _Toc46758058][bookmark: _Toc220669869]Step 5: Identify and assess risks

CIPHA Risk Log - the risk score uses the following matrix:

[image: cid:image004.jpg@01D68D19.048719F0]

		No.

		Effect

		Description



		1

		No adverse effect

		There is absolute certainty that no adverse effect can arise from the breach



		2

		Potentially some minor adverse effect or any incident involving vulnerable groups even if no adverse effect occurred

		A minor adverse effect must be selected where there is no absolute certainty. A minor adverse effect may be the cancellation of a procedure but does not involve any additional suffering. It may also include possible inconvenience to those who need the data to do their job.



		3

		Potentially some adverse effect

		An adverse effect may be release of confidential information into the public domain leading to embarrassment or it prevents someone from doing their job such as a cancelled procedure that has the potential of prolonging suffering but does not lead to a decline in health.



		4

		Potentially Pain and suffering/ financial loss

		There has been reported suffering and decline in health arising from the breach or there has been some financial detriment occurred. Loss of bank details leading to loss of funds. There is a loss of employment.



		5

		Death/ catastrophic event.

		A person dies or suffers a catastrophic occurrence








		Risk Number

		Describe source of risk and nature of potential impact on individuals.

		Likelihood

		Impact

		Overall Risk Score



		1.

		That data is not sufficiently well coded, the consequence being that the findings drawn from the analytics are thus diluted. 

		Not likely

2

		Adverse

3

		6



		2.

		Failure to keep individuals informed over how their data will be used could lead to a breach of GDPR Article 13 and 14 of the UK GDPR.

		Not likely

2

		Adverse

3

		6



		3.

		Failure to have processes in place to facilitate the following data protection Rights, which could result in a breach Article 15, Article 16, Article 18, and Article 21

· Right of Access

· Right to Rectification

· Right to Restrict Processing 

· Right to Object



		Not likely

2

		Minor

2

		4



		4.

		Failure to ensure adequate controls are in place to ensure that de-identified data can’t be re-identified could result in disclosure of personal information leading to a data breach and could lead to a breach of our security obligations in relation to anonymisation / pseudonymisation processes under Article 32.



		Not likely

2

		Serious

4

		8



		5.

		Failure to provide / develop a process / technical solution to facilitate clients opting out of their data being shared could lead to a breach of the Common Law Duty of Confidentiality, Data Protection Act and Human Rights Act.



		Not likely

2

		Adverse

3

		6





[bookmark: _Toc46758059]




[bookmark: _Toc220669870]Step 6: Identify measures to reduce risk



		Risk Number

		Risk Summary

		Options to reduce or eliminate risk

		Residual Risk: Low Medium, High

		Effect on Risk: Eliminated, Reduced, Accepted

		Measure Accepted: Yes/No



		1.

		That data is not sufficiently well coded, the consequence being that the findings drawn from the analytics are thus diluted.

		C&M ICB to provide regular feedback to GP Practices to ensure that data quality is given due attention and resource to resolve issues that arise.

		Low



2

		Reduced



2

		Yes



4



		2.

		Failure to keep clients informed over how their data will be used could lead to a breach of UK GDPR Article 13 and 14 of the GDPR.  



		Each provider to review and where necessary update to cover this sharing of data as stated in the DSA.



Each Provider Privacy Notice will meet the terms of the Tier Two Data Sharing Agreement, governed by the UK GDPR and DPA.



It is at the discretion of each partner organisation in the Data Sharing Agreement to add to their Privacy Notice accordingly.



		Low



2

		Reduced



2

		Yes



4



		3.

		Failure to have processes in place to facilitate the following data protection Rights, which could result in a breach Article 15, Article 16, Article 18, and Article 21

· Right of Access

· Right to Rectification

· Right to Restrict Processing 

· Right to Object



		Each Data Controller is accountable under GDPR, and will have their own measures in place to meet the eight Rights of Data Subjects.



If a Data Subject of any partner organisation wishes to exercise or challenge one of their Rights, they would do that with their provider organisation(s) through the partner organisation’s internal processes.



Each Data Controller will remain responsible and accountable under GDPR for their clients.



The host of the platform have in place their data processing and cyber policies and procedures to maintain the rights of the data subjects.

		Low



2

		Reduced



1

		Yes



2



		4.

		Failure to ensure adequate controls are in place to ensure that de-identified data can’t be re-identified could result in disclosure of personal information leading to a data breach and could lead to a breach of our security obligations in relation to anonymisation / pseudonymisation processes under Article 32

		The data marts hold the full PID along with field level configuration for both anonymisation and sensitive clinical coding reference data. Stored procedures query tables using field-level configuration to anonymise data at the point of extract. SSIS package cross references data with sensitive clinical coding to further remove restricted data.

		Low



2

		Reduced



2

		Yes



4



		5.

		Failure to provide / develop a process / technical solution to facilitate clients opting out of their data being shared could lead to a breach of the Common Law Duty of Confidentiality, Data Protection Act, and Human Rights Act

		All registered National Data Opt-outs and Type 1 Opt-outs will be respected, so data for people who have objected to sharing their data will not flow from the GP record into the Graphnet solution, for the Fire Service Safe and Well Risk Reduction Programme Dashboards.



		Low



1



		Eliminated



1



		Yes



1














[bookmark: _Toc99543570][bookmark: _Toc220669871]Step 7: Sign off and record outcomes



		Item 

		Name/date

		Notes



		Measures approved by:

		DAAG 20/05/25

		Approved through DAAG



		Residual risks approved by:

		DAAG 20/05/25

		Approved through DAAG



		DPO advice provided:

		DPO at DAAG 20/05/25

		Approved through DAAG



		Comments:

This work for the Fire Service Safe and Well Risk Reduction Programme meets the requirements for UK GDPR, and so the data processing can proceed.



		DPO advice accepted or overruled by:

		Accepted

		If overruled, you must explain your reasons



		Comments:

This work reports in to the Cheshire and Merseyside ICS Digital and Data Information Governance Strategy Committee (DDIGSC).





		This DPIA will be routinely reviewed on an annual basis by:

		C&M ICB DPO

		The DPO should also review ongoing compliance with DPIA










[bookmark: _Toc220669872]Appendix A

Second Pilot Merseyside Fire and Rescue Service



The risk criteria that will be used, for the second pilot, for Merseyside FRS to calculate risk scores is set out below.



		Single Risk Score

		



		Category

		Category Base Weighting



		severe mobility issues

		100



		lives alone

		60



		age 65

		60



		drug issues

		100



		smoker

		100



		alcohol

		100



		care plan

		60



		oxygen use

		60



		dementia/Alzheimer’s

		100



		enduring mental ill health

		100



		sensory impairment

		60



		emollient use

		60
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		DATA PROCESSING AGREEMENT



		between



		(1) Host organisation: St Helens and Knowsley Teaching Hospitals NHS Trust, for all the organisations listed in the:



Cheshire and Merseyside Health and Care Partnership

Integrated Care Systems (ICS)

Memorandum of Understanding (Tier Zero)



(the Controllers are the Cheshire and Merseyside GP Practices; Local Authorities; and NHS Providers, as listed in Tier Zero)





		and



		(2)	Graphnet Health Solutions (UK) Ltd
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THIS AGREEMENT (the “Agreement”) is made on 	xx/xx/xx (“Effective Date”).

BETWEEN:

(1)	Controllers listed in Memorandum of Understanding (Tier Zero)

(i.e. the Cheshire and Merseyside GP Practices; Local Authorities; and NHS Providers, who together are Joint Controllers)

             (the “Controller”); and



(2)	Graphnet Health Solutions (UK) Ltd Registered Address: Marlborough Court, Sunrise Parkway, Linford Wood, Milton Keynes, Buckinghamshire, MK14 6DY (Registered in England: 02933905) (“Processor” or “Graphnet”).

BACKGROUND

(A)	The Controller has appointed Graphnet to perform the processing of the Personal Data.

(B)	The Controller shall provide instructions with regard to the processing of Personal Data to Graphnet in an Annex as set out at the end of this Agreement; it is recognised that the Controller may require Graphnet to process Personal Data in relation to different projects, and an Annex shall be provided in relation to each such project.  

(C)	In performing the Services, Graphnet is required to process certain Personal Data (as defined below). The Controller has agreed to provide such Personal Data to Graphnet for processing only in accordance with the terms of this Agreement from the Effective Date.

(D)	In consideration of the Controller engaging the services of Graphnet to process Personal Data, Graphnet shall comply with the security, confidentiality and other obligations imposed on it under this Agreement.



IT IS AGREED as follows:

[bookmark: _Toc28079134][bookmark: _Toc102751413]DEFINITIONS AND INTERPRETATION

The following definitions shall apply in this Agreement:

Agreement shall mean this Data Processing Agreement entered into as of the Effective Date;

Controller shall take the meaning given in the Data Protection Legislation;

Data Guidance means any applicable guidance, guidelines, direction or determination, framework, code of practice, standard or requirement regarding information governance, confidentiality, privacy or compliance with the Data Protection Legislation (whether specifically mentioned in this Agreement or not) to the extent published and publicly available or their existence or contents have been notified to Graphnet by the Controller and/or any relevant Regulatory or Supervisory Body.  This includes but is not limited to guidance issued by NHS Digital, the National Data Guardian for Health & Care, the Department of Health, NHS England, the Health Research Authority, Public Health England, the European Data Protection Board and the Information Commissioner; 

Data Loss Event means any event that results, or may result, in unauthorised processing of Personal Data held by the Controller under this Agreement or Personal Data that the Controller has responsibility for under this Agreement including without limitation actual or potential loss, destruction, corruption or inaccessibility of Personal Data, including any Personal Data Breach;

Data Processing Services means the data processing services described in the Annex to this Agreement;

Data Protection Impact Assessment means an assessment by the Controller of the impact of the envisaged processing on the protection of Personal Data;

[bookmark: _Hlk65691975]Data Protection Legislation means (i) the DPA 2018 (ii) the GDPR as amended and brought into UK law by the DPA 2018 and the Data Protection, Privacy and Electronic Communications (EC Directive), (EU Exit) Regulations 2019 and subsequent regulation, (iii) the LED and any applicable national Laws implementing them as amended from time to time, and (iv) all applicable Law concerning privacy, confidentiality or the processing of personal data including but not limited to the Human Rights Act 1998, the Health and Social Care (Safety and Quality) Act 2015, and the common law duty of confidentiality; 

Data Protection Officer shall take the meaning given in the Data Protection Legislation;

Data Subject shall take the meaning given in the Data Protection Legislation;

Data Subject Access Request means a request made by, or on behalf of, a Data Subject in accordance with rights granted pursuant to the Data Protection Legislation to access their Personal Data;

DPA 2018 means Data Protection Act 2018;

EEA means the European Economic Area; 

European Data Protection Board has the meaning given to it in the Data Protection Legislation;

[bookmark: _Hlk65692002]GDPR means the General Data Protection Regulation (Regulation (EU) 2016/679);

UK GDPR means the UK General Data Protection Regulation;

Information Commissioner means the independent authority established to uphold information rights in the public interest, promoting openness by public bodies and data privacy for individuals ico.org.uk and any other relevant data protection or supervisory authority recognised pursuant to the Data Protection Legislation;

Law means any law or subordinate legislation within the meaning of Section 21(1) of the Interpretation Act 1978, bye-law, enforceable right within the meaning of Section 2 of the European Communities Act 1972, regulation, order, regulatory policy, mandatory guidance or code of practice, judgment of a relevant court of law, or directives or requirements with which Graphnet is bound to comply;

LED means the Law Enforcement Directive (Directive (EU) 2016/680);

LTPS means the NHS Liabilities to Third Parties Scheme as amended or superseded from time to time, which comes under NHS Resolution, which is an arm’s length body of the Department of Health and Social Care;

Personal Data shall take the meaning given in the Data Protection Legislation;

Personal Data Breach shall take the meaning given in the Data Protection Legislation;

Processor shall take the meaning given in the Data Protection Legislation;

Processing and cognate terms shall have the meaning given in the Data Protection Legislation;

Protective Measures means appropriate technical and organisational measures which may include: pseudonymising and encrypting Personal Data; ensuring confidentiality, integrity, availability and resilience of systems and services; ensuring that availability of and access to Personal Data can be restored in a timely manner after an incident; and regularly assessing and evaluating the effectiveness of the such measures;

Regulatory or Supervisory Body means any statutory or other body having authority to issue guidance, standards or recommendations with which Graphnet and/or Graphnet personnel must comply or to which it or they must have regard, including:

(i) NHS Digital;

(ii) NHS Improvement;

(iii) NHS England;

(iv) the Department of Health; 

(v) CQC;

(vi) UK Health Security Agency and Office for Health Improvement and Disparities (formerly Public Health England); 

(vii) the General Medical Council;

(viii) Information Commissioner;

Services means the data processing activities carried out by Graphnet as outlined further in the Annex;

Sub-processor means any third party appointed to process Personal Data on behalf of Graphnet related to this Agreement;

Graphnet Personnel means any and all persons employed or engaged from time to time in the provision of the Services and/or the processing of Personal Data whether employees, workers, consultants or agents of Graphnet or any subcontractor or agent of Graphnet.

Working Day means a day other than a Saturday, Sunday or bank holiday in England

reference to any legislative provision shall be deemed to include any statutory instrument, bye law, regulation, rule, subordinate or delegated legislation or order and any rules and regulations which are made under it, and any subsequent re- enactment, amendment or replacement of the same;

the Annex forms part of this Agreement and shall have effect as if set out in full in the body of this Agreement.  Any reference to this Agreement includes the Annex; and 

references to clauses and Annexes, are to clauses and Annexes to this Agreement.

[bookmark: _Toc28079135][bookmark: _Toc102751414]SCOPE OF THIS AGREEMENT

In consideration of Graphnet agreeing to provide the Services to the Controller and the Controller agreeing to provide Personal Data to Graphnet, the parties have agreed that from the Effective Date, the terms of this Agreement will apply to and govern all processing of Personal Data by Graphnet.

Graphnet and the Controller shall both comply with all applicable Data Protection Legislation for the duration of this Agreement and nothing in this Agreement shall relieve either party of these obligations.

[bookmark: _Toc28079136][bookmark: _Toc102751415]PROCESSING OF PERSONAL DATA

[bookmark: _Hlk97709911]The Parties acknowledge that for the purposes of the Data Protection Legislation and the delivery of the Data Processing Services, the Cheshire and Merseyside GP Practices; Local Authorities; and NHS Providers are the Controllers and Graphnet is the Processor. 

The Controller retains control of the Personal Data and remains responsible for its compliance obligations under the applicable Data Protection Legislation, including providing any required notices and obtaining any required consents, and for the processing instructions it gives to Graphnet. 

Graphnet shall notify the Controller immediately if it considers that any of the Controller instructions infringe the Data Protection Legislation.

DATA PROTECTION IMPACT ASSESSMENTS

Graphnet shall provide all reasonable assistance to the Controller in the preparation of any Data Protection Impact Assessment prior to commencing any Processing. Such assistance may include:

a systematic description of the envisaged Processing operations and the purpose of the Processing;

an assessment of the necessity and proportionality of the Processing operations in relation to the Data Processing Services;

an assessment of the risks to the rights and freedoms of natural persons; and

the measures envisaged to address the risks, including safeguards, security measures and mechanisms to ensure the protection of Personal Data.

Graphnet shall provide all reasonable assistance to the Controller if the outcome of the Data Protection Impact Assessment leads the Controller to consult the Information Commissioner. 

PROTECTIVE MEASURES

Graphnet shall, in relation to any Personal Data processed in connection with its obligations under this Agreement:

Process that Personal Data only in accordance with the instructions set out in the Annex unless Graphnet is required to do otherwise by Law.  If it is so required Graphnet shall promptly notify the Controller before processing the Personal Data unless prohibited by Law.

ensure that it has in place Protective Measures, which have been reviewed and approved by the Controller as appropriate to protect against a Data Loss Event having taken account of the:

nature of the data to be protected;

harm that might result from a Data Loss Event;

state of technological development; and

cost of implementing any measures.

ensure that: 

Graphnet personnel do not process the Personal Data except in accordance with this Agreement (and in particular the Annex)

it takes all reasonable steps to ensure the reliability and integrity of any Graphnet personnel who have access to the Personal Data and ensure that they:

are aware of and comply with the Processor duties under this clause;

are subject to appropriate confidentiality undertakings with Graphnet or any Sub-processor that are in writing and are legally enforceable;

are informed of the confidential nature of the Personal Data and do not publish, disclose or divulge any of the Personal Data to any third party unless directed in advance and in writing to do so by the Controller or as otherwise permitted by this Agreement.

have undergone adequate training in the use, care, protection and handling of Personal Data that enables them and Graphnet to comply with their responsibilities under the Data Protection Legislation and this Agreement.  Graphnet shall provide the Controller with evidence of completion and maintenance of that training within three (3) Working Days of request by the Controller.

not transfer Personal Data outside of the EEA or the United Kingdom unless the prior written consent of the Controller has been obtained and the following conditions are fulfilled:

The Controller or Graphnet has provided appropriate safeguards in relation to the transfer as determined by the Controller;

the Data Subject has enforceable rights and effective legal remedies;

Graphnet complies with its obligations under the Data Protection Legislation by providing an adequate level of protection to any Personal Data that is transferred (or, if it is not so bound, uses its best endeavours to assist the Controller in meeting its obligations) and;

Graphnet complies with any reasonable instructions notified to it in advance by the Controller with respect to the processing of the Personal Data.

at the written direction of the Controller, delete or return the Personal Data (and any copies of it) on termination of the Agreement unless Graphnet is required by Law to retain the Personal Data.  If Graphnet is asked to delete the Personal Data they shall provide the Controller with evidence that the Personal Data has been securely deleted in accordance with the Data Protection Legislation within a period agreed within the written direction of the Controller.

TECHNICAL AND ORGANISATIONAL SECURITY MEASURES

Taking into account, the cost of implementation and the nature, scope, context and purposes of processing as well as the risk of varying likelihood and severity for the rights and freedoms of natural persons, Graphnet shall implement appropriate technical and organisational measures to ensure a level of security appropriate to the risk, including, but not limited to, as appropriate:

the pseudonymisation and encryption of Personal Data; 

the ability to ensure the ongoing confidentiality, integrity, availability and resilience of processing systems and services;

the ability to restore the availability and access to personal data in a timely manner in the event of a physical or technical incident; and

a process for regularly testing, assessing and evaluating the effectiveness of technical and organisational measures for ensuring the security of processing.

SUB-PROCESSOR

Before allowing any additional Sub-processor to process any Personal Data related to this Agreement, Graphnet must: 

notify the Controller in writing of the intended Sub-processor and processing;

obtain the written consent of the Controller;

enter into a written agreement with the Sub-processor which gives effect to the terms set out in this Agreement such that they apply to the Sub-processor and in respect of which the Controller is given the benefits of third-party rights to enforce the same; and 

provide the Controller with such information regarding the Sub-processor as the Controller may reasonably require.

Graphnet shall ensure that the third party's access to the Personal Data terminates automatically on termination of this Agreement for any reason save that the Sub-processor may access the Personal Data in order to securely destroy it.

Graphnet shall remain fully liable for all acts or omissions of any Sub-processor.

SUBJECT ACCESS/RIGHTS REQUESTS

Subject to clause 3.14, Graphnet shall notify the Controller without undue delay if it:

receives a Data Subject Access Request (or purported Data Subject Access Request) connected with Personal Data processed under this Agreement;

receives a request to rectify, block or erase any Personal Data connected with Personal Data processed under this Agreement;

receives any other request, complaint or communication relating to either Party's obligations under the Data Protection Legislation connected with Personal Data processed under this Agreement;

receives any communication from the Information Commissioner or any other Supervisory or Regulatory Body connected with Personal Data processed under this Agreement;

receives a request from any third party for disclosure of Personal Data connected with this Agreement; or

becomes aware an actual or suspected Data Loss Event.

This notification shall be given by emailing the original request and any subsequent communications to the Controller.

Graphnet shall not respond substantively to the communications listed at clause 3.11 save that it may respond to a Regulatory or Supervisory Body following prior consultation with the Controller. 

Graphnet’s obligation to notify under clause 3.11 shall include the prompt provision of further information to the Controller in phases, as details become available.

Taking into account the nature of the processing, Graphnet shall provide the Controller with reasonable assistance in relation to either Party's obligations under Data Protection Legislation and any complaint, communication or request made under clause 3.11 (and insofar as possible within the timescales reasonably required by the Controller) including by promptly providing:

the Controller with full details and copies of the complaint, communication or request;

such assistance as is reasonably requested by the Controller to enable the Controller to comply with a Data Subject Access Request within the relevant timescales set out in the Data Protection Legislation;

such assistance as is reasonably requested by the Controller to enable the Controller to comply with other rights granted to individuals by the Data Protection Legislation including the right of rectification, the right to erasure, the right to object to processing, the right to restrict processing, the right to data portability and the right not to be subject to an automated individual decision (including profiling);

the Controller, at its request, with any Personal Data it holds in relation to a Data Subject;

assistance as requested by the Controller following any Data Loss Event;

assistance as requested by the Controller in relation to informing a Data Subject about any Data Loss Event, including communication with the Data Subject;

assistance as requested by the Controller with respect to any request from the Information Commissioner’s Office, or any consultation by the Controller with the Information Commissioner's Office;

the Controller with any copies of requests from Data Subjects seeking to exercise their rights under the Data Protection Legislation.  Such requests must be sent to the Controller without undue delay of receipt by Graphnet. 

Graphnet shall allow for reasonable audits of its delivery of the Data Processing Services by the Controller or the Controller designated auditor, on at least 20 Working Days’ notice, during the term of this Agreement.  Graphnet will give the Controller all necessary assistance to conduct such audits.

Graphnet shall provide the Controller with evidence to demonstrate compliance with all of its obligations under this Agreement and the relevant Data Protection Legislation.  

DATA PROTECTION OFFICER

Graphnet shall designate a Data Protection Officer if required by the Data Protection Legislation and shall communicate to the Controller the name and contact details of any Data Protection Officer.

RECORD OF THE DATA PROCESSING ACTIVITIES

Graphnet shall maintain complete and accurate records and information to demonstrate its compliance with this Agreement, the Data Protection Legislation and Data Guidance.  Graphnet must create and maintain a record of all categories of data processing activities carried out under this Agreement, containing:

the categories of Processing carried out under this Agreement; 

where applicable, transfers of Personal Data to a third country or an international organisation, including the identification of that third country or international organisation and, where relevant, the documentation of suitable safeguards; 

a general description of the Protective Measures taken to ensure the security and integrity of the Personal Data processed under this Agreement; and

a log recording the processing of Personal Data in connection with this Agreement comprising, as a minimum, details of the Personal Data concerned, how the Personal Data was processed, where the Personal Data was processed and the identity of any individual carrying out the processing.

Graphnet shall ensure that the record of processing maintained in accordance with clause 3.19 is provided to the Controller within two (2) Working Days of a written request from the Controller. 

This Agreement does not relieve Graphnet from any obligations conferred upon it by the Data Protection Legislation.

The Parties agree to take account of any guidance issued by the Information Commissioner. The Controller may on not less than 30 Working Days’ notice to Graphnet amend this Data Processing Agreement to ensure that it complies with any guidance issued by the Information Commissioner.

The Controller may, at any time on not less than 30 Working Days’ notice, revise this clause by adding to it any applicable controller to processor standard clauses or similar terms forming part of an applicable certification scheme (which shall apply when incorporated by attachment to this Agreement). 

Graphnet warrants and undertakes that it will deliver the Data Processing Services in accordance with all Data Protection Legislation, any Data Guidance and this Agreement and in particular that it has in place Protective Measures that are sufficient to ensure that the delivery of the Data Processing Services complies with the Data Protection Legislation and ensures that the rights of Data Subjects are protected.  Graphnet shall not do or omit to do anything that will put the Controller in breach of the Data Protection Legislation or the Data Guidance

Graphnet must assist the Controller in ensuring compliance with the obligations set out at Article 32 to 36 of the GDPR and equivalent provisions implemented into Law, taking into account the nature of processing and the information available to Graphnet. 

Graphnet must take prompt and proper remedial action regarding any Data Loss Event. 

Graphnet must assist the Controller by taking appropriate technical and organisational measures, insofar as this is possible, for the fulfilment of the Controller’s obligation to respond to requests for exercising rights granted to individuals by the Data Protection Legislation. 

[bookmark: _Toc28079137][bookmark: _Toc102751416]TERM AND TERMINATION

This Agreement shall commence on the Effective Date.  Unless terminated in accordance with this clause, this Agreement shall automatically terminate on expiry. 

Without affecting any other right or remedy available to it, the Controller may immediately terminate this Agreement by notice in writing to Graphnet if they commit a material breach of any provision of this Agreement or Graphnet repeatedly breaches any of the provisions of this Agreement and fails to cure such breach or breaches within ten (10) Working Days. 

On termination of this Agreement:

any rights, remedies, obligations or liabilities of the parties that have accrued up to the date of termination, including the right to claim damages in respect of any breach of this Agreement which existed at or before the date of termination, shall not be affected; 

the provisions of this Agreement which place obligations on Graphnet in respect of the processing of Personal Data shall continue in force and effect until such time as all Personal Data (including all copies thereof) has either been returned and/or destroyed in accordance with the foregoing sub-clause (unless otherwise strictly required by Law); 

without prejudice to the foregoing sub-clause, the provisions of this Agreement that expressly or by implication are intended to come into or continue in force on or after termination of this Agreement shall remain in full force and effect;

[bookmark: _Toc28079138][bookmark: _Toc102751417]REMEDIES AND NO WAIVER

Nothing in this Agreement excludes or limits any liability which cannot legally be excluded or limited including, but not limited to, liability for:

death or personal injury caused by negligence; and

fraud or fraudulent misrepresentation.



Subject to clause 5.1 and 5.3, Graphnet’ total liability to the Controller under this Agreement shall not exceed the proportionate share of any pay out awarded under the LTPS in line with the number of other third-party practices effected by Graphnet’ breach.  Graphnet’ total liability includes liability in contract, tort (including negligence), breach of statutory duty, or otherwise, arising under or in connection with this Agreement. 



This clause 5.3 sets out specific heads of excluded loss:

Subject to clause 5.2, the types of loss listed in clause 5.3.2 are wholly excluded by the parties.

Graphnet shall not be liable under this Agreement for: 

loss of profits;

loss of sales or business;

loss of agreements or contracts;

loss of anticipated savings;

loss of use or corruption of software, data or information;

loss of or damage to goodwill;

any other type of special, indirect or consequential loss.

The rights and remedies provided under this Agreement are in addition to, and not exclusive of, any rights or remedies provided by Law or in equity.

A waiver of any right or remedy under this Agreement or by Law or in equity is only effective if given in writing and signed on behalf of the party giving it and any such waiver so given shall not be deemed a waiver of any similar or subsequent breach or default.

A failure or delay by a party in exercising any right or remedy provided under this Agreement or by Law or in equity shall not constitute a waiver of that or any other right or remedy, nor shall it prevent or restrict any further exercise of that or any other right or remedy.  No single or partial exercise of any right or remedy provided under this Agreement or by Law or in equity shall prevent or restrict the further exercise of that or any other right or remedy.

[bookmark: _Toc28079139][bookmark: _Toc102751418]NOTICES

Any notice given to a party under or in connection with this Agreement shall be in writing in the English language and shall be sent by email to the Controller and Graphnet email address.

Any notice validly given in accordance with the foregoing clause shall be deemed to have been received the following Business Day.

[bookmark: _Toc28079140][bookmark: _Toc102751419]GENERAL

Graphnet shall not assign, transfer, mortgage, charge, subcontract, declare a trust over or deal in any other manner with any or all of its rights and obligations under this Agreement without the prior written consent of the Controller. 

No variation of this Agreement shall be effective unless it is in writing and signed by the parties to this Agreement.

This Agreement may be executed in any number of counterparts, each of which when executed and delivered shall constitute a duplicate original, but all the counterparts shall together constitute the one agreement.  No counterpart shall be effective until each party has executed at least one counterpart.

[bookmark: _Toc28079141][bookmark: _Toc102751420]WARRANTY

The Controller warrants, covenants and represents to Graphnet as set out below:

The Controller has established or will establish a lawful basis, as necessary in respect of the provision of such Personal Data to Graphnet and the Controller will maintain documentation of such.

The Processing by Graphnet of the Personal Data on the Controller’s instructions in accordance with this Agreement shall be for lawful purposes which have been properly disclosed to Data Subjects in accordance with the Data Protection Legislation.  For direct care the Data Subjects’ implied consent allows for such processing.

The Controller shall ensure that the Personal Data processed by Graphnet are kept accurate and up-to-date and that it shall only be processed through the services of Graphnet for as long as it is required for the lawful purposes for which it is so held and the Controller shall provide Graphnet with instructions and updates to ensure the foregoing.

[bookmark: _Toc28079142][bookmark: _Toc102751421]GOVERNING LAW AND JURISDICTION

This Agreement and any dispute or claim arising out of or in connection with it or its subject matter or formation (including non-contractual disputes or claims) shall be governed by and construed in accordance with the Law of England.

Each party irrevocably agrees that the courts of England and Wales shall have exclusive jurisdiction to settle any dispute or claim arising out of or in connection with this Agreement or its subject matter or formation (including non-contractual disputes or claims), provided that nothing in this clause shall prevent a party from enforcing any judgement obtained in the court of England and Wales in any other court with jurisdiction over the other party.
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IN WITNESS WHEREOF, the parties have executed this Agreement as of the Effective Date.
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		St Helens and Knowsley Teaching Hospitals NHS Trust, on behalf of all the organisations listed in the Memorandum of Understanding (Tier Zero)
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System Name: Carecentric



		Summary



		Subject matter of the processing

		The overarching purpose for data sharing is to support provision of a shared care record for direct care and use of data for secondary uses in a population health intelligence solution. 





		Duration of the processing

		01/03/2023



		Nature and purpose of the processing



		The processing of data of for supporting a shared care record for direct care. Identifiable data is being processed. 



Consistently pseudonymised data is used for the purpose of population health management 



For Population Health there are four main purposes, which can be described as follows:-



Use Case 1: Epidemiology Reporting: Understanding health needs of populations, wider determinants of health and inequality for the improvement of outcomes.

Use Case 2: Predicting outcomes and population stratification of vulnerable populations.

Use Case 3: For planning current services and understanding future service provision.

Use Case 4: For evaluation and understanding causality.





		Dataset Detail 



		Dataset(s)

		The datasets being processed are listed in Appendix A



		Legal basis for sharing

		UK General Data Protection Regulations (GDPR):



Personal Data

Article 6(1)(e) Processing is necessary for the performance of a task carried out in the public interest or in the exercise of official authority vested in the controller. 





Special Categories Data

Article 9(2)(h) Processing is necessary for the provision of health or social care or treatment or the management of health or social care systems and services.



Article 9(2)(i) Processing is necessary for reasons of public interest in the area of public health, such as protecting against serious cross-border threats to health or ensuring high standards of quality and safety of health care and of medicinal products or medical devices.



Article 9(2)(j) Processing is necessary for archiving purposes in the public interest, scientific or historical research purposes or statistical purposes in accordance with Article 89(1) (as supplemented by section 19 of the 2018 Act) based on domestic law which shall be proportionate to the aim pursued, respect the essence of the right to data protection and provide for suitable and specific measures to safeguard the fundamental rights and the interests of the data subject.





		Compliance with confidentiality and privacy rights

		· Common Law Duty of Confidentiality and Article 8 Human Rights Act 1998: The Parties will ensure they comply with these obligations by ensuring that no data that has a risk of being identified is shared without the agreement of the patient.  Only pseudonymised data will be shared for population health (including Covid) management purposes with measures to effectively anonymise this data in line with the ICO Anonymisation Code of Practice.



Appropriately psudonymised or aggregated data is not owed a duty of confidentiality. Under this Data Processing Agreement the Common Law Duty of Confidentiality does not apply to data which is pseudonymised, and presented as aggregate data.



For patient identifiable data used for direct patient care the Common Law Duty of Confidentiality is addressed by implied consent. “Section 251B [of the Health and Social Care Act 2012 (as amended by the Health and Social Care (Safety and Quality) Act 2015)] and implied consent under CLDC will together provide the lawful basis to share in most cases of direct care.  In these cases, and any cases of direct care based on explicit consent, the national data opt-out will not apply.” https://digital.nhs.uk/services/national-data-opt-out/operational-policy- guidance-document/appendix-2-definitions



· Section 251 NHS Act 2006 – Under s.251, GPs, CCGs and relevant Controllers have authority to carry out risk stratification which is carried out in the public interest or in the exercise of official authority vested in the controller through GDPR Article 6(1)(e).





		Type of Personal Data

		Personal Data processed by the Processor will be:

· Personal Identifiable Data (PID) of patients and service users

The specific data items will only be coded (structured) data, that is to say no free text (unstructured) data.  The data will be strictly governed as anonymised-aggregate, pseudonymised, and only as person identifiable for the purpose of direct care.



		Categories of Data Subject

		Patients registered with the Cheshire and Merseyside GP Practices.



		Data Extraction, Authorised Recipients and Data to be Shared



		Included in the data extract



		· Current, former and deceased patients for residents of Cheshire and Merseyside and/or people who have used the providers who are party to this sharing agreement (Provider catchment)





		Excluded from the data extract

		· Any patient record with an active dissent code, except for direct care purposes.

· All sensitive coded data.

· No data will be extracted on patients with an active code which marks their records as being confidential.



		Data to be Shared

		The Data sets to be shared are from GP; Acute; Mental Health; Community; and Social Care (children and adult).  Appendix A describes the data detail





		Frequency of extraction

		Contemporaneous (HL7 feeds) and/or daily dependent upon dataset



		Authorised Recipients

		Graphnet Health Solutions (UK) Ltd



		Permitted Sub-processors

		Requested from Graphnet 



		Special Conditions

		None



		Data Retention

		The period of processing will be the duration of the programme. The Personal Data will be retained by the Processor for the term of the programme plus any additional retention period required by applicable law and in conjunction with the NHS X Records Management Code of Practice 2021.



		Annex Details



		Controller Data Protection Officer

		Name: 

Email: 



		Processor Data Protection Officer

		Name: 

Email: 










Appendix A



Care Centric data sets

The specific data items will only be coded (structured) data, that is to say no free text (unstructured) data will flow.  The agreement covers the permission to flow all data fields listed below, whilst all fields are listed the data controllers are in control of what data is actually shared. 



This Annex provides the categories of data to be shared from GP; Acute; Mental Health; Community; and Social Care (children and adult).  The table incudes a brief description of the data categories and the use case(s) within which the data will be used for:



1. Social Care – Child

NOTE: no free text will be extracted. Only coded data.

		Item (data spec doc cross reference)

		Field Name

		Description



		1.1

		Extract Identifier

		Reference data item



		1.2

		Person Core

		Patient Identifiable Data



		1.3

		Person Extended

		Patient Identifiable Data



		1.4

		Referral

		Open referrals and referrals that have closed since a predefined number of months prior to go live of the export.



		1.5

		Event

		The data range of active events or which have an end date after the predefined number of months prior to go live of the export:

· Assessment 

· Meetings

· Case Notes



This does not include the free text associated with the event



		1.6

		Alert

		Alerts of the following types that are still active or have an end date after the predefined number of months prior to go live of the export:

· Child Protection

· Child in Need

· Child Looked After

· Missing Person

· Hazard

· MARAC





		1.7

		Disability

		Disabilities that are still active or have an end date after the predefined number of months prior to go live of the export.



		1.8

		Related Person

		Relationship Types and Relationship Flags



		1.9

		Practitioner (staff type)

		Only those Practitioner involvements that are still active or have an end date after the predefined number of months prior to go live of the export.



		1.10

		Classification

		Primary Support Reasons that are still active or have an end date after the predefined number of months prior to go live of the export: may include:

· Physical support – Access and mobility

· Social support – Substance misuse

· Sensory support

· Mental Health support

· Learning Disability support







2. Social Care – Adult

		Item

		Field Name

		Description



		2.1

		Extract Identifier

		Reference Data Item



		2.2

		Person Core

		Patient Identifiable Data



		2.3

		Person Extended

		Patient Identifiable Data



		2.4

		Referral

		Open referrals and referrals that have closed since a predefined number of months prior to go live of the export.



		2.5

		Event

		Consider the data range of active events or which have an end date after the predefined number of months prior to go live of the export: 

· Assessment

· Safeguarding

· Organisational Safeguarding Case

· Deprivation of Liberty Safeguards (DOLS)



		2.6

		Alert

		Alerts that are still active or have an end date after the predefined number of months prior to go live of the export.

· Risks

· Special Factors



		2.7

		Disability

		Disabilities that are still active or have an end date after the predefined number of months prior to go live of the export.



		2.8

		Related Person

		Relationship Types and Relationship Flags



		2.9

		Practitioner (staff type)

		Only those Practitioner involvements that are still active or have an end date after the predefined number of months prior to go live of the export.



		2.10

		Classification

		Primary Support Reasons that are still active or have an end date after the predefined number of months prior to go live of the export: may include: 

· Physical support – Access and mobility

· Social support – Substance misuse

· Sensory support

· Mental Health support

· Learning Disability support



		2.11

		Care Plan

		Care plans linked to referrals that have been exported in the Referral data file that are still active or have an end date after the predefined number of months prior to go live of the export. 



		2.12

		Service Provision

		All service provisions linked to care plans that have been exported in the Care Plan data file should be included.  Those that are still active or have an end date after the predefined number of months prior to go live of the export should be exported.



		2.13

		Care Plan Need and Outcome

		All needs and outcomes linked to care plans and service provisions that have been exported in the Care Plan data file.







3. Acute

		Item

		Field Name

		Description



		3.1

		Demographics

		Data items supported as part of the MPI Load.

· Surname

· NHS Number (and validation status)

· DOB

· Sex

· Address

· Postcode

· Death Status and Death Date

· Ethnic Group



		3.2

		Medications

		



		3.3

		In-Patient

		Unique Identifier (Event ID)

Admission Date

Stay Type

Ward

Specialty

Admission Type

Admission Category

Admission Source

Diagnosis

		Consultant

Admitting Doctor

Attending Doctor

Transfer Date

Transfer Reason

Discharge Date

Discharge Method

Discharge Destination

Procedures



		3.4

		Out-Patient

		Unique Identifier (Event ID)

Originating Referral ID

Referral Date

Referral Outcome

Referral Priority

		

Referral Disposition

Referral Type

Referral Category

Speciality



		3.5

		A&E

		Unique Identifier (Event ID)

Attendance Date

Discharge Date

Discharge Method

Diagnosis

		Discharge Destination

Location

Consultant

Referring Doctor

Procedures



		3.6

		ICE/Pathology Results 

		Pathology Results Direct from Labs or from the ICE system 







4. Community (Individual Spec document for each item)

		Item

		Field Name

		Description



		4.1

		Demographics

		Data from the demographics CSV will be used for creating or updating the demographics of a patients.



		4.2

		Referral

		



		4.3

		Alerts

		When providing Alert information, each message will need to contain all the current available Alerts for a patient i.e. the file would not be expected to contain historic alerts (inactive/ended)



		4.4

		Community Health

		· Immunisations

· Care Plan

· Problems

· Interventions

· Encounters & Appointments

· Diagnosis

· Medications



		4.5

		Allergies

		· Allergy data 



		4.6

		Contacts

		







5. Mental Health (Individual Spec document for each item)

		Item

		Field Name

		Description



		5.1

		Demographics

		Data from the demographics CSV will be used for creating or updating the demographics of a patients.



		5.2

		Referral

		



		5.3

		Alerts

		When providing Alert information, each message will need to contain all the current available Alerts for a patient i.e. the file would not be expected to contain historic alerts (inactive/ended)



		5.5

		Care Programme Approach (CPA)

		· Diagnosis

· Mental Health Act

· Risk Assessment

· Risk Scores

· Risk Plans

· Early Intervention in Psychosis (EIP)



Free text will not be included.



		5.6

		Contacts

		









6. General Practice

		Item

		Field Name

		Description



		6.1

		GP COVID-19/Advance Care Planning 

		· GP COVID-19 Status 

· GP Advance Care Planning

· Alerts



		6.2

		Allergies Summary

		· Allergy data 

 

 



		6.3

		GP Medications Issued

		



		6.4

		GP Repeat Medications

		



		6.5

		GP Problems

		· Active Problems

· Past Problems

· Additional Problems



		6.6

		GP Results

		



		6.7

		GP Vitals and Measurements

		Latest height/weight; latest blood pressure; latest physiological function result ordered by date descending.



		6.8

		GP Lifestyle

		



		6.9

		Additional GP Information

		· GP Encounter

· Vaccinations & Immunisations

· Contraindications

· OTC and Prophylactic Therapy

· Family History

· Child Health

· Diabetes Diagnosis

· Chronic Disease Monitoring

· Medication Administration

· Pregnancy, Birth and Post Natal

· Contraception and HRT

· GP Imaging

· Other Investigations

· Investigations Administration

· Operations

· Obstetric Procedures

· Other Diagnostic Procedures

· ECG

· Other Preventative Procedures

· Other Therapeutic Procedures

· Recent Test Results (last 12 months)



		6.10

		Data Categories

		· Active Problems

· Administration

· Alcohol Exercise and Diet

· Allergy

· Blood Chemistry

· Blood Pressure

· Cervical Cytology

· Child Health

· Chronic Disease Monitoring

· Contraception and HRT

· Contraindications

· Diabetes Diagnosis

· ECG Pulmonary

· Encounters

· Family History

· Full Problems List

· Glucose/hba1c

· Haematology

· Height and Weight

· Imaging

· Investigations Admin

· Medications Administration

· Medication Issues

· Microbiology

· Obstetric Procedures

· Operations

· OTC Prophylactic Therapy

· Other Cytology/Pathology

· Other Diagnostic Procedures

· Other Investigations

· Other Preventative Procedures

· Other Therapeutic Procedures

· Past Problems

· Physiology Function Tests

· Pregnancy, Birth and Post Natal

· Recent Tests

· Referrals and Admissions

· Repeat Medication

· Smoking

· Social History

· Unmatched

· Urinalysis

· Vaccination and Immunisations







7. General Practice - TPP

		Item

		Field Name

		Description



		7.1

		Medications

		· Repeat Medications

· Medications Issued



		7.2

		GP Problems

		· Active Problems

· Past Problems

· Additional Problems

· GP Results

· GP Lifestyle

· Blood Pressure

· Additional GP Information

· GP Encounters/Administration

· GP Encounters

· GP Administration

· Referrals

· Radiology

· Operations

· Investigations

· Contraception and HRT

· Pregnancy, Birth & Post Natal

· GP Family History

· Contraindications

· Vaccinations and Immunisations
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