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[bookmark: _Toc97113865][bookmark: _Toc106706111][bookmark: _Toc219390160]Data Sharing Agreement Tiered Framework

There are three tiers to the Data Sharing Agreement Tiered Framework:


· Tier Zero Memorandum of Understanding
Overarching Memorandum of Understanding which sets out an organisations agreement in principle to share information with the partner organisations in a responsible way.  The tiered approach provides a governance framework to standardise procedures and processes when sharing confidential personal information between partners where there is a lawful basis to do so.  The Tier Zero is signed by a Chief Executive (or equivalent) and commits to their organisation operating within the agreed framework of data sharing.  Only one Tier Zero needs to be signed regardless of the number of Tier Two documents beneath it.

· Tier One Data Sharing Agreement - Standards
These are the overarching standards which outline the agreed procedures for sharing confidential information.  The document recognises that not all organisations which are party to the agreement will have the same assurance requirements (such as the Data Security and Protection Toolkit) and therefore sets the minimum standard of each of the participating organisations.  The document sets the standards for obtaining, recording, holding, using and sharing of information and outlines the supporting legislation, guidelines and documents which govern information sharing between partners.  The Tier One is signed by the designated responsible officer for each partner organisation, for the whole C&M Health and Care Partnership.

· Tier Two Data Sharing Agreement
The Tier Two provides a template for the safe sharing of personal data.  The agreement shows what information should be shared and how, under what circumstances and by whom, and is tailored to individual partnerships/projects.  Each Tier Two Data Sharing Agreement will need to be signed off by each participating organisation.  Tier Two Data Sharing Agreements could be for all partners at Tier Zero, or a selected cohort of partners who are participating in a specific project.  Each Tier Two is signed by the Senior Information Risk Owner (SIRO) and/or Caldicott Guardian (CG), alternatively the Chief Executive or equivalent if there is no SIRO/CG, for each of the partner organisations.

Clause
Sharing agreements negotiated prior to the commencement of the Tiered framework and related documentation are not terminated or otherwise varied by the implementation of this documentation.

The Cheshire and Merseyside ICB recognise that each partner organisation will have their own local policies and procedures regarding information security and confidentiality and to make clear that this Tier Two, and the Tier Zero and Tier One documents, are not designed to negate or supersede existing local policies, but to enhance them by facilitating cross-boundary dialogue and agreement.
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[bookmark: _Toc219390161]Tier Two - Data Sharing Agreement

This Data Sharing Agreement is subject to the controls set out in the Cheshire and Merseyside Health and Care Partnership Tier One Data Sharing Agreement – Standards.

	Version
	Amendments
	By
	Date

	V1.5 DRAFT 
	Additional wording added around the Data Access approval process, Data Access Pack and the User and Organisational Validation policy
Agreement broadened from Research in ‘academia’ to ‘Research’
	Grace Barritt
	31/07/25



1. [bookmark: _Toc104217614][bookmark: _Toc219390162]Title and Reference Code

	[bookmark: _Hlk98141505]Project 
	Cheshire and Merseyside Health and Care Partnership

	Workstream
	Combined Intelligence for Population Health Action (CIPHA):
[bookmark: _Hlk107390915]Secure Data Environment for Research (SDE)

	Reference
	ICSIGDOC-ID00009



[bookmark: _Hlk106610016]This Data Sharing Agreement (DSA) covers the sharing of data across the Cheshire and Merseyside Integrated Care System (ICS), to support the Cheshire and Merseyside Secure Data Environment for Research (SDE), which is a secure space for researchers to access health and care data to enable them to do data driven research, utilising the knowledge, techniques, and experience of academics to improve health.


2. [bookmark: _Toc219390163]Parties to the Agreement
The table below sets out the organisations who are part of this Data Sharing Agreement.




	Data Sharing Agreement Owner

	Cheshire and Merseyside Integrated Care Board (ICB)

	Data Controllers/
Providing Organisations

	· Cheshire and Merseyside Integrated Care Board (ICB)
· Cheshire and Merseyside GP Practices
· Cheshire and Merseyside NHS Trusts
· Cheshire and Merseyside Local Authorities
· The Liverpool City Region Combined Authority (LCRCA) are also parties to this Agreement – they are the following 6 local authorities in the LCRCA: Liverpool, Wirral, Knowsley, Sefton, Halton, St Helens.

	Data Processors
	· Graphnet Limited/System C (system supplier)
· Arden and Greater East Midlands Commissioning Support Unit (AGEMCSU)
· Midlands and Lancashire Commissioning Support Unit (MLCSU)


	Receiving Organisations
	· Cheshire and Merseyside GP Practices
· Cheshire and Merseyside NHS Trusts
· Cheshire and Merseyside Local Authorities
· The Liverpool City Region Combined Authority (LCRCA) are also parties to this Agreement – they are the following 6 local authorities in the LCRCA: Liverpool, Wirral, Knowsley, Sefton, Halton, St Helens.

	Other Receiving Organisation(s)
	Researchers 
Organisations who submit an application, Data Access Request Form (DARF), to the CIPHA Data Asset and Data Access Group (DAAG) and are approved to access data for research purposes.
Please see the Data Protection Impact Assessment (DPIA) for further details.



*Data access or provisioned via the Arden & GEM Azure data management environment (DME).

The Cheshire & Merseyside organisations listed in the Tier Zero Memorandum of Understanding are partners to this agreement.





3. [bookmark: _Toc219390164]Amendment of the Agreement

Additional Data Processors may be added over time, such as when additional software is needed to support the programme for Secure Data Environment for Research.  Access may also be given to other Data Controllers over time, so that data will be available to those who have a legitimate reason to access the Secure Data Environment for Research.  If Data Controllers or Data Processors are added to this Data Sharing Arrangement, there will be a period of consultation and Data Controllers will be required to agree to the data sharing arrangement again by way of signature on an updated DSA document. 

Datasets may be added to the agreement. If additional datasets are added to the agreement the data sharing agreement will be updated and re-circulated to all controllers.  Only the Data Controller of the dataset will be asked to sign the agreement again. 

[bookmark: _MON_1723474039]
4. [bookmark: _Toc219390165]Terms of the Agreement

Start Date 	March 2024
End Date 		This agreement will be routinely reviewed on an annual basis by the C&M ICS Information Governance Strategy Committee.


5. [bookmark: _Toc219390166]Purpose of the Data Sharing

	Purpose for Data Sharing
	The overarching purpose for data sharing is to support the Cheshire and Merseyside Secure Data Environment for Research (SDE), which is a secure space for researchers to access health and care data, enables them to do data driven research, utilising the knowledge, techniques, and experience of academics to help improve health. Below are some use cases that are examples of the research that could be done:

Use Case 1: Epidemiology Reporting: Understanding health needs of populations, wider determinants of health and inequality to aim to improve outcomes: The data could be used to create intelligence, with the aim of understanding and improving physical and mental health outcomes, promote wellbeing and hopefully reducing health inequalities across an entire population.

Specific types of analysis that may be undertaken include:

· Health needs analysis understanding population’s health outcomes and deficits;
· Demographic forecasting, disease prevalence and relationships to wider determinants of health;
· Geographic analysis and mapping, socio-demographic analysis, and insight into inequalities.

Use Case 2: Predicting outcomes and population stratification of vulnerable populations: The data can be used to help predict the risk of outcomes for cohorts of patients in order that services can be targeted proactively to those most vulnerable.

Use Case 3: For planning current services and understanding future service provision: The data could be used to create intelligence on service provision to understand current service capacity and demand and forecasting future service demand to ensure enough provision is available for populations in need. This may include forecasting disease and prevalence and understanding how it could impact on service provision.

Use Case 4 For evaluation and understanding causality: The data could be used to evaluate causality between determinant of health and outcomes. Also, used to understand the effectiveness of certain models of care across the health and care system.

Use Case 5 Research into novel interventions or the generation of new knowledge: The data could be used to support research into novel interventions, such as the safety of a new medication. In this case the research would be expected to generate new knowledge or to demonstrate the reproducibility of previous research.








6. [bookmark: _Toc219390167]Data Protection Impact Assessment

Data Protection Impact Assessment (DPIA) can be found embedded below:




7. [bookmark: _Toc219390168]Data Details

	Data to be Shared
	Annex A provides the categories of data to be shared from GP; Acute; Mental Health; Community; and Social Care (children and adult). Tables in Annex A include a brief description of the data categories and the use case(s) within which the data will be used. The specific data items will only be coded (structured) data, that is to say, there is no free text (unstructured) data.

AGEMCSU will also provide a set of data for linkage with the above via a consistent pseudonym. The datasets being linked to include those listed in the DSA agreement with NHS England, which is inclusive of, but not limited to:
· Secondary Uses Service (SUS) - for secondary care
· Community Services Data Set (CSDS) - for community care
· Mental Health Services Data Set (MHSDS) - for Mental Health
· North West Ambulance Service (NWAS) - for paramedic emergency and urgent care

These data assets are covered under a different Data Sharing Agreement between NHS England and Cheshire and Merseyside ICB. 


	Lawful Basis for Data Sharing
	Legal Basis under the General Data Protection Regulation (UK GDPR)

Below explains how this agreement is compliant with UK GDPR:

[bookmark: _Hlk153892301]Processing Personal Data - Article 6
6(1)(e) processing is necessary for the performance of a task carried out in the public interest or in the exercise of official authority vested in the controller; 

Processing Sensitive Personal Data – Article 9
9(2)(h) processing is necessary for the purposes of preventive or occupational medicine, for the assessment of the working capacity of the employee, medical diagnosis, the provision of health or social care or treatment or the management of health or social care systems and services on the basis of domestic law or pursuant to contract with a health professional and subject to the conditions and safeguards referred to in paragraph 3;

Data Protection Act 2018 – Part 1, Schedule 1:

Health or Social Care purposes
2(1) This condition is met if the processing is necessary for health or social care purposes.
(2) In this paragraph “health or social care purposes” means the purposes of—
(a)preventive or occupational medicine,
(b)the assessment of the working capacity of an employee,
(c)medical diagnosis,
(d)the provision of health care or treatment,
(e)the provision of social care, or
(f)the management of health care systems or services or social care systems or services.
(3) See also the conditions and safeguards in Article 9(3) of the GDPR (obligations of secrecy) and section 11(1).
9(2)(j) processing is necessary for archiving purposes in the public interest, scientific or historical research purposes or statistical purposes in accordance with Article 89(1) (as supplemented by section 19 of the 2018 Act) based on domestic law which shall be proportionate to the aim pursued, respect the essence of the right to data protection and provide for suitable and specific measures to safeguard the fundamental rights and the interests of the data subject.

Data Protection Act 2018 – Part 1, Schedule 1:

Research
4 This condition is met if the processing—
(a)is necessary for archiving purposes, scientific or historical research purposes or statistical purposes,
(b)is carried out in accordance with Article 89(1) of the GDPR (as supplemented by section 19), and
(c)is in the public interest.

Common Law Duty of Confidentiality

For Research the Common Law Duty of Confidentiality requires that there should be no use or disclosure of any confidential patient information for any purpose other than the direct clinical care of the patient to whom it relates, unless:
· The patient explicitly consents to the use or disclosure;
· The disclosure is required by law;
· The disclosure is permitted under a statutory process that sets aside the duty of confidentiality.

The processing of personal confidential data is covered under a CAG S251 24/CAG/0033 and a Research Ethics Committee approval 24/EE/0035. Details of which can be found here CAG registers - Health Research Authority

Anyone using aggregate data must not attempt to re-identify any individual, by using the aggregated data, and to do so would be a breach of the terms of use.

The DPIA section: Role Based Access Controls, and the below De-identification and sensitive codes explains the controls in place in more detail.


	Access Controls
	Role Based Access Controls

Role Based Access Controls (RBAC) will be applied to the Secure Researcher Environment (SDE) within Arden and Gem CSU technical infrastructure (named as a Data Processor to this Data Sharing Agreement).
The RBAC are as follows: -

Patient Identifiable Data: Access to patient identifiable data will not be granted as part of this Data Sharing Agreement. Re-identification will not be possible within the Secure Data Environment, however, code can be re-run on source data held in a different environment, via a set of controlled processes for those who have been granted the correct permissions and under a separate data sharing agreement, should this be required, and where there is an appropriate legal basis to do so.

Pseudonymised Data: Research organisations and individuals from those organisations, who are approved via an Information Governance Gateway, described in the ‘Governance’ section below, will be granted access to a sub- set of pseudonymised data relating to their research specification and in line  with Section 4: Purpose of the Data Sharing. All research projects undertaken with the data will be listed in the Data Access and Asset Matrix explaining the specific purpose, requestor, output, legal basis, and timescale.

Anonymised-aggregate Data: Aggregate data will be published in cohort discovery tools for the purpose of research feasibility. Small number suppression will be applied. In addition, organisations and individuals from those organisations, who are approved via an Information Governance Gateway, described in the ‘Governance’ section below, will be granted access to anonymised-aggregate data. This will only be for data relating to their research specification and in line with Section 4: Purpose of the Data Sharing. All research projects undertaken with the data will be listed in the Data Access and Asset Matrix explaining the specific purpose, requestor, output, legal basis, and timescale.


	Governance 
	
Data Access Approval Process: Diagram 
A diagram showing the data access approval process can be found below:
[image: ]

Data Access Approval Process:
Organisations must submit a data onboarding request, including details of the dataset, intended use and legal basis. This is in line with the national SDE data access request process. 

The form will ask questions about research and the data you require based around the Five Safes Framework. 

All applications follow a strict process which includes assessment by one or more Data Access Committees ensuring compliance with legal and ethical standards.

Approved user(s) will need to demonstrate that they are appropriately trained in relation to data protection, confidentiality, governance and security. They will also need to specify the organisation they work for.

The Data Access Committees (DACs) act as gatekeepers for access to data within the North West SDE.

There are three DACs in the North West, covering:
· Cheshire and Merseyside
· Greater Manchester
· Lancashire and South Cumbria.
The Cheshire and Merseyside DAC (known as the Data Access and Asset Group: DDAG) approves use of data under the terms of this agreement. 
The data access pack can be found below:


User and Organisational Validation 
Users and organisations will be validated once across the network against an SNSDE network wide User and Organisational Validation policy that details the governance and standards each organisation and user needs to meet before they are onboarded to the platform. The Validation service is contracted by NHS England to a CSU collaborative that runs the process. A SNSDE network wide user and Organisational Validation Committee has been established to govern the policy. This includes members of the public. The User and Organisational Validation policy has been embedded below:



Terms of Use
Organisations and users must sign a terms of use to access the data.

Data Controllers 
Data Controllers will be notified of projects approved by the Data Access Committee via the Data into Action Website Data into Action and will be given 7 working days to opt out of any projects.
Common Law Duty of Confidentiality and Ethics 
The data covered by this agreement has received favourable Confidentiality Advisory Group (CAG) and Research Ethics Committee Approval (REC) 24/CAG/0033.


	De- identification, data minimisation, and handling of restricted/ sensitive codes
	De-identification of Patient Identifiable Data (Pseudonymisation)

Duty of Confidentiality: NHS Code of Practice, data is not being used for direct care, and it will be de-identified. De-identification is achieved through secure and robust pseudonymisation (Encryption method: SHA256). This allows data to be effectively linked without using clear or sharing patient identifiers.
This data will still be at person-level, but the identifiable fields will be removed from the data. This includes removal of names and addresses. Date of Birth will be formatted to age; post code will be shortened (or replaced with a higher level derivation e.g. LSOA). Pseudonyms will be linkable across datasets. Re-identification will not be possible within the Secure Data Environment, however, code can be re-run on source data held in a different environment, via a set of controlled processes for those who have been granted the correct permissions, should this be required and where a legal basis exists. 
Anonymised Data

Anonymised data will meet the ICO standards for anonymisation including small number suppression.
Sensitive Codes / legally restricted
Legally restricted codes were previously referred to as sensitive codes.

Sensitive data excluded from retrieval follows the recommendations made by The Royal College of General Practitioners (RCGP) Ethics Committee and the Joint GP IT Committee:
· Gender reassignment.
· Assisted conception and in vitro fertilisation (IVF)
· Sexually transmitted diseases (STD)
· Termination of pregnancy


	Opting out of data sharing 
	Individuals can opt-out of their data being shared in a number of ways:
· GDPR - Right to object – prevents data sharing for any reason, including between different services caring for you.
· Type 1 opt-out – prevents your GP practice sharing your data for anything except your care, except when it is required by law.
· National data opt-out – prevents your personal and healthcare information being used for research and planning. This can be viewed or changed at any time. 
· Cheshire and Merseyside local data opt-out – allows you to opt out of individual studies.


	Fair Processing
	Organisations party to this agreement will comply with Fair Processing guidelines ensuring Privacy Notices accurately reflect the uses of data for their organisation.

Each Provider Privacy Notice will meet the terms of the Tier Two Data Sharing Agreement, governed by the UK GDPR and DPA. 
It is at the discretion of each partner organisation in the sharing agreement to add to their Privacy Notice accordingly. 

The ICB Privacy Notice will be available on a public facing ICB website and will reflect this data sharing arrangement.


	Details of retention and destruction
	The data will be retained for as long as the purpose(s) described above remains valid or a new legal purpose agreed. This will be in line with the:

NHS Records Management Code of Practice 2021 and updates 2023
A guide to the management of health and care records

Records Management Code of Practice - NHS Transformation Directorate (england.nhs.uk)








8. [bookmark: _Toc98142730][bookmark: _Toc106706121][bookmark: _Toc219390169]Signatory Sheets ONE and TWO
Workstream:
Combined Intelligence for Population Health Action (CIPHA):
Secure Data Environment for Research (SDE)

Data Sharing Agreement (Tier Two) Signatory Sheet ONE
Each party to this Data Sharing Agreement (Tier Two) is required to complete & sign below.

The organisation gives permission for person level data to be processed as described in this agreement and aggregate data only to be shared for the purpose of feasibility and research within the SDE

Data Sharing Agreement Owner – Host Organisation – Cheshire and Merseyside Integrated Care Board

	Signed for and on behalf of:
	Cheshire and Merseyside Integrated Care Board


	Name
	Suzanne Crutchley LLM

	Role
	Data Protection Officer and 
Head of the C&M ICB Information Governance Service

	Signature
	[image: ]

	Date
	08/01/2026



Party to the Data Sharing Agreement – Partner Organisation

	Signed for and on behalf of:
GP Practice Code (if applicable):
	

	Name:
	

	Role / Job Title e.g., Chief Executive/SIRO/Caldicott Guardian
	

	Signature:
	

	
Date:
	



Please return to: mlcsu.ig@nhs.net




Workstream:
Combined Intelligence for Population Health Action (CIPHA):
Secure Data Environment for Research (SDE)

Data Sharing Agreement (Tier Two) Signatory Sheet TWO
Each party to this Data Sharing Agreement (Tier Two) is required to complete & sign below.

The organisation gives permission for person level data to be processed as described in this agreement and person level pseudonymised data to be accessed on the Secure Data Environment on a project-by-project basis following Cheshire and Merseyside Data Access Committee approval, with the option to opt out of individual projects within the SDE. 

Data Sharing Agreement Owner – Host Organisation – Cheshire and Merseyside Integrated Care Board

	Signed for and on behalf of:
	Cheshire and Merseyside Integrated Care Board


	Name
	Suzanne Crutchley LLM

	Role
	Data Protection Officer and 
Head of the C&M ICB Information Governance Service

	Signature
	[image: ]

	Date
	08/01/2026



Party to the Data Sharing Agreement – Partner Organisation

	Signed for and on behalf of:
GP Practice Code (if applicable):
	

	Name:
	

	Role / Job Title e.g., Chief Executive/SIRO/Caldicott Guardian
	

	Signature:
	

	
Date:
	



Please return to: mlcsu.ig@nhs.net




[bookmark: _Toc219390170]ANNEX A – Local data to be shared

The specific data items will only be coded (structured) data, that is to say no free text (unstructured) data. As noted in the section on Role Based Access Controls (RBAC) the data will be strictly governed as anonymised-aggregate, pseudonymised data. Additionally, for use cases beyond those given in this agreement there will be the additional governance of a Data Asset and Access Group (DAAG) application to ensure full compliance of the purposes as stated in this agreement.

This Annex provides the categories of data to be shared from GP; Acute; Mental Health; Community; and Social Care (children and adult). The table incudes a brief description of the data categories and the use case(s) within which the data will be used for:

Use Case 1: Epidemiology Reporting

Use Case 2: Predicting outcomes and population stratification of vulnerable populations Use Case 3: For planning current services and understanding future service provision Use Case 4: For evaluation and understanding causality
Use Case 5: Research into novel interventions or the generation of new knowledge

NOTE: no free text will be extracted.  Only coded data.



1. Social Care – Child

	Item
	Field Name
	Description
	Use Case

	1.1
	Extract Identifier
	Reference data item
	Reference data item

	1.2
	Person Core
	Patient Identifiable Data
N.B. identifiable fields will be removed from the data
	Use Case 2: Predicting Outcomes and Population Stratification. 

	1.3
	Person Extended
	Patient Identifiable Data
N.B. identifiable fields will be removed from the data
	Use Case 2: Predicting Outcomes and Population Stratification. 

	1.4
	Referral
	Open referrals and referrals that have closed since a predefined number of months prior to go live of the export.
	Use Case 3: Planning and Future Service Provision

Use Case 4: Evaluation and Causality

Use Case 5: Research into Novel Interventions

	1.5
	Event
	The data range of active events or which have an end date after the predefined number of months prior to go live of the export:
· Assessment
· Meetings
· Case Notes

This does not include the free text associated with
the event

	Use Case 2: Predicting Outcomes and Population Stratification. 

Use Case 3: Planning and Future Service Provision

Use Case 4: Evaluation and Causality

Use Case 5: Research into Novel Interventions

	1.6
	Alert
	Alerts of the following types that are still active or have an end date after the predefined number of months prior to go live of the export:
· Child Protection
· Child in Need
· Child Looked After
· Missing Person
· Hazard
· MARAC
	Use Case 2: Predicting Outcomes and Population Stratification

Use Case 4: Evaluation and Causality

This data item is not routinely shared, only where a specific use case requires it.

Use Case 5: Research into Novel Interventions

	1.7
	Disability
	Disabilities that are still active or have an end date after the predefined number of months prior to go live of the export.
	Use Case 1: Epidemiology

Use Case 2: Predicting Outcomes and Population Stratification. 

Use Case 3: Planning and Future Service Provision

Use Case 4: Evaluation and Causality

Use Case 5: Research into Novel Interventions

	1.8
	Related Person
	Relationship Types and
Relationship Flags
	Use Case 2: Predicting Outcomes and Population Stratification. 

This data item is not routinely shared, only where a specific use case requires it.


	1.9
	Practitioner (staff type)
	Only those Practitioner involvements that are still active or have an end date after the predefined number of months prior to go live of the export.
	Use Case 3: Planning and Future Service Provision



	1.10
	Classification
	Primary Support Reasons that are still active or have an end date after the predefined number of months prior to go live of the export: may include:
· Physical support – Access and mobility
· Social support – Substance misuse
· Sensory support
· Mental Health support
· Learning Disability support
	Use Case 1: Epidemiology

Use Case 2: Predicting Outcomes and Population Stratification. 

Use Case 3: Planning and Future Service Provision

Use Case 4: Evaluation and Causality

Use Case 5: Research into Novel Interventions







2. Social Care – Adult

	Item
	Field Name
	Description
	Use Case

	2.1
	Extract Identifier
	Reference Data Item
	Reference Data Item



	2.2
	Person Core
	Patient Identifiable Data
N.B. identifiable fields will be removed from the data
	Use Case 2: Predicting Outcomes and Population Stratification. 

	2.3
	Person Extended
	Patient Identifiable Data
N.B. identifiable fields will be removed from the data
	Use Case 2: Predicting Outcomes and Population Stratification. 

	2.4
	Referral
	Open referrals and referrals that have closed since a predefined number of months prior to go live of the export.
	Use Case 3: Planning and Future Service Provision

Use Case 4: Evaluation and Causality

Use Case 5: Research into Novel Interventions

	2.5
	Event
	Consider the data range of active events or which have an end date after the predefined number of months prior to go live of the export:
· Assessment
· Safeguarding
· Organisational Safeguarding Case
· Deprivation of Liberty Safeguards (DOLS)
	Use Case 2: Predicting Outcomes and Population Stratification. 

Use Case 3: Planning and Future Service Provision

Use Case 4: Evaluation and Causality

Use Case 5: Research into Novel Interventions

	2.6
	Alert
	Alerts that are still active or have an end date after the predefined number of months prior to go live of the export.
· Risks
· Special Factors
	Use Case 2: Predicting Outcomes and Population Stratification.

Use Case 4: Evaluation and Causality

This data item is not routinely shared, only where a specific use case requires it.


	2.7
	Disability
	Disabilities that are still active or have an end date after the predefined number of months prior to go live of the export.
	Use Case 1: Epidemiology

Use Case 2: Predicting Outcomes and Population Stratification.

Use Case 3: Planning and Future Service Provision

Use Case 4: Evaluation and Causality

Use Case 5: Research into Novel Interventions

	2.8
	Related Person
	Relationship Types and Relationship Flags
	Use Case 2: Predicting Outcomes and Population Stratification.

This data item is not routinely shared, only where a specific use case requires it.


	2.9
	Practitioner (staff type)
	Only those Practitioner involvements that are still active or have an end date after the predefined number of months prior to go live of the export.
	Use Case 3: Planning and Future Service Provision

	2.10
	Classification
	Primary Support Reasons that are still active or have an end date after the predefined number of months prior to go live of the export: may include:
· Physical support – Access and mobility
· Social support – Substance misuse
· Sensory support
· Mental Health support
· Learning Disability support
	Use Case 1: Epidemiology

Use Case 2: Predicting Outcomes and Population Stratification.

Use Case 3: Planning and Future Service Provision

Use Case 4: Evaluation and Causality

Use Case 5: Research into Novel Interventions

	2.11
	Care Plan
	Care plans linked to referrals that have been exported in the Referral data file that are still active or have an end date after the predefined number of months prior to go live of the export.
	Use Case 2: Predicting Outcomes and Population Stratification.

Use Case 3: Planning and Future Service Provision

Use Case 4: Evaluation and Causality

Use Case 5: Research into Novel Interventions

	2.12
	Service Provision
	All service provisions linked to care plans that have been exported in the Care Plan data file should be included. Those that are still active or have an end date after the predefined number of months prior to go live of the export should be exported.
	Use Case 2: Predicting Outcomes and Population Stratification.

Use Case 3: Planning and Future Service Provision

Use Case 4: Evaluation and Causality

Use Case 5: Research into Novel Interventions

	2.13
	Care Plan Need and Outcome
	All needs and outcomes linked to care plans and service provisions that have been exported in the Care Plan data file.
	Use Case 2: Predicting Outcomes and Population Stratification.

Use Case 3: Planning and Future Service Provision

Use Case 4: Evaluation and Causality

Use Case 5: Research into Novel Interventions







3. Acute

	Item
	Field Name
	Description
	Use Case

	3.1
	Demographics
	Data items supported as part of the MPI Load.
· Surname
· NHS Number (and validation status)
· DOB
· Sex
· Address
· Postcode
· Death Status and Death Date
· Ethnic Group

N.B. the PID data listed above will not be made available for SDE purposes. Only anonymised data will be permitted to be extracted from the SDE.

	Use Case 1: Epidemiology

Use Case 2: Predicting Outcomes and Population Stratification.

	3.2
	Medications
	Medications
	Use Case 1: Epidemiology

Use Case 2: Predicting Outcomes and Population Stratification.

Use Case 3: Planning and Future Service Provision

Use Case 4: Evaluation and Causality

Use Case 5: Research into Novel Interventions

	3.3
	In-Patient
	Unique Identifier (Event ID) Admission Date Stay Type
Ward Specialty
Admission Type Admission Category Admission Source Diagnosis
	Consultant Admitting Doctor Attending Doctor Transfer Date Transfer Reason Discharge Date Discharge Method Discharge Destination Procedures
	Use Case 1: Epidemiology

Use Case 2: Predicting Outcomes and Population Stratification.

Use Case 3: Planning and Future Service Provision

Use Case 4: Evaluation and Causality

Use Case 5: Research into Novel Interventions

	3.4
	Out-Patient
	Unique Identifier (Event ID) Originating Referral ID Referral Date Referral Outcome Referral Priority
	
Referral Disposition Referral Type Referral Category Specialty
	Use Case 1: Epidemiology

Use Case 2: Predicting Outcomes and Population Stratification.

Use Case 3: Planning and Future Service Provision

Use Case 4: Evaluation and Causality

Use Case 5: Research into Novel Interventions

	3.5
	A&E
	Unique Identifier (Event ID) Attendance Date
Discharge Date Discharge Method
	Discharge Destination Location
Consultant Referring Doctor
	Use Case 1: Epidemiology

Use Case 2: Predicting Outcomes and Population

	3.6
	Diagnosis
	Diagnosis
	Procedures
	Stratification.

Use Case 3: Planning and Future Service Provision

Use Case 4: Evaluation and Causality

Use Case 5: Research into Novel Interventions

	3.7
	ICE/Pathology Results
	Pathology Results Direct from Labs or from the ICE system
	Use Case 2: Predicting Outcomes and Population Stratification.

Use Case 4: Evaluation and Causality

Use Case 5: Research into Novel Interventions







4. Community (Individual Spec document for each item)

	Item
	Field Name
	Description
	Use Case

	4.1
	Demographics
	Data from the demographics CSV will be used for creating or updating the demographics of a patients.
	Use Case 1: Epidemiology

Use Case 2: Predicting Outcomes and Population Stratification.

	4.2
	Referral
	Referrals
	Use Case 2: Predicting Outcomes and Population Stratification. 

Use Case 3: Planning and Future Service Provision

Use Case 4: Evaluation and Causality

Use Case 5: Research into Novel Interventions

	4.3
	Alerts
	When providing Alert information, each message will need to contain all the current available Alerts for a patient i.e., the file would not be expected to contain historic alerts (inactive/ended)
	Use Case 2: Predicting Outcomes and Population Stratification.

Use Case 4: Evaluation and Causality

This data item is not routinely shared, only where a specific use case requires it.


	4.4
	Community Health
	· Immunisations
· Care Plan
· Problems
· Interventions
· Encounters & Appointments
· Diagnosis
· Medications
	Use Case 1: Epidemiology

Use Case 2: Predicting Outcomes and Population
Stratification.

Use Case 3: Planning and Future Service Provision

Use Case 4: Evaluation and Causality

Use Case 5: Research into Novel Interventions

	4.5
	Allergies
	· Allergy data is collected from acute providers in CIPHA
	No use case requiring allergy data to date so not yet shared with the SDE

	4.6
	Contacts
	Contacts
	Use Case 2: Predicting Outcomes and Population Stratification.

Use Case 3: Planning and Future Service Provision

Use Case 4: Evaluation and Causality

Use Case 5: Research into Novel Interventions







5. Mental Health (Individual Spec document for each item)

	Item
	Field Name
	Description
	Use Case

	5.1
	Demographics
	Data from the demographics CSV will be used for creating or updating the demographics of a patients.
	Use Case 1: Epidemiology

Use Case 2: Predicting Outcomes and Population Stratification.

	5.2
	Referral
	Referrals
	Use Case 2: Predicting Outcomes and Population Stratification.

Use Case 3: Planning and Future Service Provision

Use Case 4: Evaluation and Causality

Use Case 5: Research into Novel Interventions

	5.3
	Alerts
	When providing Alert information, each message will need to contain all the current available Alerts for a patient i.e., the file would not be expected to contain historic alerts (inactive/ended)
	Use Case 2: Predicting Outcomes and Population Stratification.

Use Case 4: Evaluation and Causality

This data item is not routinely shared, only where a specific use case requires it.


	5.4
	Care Programme Approach (CPA)
	· Diagnosis
· Mental Health Act
· Risk Assessment
· Risk Scores
· Risk Plans
· Early Intervention in Psychosis (EIP)

Free text will not be included.
	Use Case 2: Predicting Outcomes and Population Stratification.

Use Case 3: Planning and Future Service Provision

Use Case 4: Evaluation and Causality

Use Case 5: Research into Novel Interventions

	5.5
	Contacts
	Contacts
	Use Case 2: Predicting Outcomes and Population Stratification.

Use Case 3: Planning and Future Service Provision

Use Case 4: Evaluation and Causality








6. General Practice

	Item
	Field Name
	Description
	Use Case

	6.1
	GP Advance Care Planning
	· GP Advance Care Planning
· Alerts
	Use Case 1: Epidemiology

Use Case 2: Predicting Outcomes Population Stratification.

Use Case 3: Planning and Future Service Provision

Use Case 4: Evaluation and Causality

Use Case 5: Research into Novel Interventions

	6.2
	Allergies
	· Allergy data is collected from acute providers in CIPHA
	No use case requiring allergy data to date so not yet shared with the SDE

	6.3
	GP Medications Issued
	GP Medications Issued
	Use Case 2: Predicting Outcomes and Population Stratification.

Use Case 3: Planning and Future Service Provision

Use Case 4: Evaluation and Causality

Use Case 5: Research into Novel Interventions

	6.4
	GP Repeat Medications
	GP Repeat Medications
	Use Case 2: Predicting Outcomes and Population Stratification.

Use Case 3: Planning and Future Service Provision

Use Case 4: Evaluation and Causality

Use Case 5: Research into Novel Interventions

	6.5
	GP Problems
	· Active Problems
· Past Problems
· Additional Problems
	Use Case 1: Epidemiology

Use Case 2: Predicting Outcomes and Population Stratification.

Use Case 3: Planning and Future Service Provision

Use Case 4: Evaluation and Causality

Use Case 5: Research into Novel Interventions

	6.6
	GP Results
	GP Results
	Use Case 2: Predicting Outcomes and Population Stratification.

Use Case 3: Planning and Future Service Provision

Use Case 4: Evaluation and Causality

Use Case 5: Research into Novel Interventions

	6.7
	GP Vitals and Measurements
	Latest height/weight; latest blood pressure; latest physiological function result ordered by date descending.
	Use Case 2: Predicting Outcomes and Population Stratification.

Use Case 3: Planning and Future Service Provision

Use Case 4: Evaluation and Causality

Use Case 5: Research into Novel Interventions

	6.8
	GP Lifestyle
	GP Lifestyle
	Use Case 2: Predicting Outcomes and Population Stratification.

Use Case 3: Planning and Future Service Provision

Use Case 4: Evaluation and Causality

Use Case 5: Research into Novel Interventions

	6.9
	Additional GP Information
	· GP Encounter
· Vaccinations & Immunisations
· Contraindications
· OTC and Prophylactic Therapy
· Family History
· Child Health
· Diabetes Diagnosis
· Chronic Disease Monitoring
· Medication Administration
· Pregnancy, Birth and Post Natal
· Contraception and HRT
· GP Imaging
· Other Investigations
· Investigations Administration
· Operations
· Obstetric Procedures
· Other Diagnostic Procedures
· ECG
· Other Preventative Procedures
· Other Therapeutic Procedures
· Recent Test Results (last 12 months)

	Use Case 2: Predicting Outcomes and Population Stratification.

Use Case 3: Planning and Future Service Provision

Use Case 4: Evaluation and Causality

Use Case 5: Research into Novel Interventions

	6.10
	Data Categories
	· Active Problems
· Administration
· Alcohol Exercise and Diet
· Allergy
· Blood Chemistry
· Blood Pressure
· Cervical Cytology
· Child Health
· Chronic Disease Monitoring
· Contraception and HRT
· Contraindications
· Diabetes Diagnosis
· ECG Pulmonary
· Encounters
· Family History
· Full Problems List
· Glucose/hba1c
· Haematology
· Height and Weight
· Imaging
· Investigations Admin
· Medications Administration
· Medication Issues
· Microbiology
· Obstetric Procedures
· Operations
· OTC Prophylactic Therapy
· Other Cytology/Pathology
· Other Diagnostic Procedures
· Other Investigations
· Other Preventative Procedures
· Other Therapeutic Procedures
· Past Problems
· Physiology Function Tests
· Pregnancy, Birth and Post Natal
· Recent Tests
· Referrals and Admissions
· Repeat Medication
· Smoking
· Social History
· Unmatched
· Urinalysis
· Vaccination and Immunisations
	Use Case 1: Epidemiology

Use Case 2: Predicting Outcomes and Population Stratification.

Use Case 3: Planning and Future Service Provision

Use Case 4: Evaluation and Causality

Use Case 5: Research into Novel Interventions







7. General Practice - TPP

	Item
	Field Name
	Description
	Use Case

	7.1
	Medications
	· Repeat Medications
· Medications Issued
	Use Case 2: Predicting Outcomes and Population Stratification.

Use Case 3: Planning and Future Service Provision

Use Case 4: Evaluation and Causality

Use Case 5: Research into Novel Interventions

	7.2
	GP Problems
	· Active Problems
· Past Problems
· Additional Problems
· GP Results
· GP Lifestyle
· Blood Pressure
· Additional GP Information
· GP Encounters/Administration
· GP Encounters
· GP Administration
· Referrals
· Radiology
· Operations
· Investigations
· Contraception and HRT
· Pregnancy, Birth & Post Natal
· GP Family History
· Contraindications
· Vaccinations and Immunisations
	Use Case 1: Epidemiology

Use Case 2: Predicting Outcomes and Population Stratification.

Use Case 3: Planning and Future Service Provision

Use Case 4: Evaluation and Causality

Use Case 5: Research into Novel Interventions








[bookmark: _Toc219390171]ANNEX B – Other Local Flows

Datasets may be added over time. If a dataset is added the DSA will be re-circulated to all Data Controllers. The Data Controller adding the dataset will be asked to re-sign. 

- Alcohol Dependence
- Ambulance Data
- Assuring Transformation (learning disabilities)
- Community Services Dataset
- Clinical Audits and Registries
- Continuing Health Care
- CVD Prevent
- Diagnostics Imaging Dataset
- e-referral system dataset
- Faster Data Flows
- Maternity Services Dataset
- Medicines dispensed in primary care
- National cancer waiting times
- NHS Pathways Dataset (111/999)
- Patient reported outcomes dataset (PROMS)
- Patient Level Contract Monitoring 



[bookmark: _Toc219390172]ANNEX C – Frequently Asked Questions

Please see the document embedded below:
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		Date DPIA started:

		August 2023



		Date updated:

		22/12/25



		Next review date due by:

		This DPIA will be routinely reviewed annually by the Data Asset and Access Group (DAAG) and the C&M ICS Digital and Data Information Governance Strategy Committee.



		By Whom:

		Suzanne Crutchley, Head of Data Protection & Information Governance, C&M ICB

Chloe Whittle & Grace Barritt, Senior Information Governance Consultant, Midlands and Lancashire CSU

Gary Leeming, Director, University of Liverpool Civic Data Cooperative
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		C&M ICB DPO approved:

		Suzanne Crutchley LLM

Data Protection Officer and 

Head of the C&M ICB Information Governance Service

08/01/2026
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		IT Security approved:

		John Llewellyn, Chief Digital and Information Officer, Cheshire and Merseyside ICB



		Committee approved:

		Cheshire and Merseyside ICS

Digital and Data Information Governance Strategy Committee



N.B. this is sign-off to the DPIA, which will then be used with the Tier Two DSA, to go out to the organisations as part of their sign-up to sharing data.
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		Authors:
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Chloe Whittle, Senior Information Governance Consultant, Cheshire and Merseyside ICB

Suzanne Crutchley, MIAA Head of Data Protection & Information Governance/ C&M ICS Information Governance Lead 
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		Document Origin:

		Tier Two CIPHA Data Sharing Agreement



		Target Audience:

		All Cheshire and Merseyside Health and Care providers and commissioners as described in the:

Tier Two - Data Sharing Agreement: Combined Intelligence for Population Health Action (CIPHA): Secure Data Environment (SDE): Sharing Data for Research



		Description

		CIPHA Data Protection Impact Assessment for Secure Data Environment (SDE): Sharing Data for Research with Academia  
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		Cheshire and Merseyside



		Work Stream:

		Combined Intelligence for Population Health Action (CIPHA): Secure Data Environment (SDE): Providing Data for Research to Academia



		Version:
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		ICSIGDOC-ID00010



		Sharing Initiative Name:
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		Sharing Start Date:
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		Work Stream Lead
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		Designation
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		Email
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		DPO Review
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Combined Intelligence for Population Health Action (CIPHA): Data Protection Impact Assessment (DPIA) - Secure Data Environment (SDE): Providing Data for Research to Academia



[bookmark: _Toc219390064]Step 1: Identify the need for a DPIA



Explain broadly what project aims to achieve and what type of processing it involves. You may find it helpful to refer or link to other documents, such as a project proposal. Summarise why you identified the need for a DPIA.





National Policy Context



The Integrated Care Systems Design Framework and the “What Good Looks Like” framework articulate an expectation that Integrated Care Systems (ICSs) will have in place a linked, longitudinal dataset across primary and secondary care by March 2023 to enable population segmentation, risk stratification and population health management, expanding to other services (including social care) by 2024.



The Goldacre Review (“Better, Broader, Safer: using health data for research and analysis”) published in April 2022 recommended a shift from a model of data sharing and dissemination to a focus on data access, using “Secure Data Environments” to build public confidence and rigorously protect sensitive patient information (which has since been recognised as official DHSC policy). This is a rapidly evolving policy landscape, however Cheshire and Merseyside have mature digital and data assets in place which already support the delivery of each of these national requirements. 



Secure Data Environments (SDE’s)



Historically, much of the analysis conducted within health & care services has operated based on a data sharing / data dissemination model, where data is extracted from one storage location and transferred to another. It is now recognised national policy that NHS data should shift towards a model of “data access” through the introduction of “Secure Data Environments” (SDE’s). Secure data environments are data storage and access platforms, which uphold the highest standards of privacy and security of NHS health and social care data when used for research and analysis. According to NHSE, SDE’s provide an environment within which all health data should be accessed, therefore granting organisations a higher degree of control over who can become a user to view and interact with the data; what data they can see whilst in the environment; what users can do whilst in the SDE; and the information they can import or remove. 



The national policy applies equally to all users of NHS data, who may be health and care analysts (operating at system or place level) or researchers. SDE’s are designed around the Office for National Statistics (ONS) “Five Safes Framework”, which are recognised as best practice in data protection. They are:



1. safe settings - the environment prevents inappropriate access, or misuse

2. safe data - information is protected and is treated to protect confidentiality

3. safe people - individuals accessing the data are trained, and authorised, to use it appropriately

4. safe projects - research projects are approved by data owners for the public good

5. safe outputs - summarised data taken away is checked to make sure it protects privacy



All projects and use of CIPHA SDE data will be evaluated against these Five Safes



Sub National Secure Data Environments



NHS England announced over £13.5 million investment for teams across England to develop a country-wide network of NHS owned SDEs that will support the development of an interoperable network of NHS-owned Sub National Secure Data Environments, with further investment planned over 23/24 and 24/25. The Sub National (SN) SDEs are NHS-led and bring together Integrated Care Boards with local universities and industry partners to build on existing collaborations and successful research partnerships. Funding will ensure Sub National SDE coverage for the whole of England and was awarded to teams representing East of England; East Midlands; Great Western; Kent and Medway and Sussex; London; North East and North Cumbria; North West; Thames Valley and Surrey; Wessex; West Midlands; Yorkshire and Humber.



Sub national SDEs for research will offer near-real time, privacy protecting, access to rich linked data spanning different types including imaging, pathology and genomics. They will operate at significant scale, covering around 5 million citizens each, whilst preserving connectivity to local communities and clinical teams. The Sub National SDEs will be designed to operate smoothly with the NHS England (national) secure data environment, unified by a community of practice that will inform SDE policy and build on prior investments including – where lawful – the use of information from shared care record solutions.

The North-West SN SDE includes data from:

· Cheshire and Merseyside

· Greater Manchester

· Lancashire and Cumbria



The overarching purpose for data sharing is to support the Cheshire and Merseyside use of Secure Data Environments (SDEs), which are secure spaces for researchers to access pseudonymised sensitive data sets, and enables them to do data driven research, utilising the knowledge, techniques, and experience of academics to improve health. It will give researchers access to the information, which is necessary, proportionate, and relevant to their role.

[bookmark: _MON_1717497000][bookmark: _Hlk104301414][bookmark: _Hlk104301531]




[bookmark: _bookmark8][bookmark: _Hlk104302386][bookmark: _Toc219390065]Step 2: Describe the processing



Describe the nature of the processing: how will you collect, use, store and delete data? What is the source of the data? Will you be sharing data with anyone? You might find it useful to refer to a flow diagram or other way of describing data flows. What types of processing identified as likely high risk are involved?



[bookmark: _MON_1715434720]The below should be read in conjunction with the CIPHA Data Sharing Agreement: Secure Data Environment which contains the data details; the data processors; controller and other information on the data sharing arrangement. 



Cheshire and Merseyside have a Secure Data Environment (SDE) that houses all the patient level linked data for planning, population health and research. This environment, contracted by Cheshire and Merseyside ICB is hosted by the Data Service for Commissioners Regional Office (DSCRO) provided by Arden and GEM Commissioning Support Unit (AGEMCSU). It is intended to serve C&M ICB, Commissioner, Local Authority, provider, Voluntary, Community and Social Enterprise (VCSE) and research users. 



The SDE is C&M’s recognised platform for conducting all forms of analysis and research – including Population Health Management, risk stratification, planning and evaluation and research.  



Technical Environment and data provisioning



The SDE is an Azure Cloud Data Management Environment. It contains several components including a cloud warehousing solution, an SQL studio query environment with various analytical and querying tools such as R, Python and also a Power BI front end to visualise data. The technical environment provisions data for projects on a project-by-project basis, ensuring data is minimised for the specific purpose. Data is provisioned in an ‘Airlock’ system meaning technically any analysis needs to take place within that environment and no data can leave the environment without approval and meeting certain minimisation criteria. 



Data Flows and Data Flow diagram 



Building upon recognised routes for the processing of NHSE data into AGEM CSU, the SDE combines standard national commissioning datasets with additional local data flows.



Data will flow from three core data sources:



1. National Commissioning Datasets from NHS England

2. Local Organisational data flows direct from providers of services 

3. Data from C&M Shared Care Record provided by Graphnet as a data processor



[bookmark: _Hlk104302410]Below is the data flow diagram that describes how data flows into the SDE

  
Pseudonymisation 



Data within the Secure Data Environment will be de-identified, this means that identifiers such as name and address will be removed, Date of Birth will be converted to age and Post code will be truncated to the first 4 digits. Only pseudonymised data will be accessed by researchers within the SDE. The SDE will also contain a project specific pseudonym, so each workspace that an individual researcher accesses will have its own unique pseudonym. 



Data Controllers

The data controllers are 

· Cheshire and Merseyside ICB

· Acute Providers within C&M ICB

· The Local Authorities within Cheshire and Merseyside ICB; 

· NWAS; 

· GP Practices; 

· GP out of Hours services

· The approved research organisations and researchers accessing the data (see below section for approval process) 

Data Processors 

The data processors are:

· Graphnet System C who process data for secondary uses via the shared care record; 

· Arden and GEM CSU who process national and local data for secondary uses via the Data Service for Commissioners Regional Office 

· Midlands and Lancashire Commissioning Support Unit

Data Access Approval Process

Data Access approval is on a project-by-project basis. Applicants must apply to the Cheshire and Merseyside Data Access and Asset Group (DAAG) that includes nominal members from each of the data controllers, each of the data processors; a Data Protection Officer; Caldicott Guardian and the Public. 

Applicants must complete a comprehensive Data Access Request Form (DARF) which covers questions on project scope, legal basis, datasets, data flow, Information governance, together with patient and public involvement for each project.

The process is set out below:



Diagram: Data Access Approval Process flow 

N.B: TRE = Trusted Research Environment

[image: ]

There are two Information Governance Gateways that applicants need to achieve:

Organisational Information Governance Gateway

The employing organisation or department within an organisation, of the individual researcher applying for the data will be required to demonstrate one of the following:

· Data Security Protection Toolkit, or

· Cyber Essentials Plus, or

· Equivalent ISO standard



Individual Information Governance Gateway

The individual will be required to undertake the Safer Research Training and sign an individual contract detailing the parameters under which the data is being used: CIPHA SDE Terms & Conditions of Access Agreement, which is inserted below: 









Deletion and correction of information



Information can only be deleted and/or corrected by the original source organisation.



Risks/actions identified



The risks and mitigations are shown in the table in ‘Step 5’ Identify and Assess Risks (Page 25) of this document in respect of collection, storage and deletion of persistent data that is stored within the SDE on AGEM CSU’S infrastructure. 



Storage Locations



For all Data Processors (Graphnet, AGEM and ML CSU) the data is stored in the Azure Cloud:



Microsoft Azure UK West (Backup Data Centre); Microsoft Azure UK South (Primary Data Centre)

Location Area: England & Wales

Organisation Address: Microsoft UK Headquarters, Microsoft Campus, Thames Valley Park, Reading

RG6 1WG





Describe the scope of the processing: what is the nature of the data, and does it include special category or criminal offence data? How much data will you be collecting and using? How often? How long will you keep it? How many individuals are affected? What geographical area does it cover?





[bookmark: _Hlk107393969]Please see Tier Two - Data Sharing Agreement: Combined Intelligence for Population Health Action (CIPHA): Secure Data Environment (SDE) Sharing Data for Research. 



Data shared will be for the 2.7 million individuals across Cheshire and Merseyside and also provider ‘catchment’ i.e. anyone who walks into a provider within Cheshire and Merseyside for care. 



The data being shared includes personal sensitive health and care data. The following datasets are currently included in the Data Sharing arrangement. Others will be added as data controllers are added. The data flows at different intervals dependent upon dataset from daily to monthly. These are:



National Commissioning Datasets: 



For national datasets (flowing from NHS England via (DSCRO) please refer to:

https://digital.nhs.uk/services/data-services-for-commissioners/commissioning-datasets

This will always have the latest approved list of datasets.



Local Datasets are:

· Primary care

· Acute Care shared care record

· Mental health shared care record

· Community shared care record

· North-west Ambulance Service (NWAS)

· Out of hours GP Provider flows

· Genomics (labs) data flows

· Pathology

· Radiology



Describe the context of the processing: what is the nature of your relationship with the individuals? How much control will they have? Would they expect you to use their data in this way? Do they include children or other vulnerable groups? Are there prior concerns over this type of processing or security flaws? Is it novel in any way? What is the current state of technology in this area? Are there any current issues of public concern that you should factor in? Are you signed up to any approved code of conduct or certification scheme (once any have been approved)?



What is the nature of your relationship with individuals? 



The ICB is responsible for delivering care, improving outcomes and quality of services, and managing health and care resources for the 2.7million residents of Cheshire and Merseyside whose data will be used within the Secure Data Environment. 



Would they expect you to use their data in this way?



As this is national policy there are national public facing websites that describe how individual’s data is used and national processes that individuals can opt out of.  



Individuals can opt out of the data sharing in a variety of ways described nationally here: https://www.nhs.uk/using-the-nhs/about-the-nhs/opt-out-of-sharing-your-health-records/



In addition to these opt out routes, a local opt out will be implemented with a local contact phone line and email address for individuals to opt out on a project-by-project basis. This will be advertised as part of the communication and engagement plan which is described below. 

Organisations that are party to this DSA are required to inform patients about their rights to opt-out, and are expected to also provide the public with relevant transparency and privacy notices to ensure the public is adequately informed of how health and social care organisations use their data, particularly data concerning children and vulnerable groups.

Members of the public from relevant groups are represented in the governance of the SDE specifically in the Data Asset and Access Group (DAAG) where decisions are made in respect of how data is used.

Patient Engagement  

More generally Cheshire and Merseyside have a Civic Data Co-operative that regularly and consistently seeks to engage the public in how data is used. The website with multiple examples of engagement on view can be found here Civic Data Cooperative



General Communication and Engagement 



In addition to the above Cheshire and Merseyside ICB have a Data and Digital Communication and Engagement plan that details the activities planned to inform the broader public of how data is used and how they can engage. More detail is within Section 3: Consultation for this DPIA. 



Current State of Technology

Pseudonymisation approaches are best practice, and security and authentication are in line with best practice national policy. 





Describe the purposes of the processing: what do you want to achieve? What is the intended effect on individuals? What are the benefits of the processing – for you, and more broadly?



The overarching purpose for data sharing is to support the Cheshire and Merseyside Secure Data Environments (SDEs), which is a secure space for planners and researchers to access health and care data. It enables them to do data driven research, utilising the knowledge, techniques, and experience of academics to improve health. These purposes are similar to the population health use cases but will be undertaken by research organisations who want to add evidence and shape policy and improve outcomes for the population of Cheshire and Merseyside. 



There are five main purposes, which can be described as follows: -



Use Case 1: Epidemiology Reporting: Understanding health needs of populations, wider determinants of health and inequality for the improvement of outcomes: The data could be used to create intelligence, with the aim of understanding and improving physical and mental health outcomes, promote wellbeing and reducing health inequalities across an entire population. 



Specific types of analysis that may be undertaken include:



· Health needs analysis understanding population’s health outcomes and deficits;

· Demographic forecasting, disease prevalence and relationships to wider determinants of health;

· Geographic analysis and mapping, socio-demographic analysis and insight into inequalities.



Use Case 2: Predicting outcomes and population stratification of vulnerable populations: The data could be used to predict the risk of outcomes for cohorts of patients in order that services can be targeted proactively to those most vulnerable.

Use Case 3: For planning current services and understanding future service provision: The data would be used to create intelligence on service provision to understand current service capacity and demand and forecasting future service demand to ensure enough provision is available for populations in need. This may include forecasting disease and prevalence and understanding how it impacts on service provision.

Use Case 4: For evaluation and understanding causality: The data could be used to evaluate causality between determinant of health and outcomes. Also, used to understand effectiveness of certain models of care across the health and care system.

Use Case 5: Research into novel interventions or the generation of new knowledge: The data could be used to support research into novel interventions, such as the safety of a new medication. In this case the research would be expected to generate new knowledge or to demonstrate the reproducibility of previous research.

The purposes of data sharing that are listed above are also within the document Tier Two - Data Sharing Agreement: Combined Intelligence for Population Health Action (CIPHA): Secure Data Environment (SDE)

Data Details:



· Purpose of Data Sharing

· Details of how the Data will be shared – Data Flow
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Consider how to consult with relevant stakeholders: describe when and how you will seek individuals’ views – or justify why it’s not appropriate to do so. Who else do you need to involve within your organisation? Do you need to ask your processors to assist? Do you plan to consult information security experts, or any other experts?



Programme Governance



The Secure Data Environment is governed by the ICB within the Cheshire and Merseyside Data into Action Programme. There is a Data into Action Programme Board. The sub-group structure can be found below with the following purposes. These groups are consulted on various aspects of the programme including processing and security to assure that delivery is against agreed parameters. 

[image: ]




Data Access and Asset Group

The group that provides the gatekeeper role for information governance is the CIPHA Data Asset and Data Access Group (DAAG). This group draws its membership from information governance expertise across health and care data controllers, universities and providers and patient representatives. The group has a remit to ensure that requests to use the stored data for reporting maintain the integrity and purpose of the specific Data Sharing Agreement. The group will ensure the appropriateness of the Role Based Access Control (RBAC) framework in terms of individuals and groups with access to the shared record. The groups functions from the terms of reference are below:



· Oversight of the Data Access Request Process, approving data access requests from organisations 

· Ensuring all Information Governance requirements are met including GDPR and the Common Law Duty of confidentiality, Caldicott principals, data minimisation and public benefit. 

· Ensuring programmes applying have undertaken appropriate Patient and Public Involvement and Engagement in their design  

· Ensuring individuals and organisations applying have met the required conditions for data access  

· Ensuring technical specifications of data and technology are accurate and data is minimised to project specific requirements 

· Oversight of the development of the process, ensuring the process is developed in line with any changes to national policy or data sharing arrangements and escalating to the Information Governance Sub-committee where changes need to happen 

· Ensuring Applications have adequate scientific critique of research proposals  



Patient Engagement

More generally Cheshire and Merseyside have a Civic Data Co-operative that regularly and consistently seeks to engage the public in how data is used. The website with multiple examples of engagement on view is found here Civic Data Cooperative



General Communication and Engagement 

In addition to the above Cheshire and Merseyside ICB have a Data and Digital Communication and Engagement Plan that details the activities planned to inform the broader public of how data is used and how they can engage.



· Homepage: About the SDE and why access to data is vital for research. 

· FAQs. 

· Research projects: What current projects the SDE is linked to and aims of the projects. 

· What we do with your data and National and Local Data Opt Out. 

· Organisations involved in the SDE (with links to some of the relevant websites). 

· What is happening in C&M (with links to the local ICB websites): 

· Privacy Notice. 

· How to get involved. 

· News and Events. 

· Extranet for staff (if required). 



The following are also planned:



Public facing engagement events: To raise the awareness of the SDE, data sharing, the importance of access to data and the right to opt out. Two half-day face to face events with key speakers from the programme.



Staff engagement events: To ensure that staff at partner organisations are aware of the programme and can actively promote the benefits through their day-to-day contact with patients/service users/public a staff awareness raising campaign will be developed. Two half-day face to face events with key speakers from the programme. (Could be virtual to save costs and allow flexibility)



Centralised suite of communications and engagement collateral: To ensure there is a consistent message across the Cheshire and Merseyside ICS a communications toolkit for the SDE will be developed by the communications and engagement campaign team. To include, but not limited to:



· Website and extranet content.

· Public facing materials – poster/leaflet/social media messaging/FAQs/patient user stories.

· Staff engagement toolkit - a presentation for team managers to utilise with their teams, a guide of what and how to share the SDE with patients/service users, messaging for internal social media channels, FAQs, training materials for staff, branding and templates.

· Animations/videos 

· Programme updates.

· End of campaign newsletter highlighting progress and what next.



Data Processors



Data Processors named in this agreement are governed by Data Processing Agreements which detail the processing instructions including responsibilities around security and Information Governance. Please see next section for more detail on this.
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Describe compliance and proportionality measures, in particular: what is your lawful basis for processing? Does the processing actually achieve your purpose? Is there another way to achieve the same outcome? How will you prevent function creep? How will you ensure data quality and data minimisation? What information will you give individuals? How will you help to support their rights? What measures do you take to ensure processors comply? How do you safeguard any international transfers?



Legal Basis under the General Data Protection Regulation (UK GDPR)



Below is the lawful basis for processing under GDPR.



Processing Personal Data - Article 6

6(1)(e) processing is necessary for the performance of a task carried out in the public interest or in the exercise of official authority vested in the controller; 



Processing Sensitive Personal Data – Article 9

9(2)(h) processing is necessary for the purposes of preventive or occupational medicine, for the assessment of the working capacity of the employee, medical diagnosis, the provision of health or social care or treatment or the management of health or social care systems and services on the basis of domestic law or pursuant to contract with a health professional and subject to the conditions and safeguards referred to in paragraph 3;



9(2)(j) processing is necessary for archiving purposes in the public interest, scientific or historical research purposes or statistical purposes in accordance with Article 89(1) (as supplemented by section 19 of the 2018 Act) based on domestic law which shall be proportionate to the aim pursued, respect the essence of the right to data protection and provide for suitable and specific measures to safeguard the fundamental rights and the interests of the data subject.

Common Law Duty of Confidentiality



For Research the Common Law Duty of Confidentiality requires that there should be no use or disclosure of any confidential patient information for any purpose other than the direct clinical care of the patient to whom it relates, unless:



· The patient explicitly consents to the use or disclosure;

· The disclosure is required by law;

· The disclosure is permitted under a statutory process that sets aside the duty of confidentiality.



For local flows coming from the Graphnet/System C supplied shared care record, data is de-identified and pseudonymised under a CAG approved Section 251 for using data for research. 



National Data is pseudonymised within Data Service for Commissioners Regional Office (DSCRO) which is subject to a CAG application for S251 to be used for the purpose of research.



Data is appropriately de-identified (pseudonymised) and therefore at the point of access by planners and researchers is not owed a duty of confidentiality. 

Alternative to achieve the same outcome

The alternative to this outcome is to seek consent from 2.6 million individuals which would be resource intensive and is not viable given that a large proportion may not respond. Pseudonymisation and de-identification is the suggested approach. 

Data Sharing Agreements and Sub-licencing agreements 

Scope is defined and scope creep is minimised by the use of Data Sharing Agreements and sub-licencing agreements that clearly define the parameters under which the data is being shared.

National NHS England Commissioning Datasets are governed by a Data Sharing Agreement between Cheshire and Merseyside Integrated Care Board and NHS England.

Local data flows via Graphnet shared care record are covered by a local CIPHA Data Sharing Agreement between each service provider data controller within Cheshire and Merseyside ICB and Cheshire and Merseyside ICB. This is a Joint Data Controller arrangement. 

Data is sub-licenced from these two agreements by Cheshire and Merseyside ICB to the organisation employing the researcher. The sub-licence describes the conditions under which the data is accessed.



Data Processing Agreements 

Measures are taken to ensure processors comply by setting out data processing requirements within Data Processing Agreements.



Graphnet/System C Data Processing Agreement 





Arden and GEM CSU Data Processing Agreement 



Data Minimisation in SDE

The data used for research is only accessible in the following way:



· All data is pseudonymised such that no user of the SDE could re-identify any citizen

· No record level data ever leaves the SDE

· Only anonymised data, such as diagrams, charts or aggregated tables, is extracted from the SDE for use in research papers or outputs

Any deviations in project scope that result from:



· A change in data processing responsibilities

· A change in storage, transmission, and/or persistence of data

· A change from read-only to write-back

· A change in data details from the Tier Two documentation

· A change in system architecture

will prompt a review of this DPIA in advance of the set review date, to ensure that data processing remains lawful.

Publishing of Research

The researchers will have access to de-identified, pseudonymised individual level data within the Secure Data Environment (SDE). The risk of re-identification is further reduced by only permitting access to the data specifically required to support the research question being investigated. Individual level data will not be removed from the SDE.

All researchers who access the data within the SDE will need to demonstrate that they have completed safe researcher training and are an accredited researcher, such as the course provided by the Office for National Statistics, before being permitted to access the data. See:

Become an accredited researcher - Office for National Statistics (ons.gov.uk)

De-identification and anonymisation of the data will be in line with the NHS England and ICO standards. Statistical disclosure checks are required to ensure that any data, such as charts, diagrams or tables, are safe to export. This process will be audited and will include anonymisation techniques as suggested by the UK Data Service [Anonymising quantitative data — UK Data Service]. See:

https://ukdataservice.ac.uk/learning-hub/research-data- management/anonymisation/anonymising-qualitative-data/ 

This includes a list of primary anonymisation techniques as follows: 

· Remove direct identifiers; 

· Aggregate or reduce the precision of a variable; 

· Generalise the meaning; 

· Restrict the upper or lower ranges; 

· Anonymise relational data; 

· Anonymise geo-referenced data



Once this aggregated data has egressed from the SDE it will be used for publication in academic papers, and to support other uses, such as determining health and care policy decisions, or the efficacy of new interventions.

Information given to Individuals 



Cheshire and Merseyside ICB have a Data and Digital Communication and Engagement Plan that details the activities planned to inform the broader public and data controllers of how data is used and how they can engage this includes updates to the public facing website. See Section 3: Consultation in this document for the more detailed plan.  



Re-use of Data Sets

A key concept in modern data science is known as FAIR - that data should be: Findable; Accessible; Interoperable; Re-usable. This is available at:

FAIR Principles | Library Research Support (open.ac.uk) 

This is important for both the validation of research as well as improving efficiency / reducing waste through time spent on cleaning and validation of datasets. These principles do not mean that data should be open for all to use, but that there should be clear processes for archiving, re- use and publication of metadata that describes the dataset.

Datasets used within the SDE will be archived and metadata published within the CIPHA metadata catalogue. Further use and access of this data will be subject to further approval based on the same processes as for new data applications. 



Processors Responsibilities to the Public



In the event that personal information which has been shared under the DPIA is compromised or possibly compromised, the agency making the discovery will without delay:

· Inform the organisation providing the details within 24 hours

· Take steps to investigate the cause

· Report and investigate as an incident

· If appropriate, take disciplinary action against the person(s) responsible

· Take appropriate steps to avoid a repetition.



On being notified that an individual’s personal information has or may have been compromised, the original provider will assess the potential implications for the individuals whose information has been compromised, and will:

· Notify the individual concerned

· Advise the individual of their rights

· Provide the individual with appropriate support

· Undertake a generalised risk assessment and consider notifying the Information Commissioner's Office (ICO) in line with expected procedure



Data Protection Assessment 





		Data Protection Principal

		Data Protection Principal

		

		Comments

		



		Lawfulness, fairness and transparency

		Lawful Basis

		

		Legal Basis under the General Data Protection Regulation (UK GDPR)



Below explains how this SDE work is compliant with UK GDPR:



Processing Personal Data - Article 6

6(1)(e) processing is necessary for the performance of a task carried out in the public interest or in the exercise of official authority vested in the controller; 



Processing Sensitive Personal Data – Article 9

9(2)(h) processing is necessary for the purposes of preventive or occupational medicine, for the assessment of the working capacity of the employee, medical diagnosis, the provision of health or social care or treatment or the management of health or social care systems and services on the basis of domestic law or pursuant to contract with a health professional and subject to the conditions and safeguards referred to in paragraph 3;





9(2)(j) processing is necessary for archiving purposes in the public interest, scientific or historical research purposes or statistical purposes in accordance with Article 89(1) (as supplemented by section 19 of the 2018 Act) based on domestic law which shall be proportionate to the aim pursued, respect the essence of the right to data protection and provide for suitable and specific measures to safeguard the fundamental rights and the interests of the data subject.



		



		

		

		

		The Health and Social Care (Safety and Quality) Act 2015 inserted a legal Duty to Share Information in Part 9 of the Health and Social Care Act 2012 (health and adult social care services: information)

Official authority:

		



		

		

		

		GP Practices

		NHS England’s powers to commission health services under the NHS Act 2006.

Also, Article 6 (1) c for GPs when subject to statutory regulation

		



		

		

		

		NHS Trusts

		National Health Service and Community Care Act 1990

		



		

		

		

		NHS Foundation Trusts

		Health and Social Care

(Community Health and Standards) Act 2003

		



		

		

		

		Local Authorities

		Local Government Act 1974 Localism Act 2011

Children Act 1989

Children Act 2004 Care Act 2014

		



		

		Fairness

		Individuals can exercise the following rights with respect to their data, where applicable, by contacting the source organisation of their data:



· Right of access

· Right to rectification

· Right to erasure

· Right to restrict processing

· Right to data portability

· Right to object

· Rights related to automated decision making

· Rights related to including profiling





		

		

		For Research the Common Law Duty of Confidentiality requires that there should be no use or disclosure of any confidential patient information for any purpose other than the direct clinical care of the patient to whom it relates, unless:



· The patient explicitly consents to the use or disclosure;

· The disclosure is required by law;

· The disclosure is permitted under a statutory process that sets aside the duty of confidentiality.



Appropriately pseudonymised, de-identified or aggregated data is not owed a duty of confidentiality. 



Under this Data Sharing Agreement, the Common Law Duty of Confidentiality does not apply, as the data is pseudonymised, and presented as aggregate data.





		

		Transparency

		The responsibility for transparency lies firmly with the controllers who are the partner organisations within the CIPHA Work Stream.



		Purpose limitation

		Combined Intelligence for Population Health Action (CIPHA): Secure Data Environment (SDE)



		Research

		The purposes of data for local Intelligence Services are those described in the UK GDPR Article 9(2) (j) – research.



		Data Minimisation

		Sensitive Codes / legally restricted

Legally restricted codes were previously referred to as sensitive codes.



Sensitive data excluded from retrieval follows the recommendations made by The Royal College of General Practitioners (RCGP) Ethics Committee and the Joint GP IT Committee:

· Gender reassignment.

· Assisted conception and in vitro fertilisation (IVF)

· Sexually transmitted diseases (STD)

· Termination of pregnancy



For data from local authorities some special category/sensitive data is included, and the inclusion is covered by the legal basis for sharing.



All free text data fields are omitted from data collection.





		Accuracy

		Data Quality Improvement Plans exist for all data assets within the Secure Data Environment 



		Storage limitation

		The data will be stored in line with the NHS Records Management Code of Practice 2021 A guide to the management of health and care records





		Integrity and confidentiality

		Access levels to information available through AGEM CSU will be based upon the role held by the provider of health and care. Information will be shared which is necessary, relevant and proportionate to the role the individual fulfils.



		Role Based Access Control (RBAC)

		Role Based Access Controls

Role Based Access Controls (RBAC) will be applied to a Secure Data Environment (SDE). The SDE will sit on AGEM CSU technical infrastructure (named as a data processor to this agreement). The RBAC are as follows: -



Patient Identifiable Data: Access to patient identifiable data will not be granted as part of this Data Sharing Agreement.



Pseudonymised Data: Research organisations and individuals from those organisations, who are approved via an Information Governance Gateway, described in the

‘Governance’ section, will be granted access to a sub- set of pseudonymised data relating to their research specification and in line with the purpose of data sharing.

All research projects undertaken with the data will be listed in the Data Access and Asset Matrix explaining the specific purpose, requestor, output, legal basis, and timescale.



Anonymised-aggregate Data: Organisations and individuals from those organisations, who are approved via an Information Governance Gateway, described in the

‘Governance’ section, will be granted access to anonymised-aggregate data via software such as OpenSAFELY. This will only be for data relating to their research specification and in line with the purposes of data sharing. All research projects undertaken with the data will be listed in the Data Access and Asset Matrix explaining the specific purpose, requestor, output, legal basis, and timescale.
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CIPHA Risk Log



The risk score uses the following matrix:
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		No.

		Effect

		Description



		1

		No adverse effect

		There is absolute certainty that no adverse effect can arise from the breach



		2

		Potentially some minor adverse effect or any incident involving vulnerable groups even if no adverse effect occurred

		A minor adverse effect must be selected where there is no absolute certainty. A minor adverse effect may be the cancellation of a procedure but does not involve any additional suffering. It may also include possible inconvenience to those who need the data to do their job.



		3

		Potentially some adverse effect

		An adverse effect may be release of confidential information into the public domain leading to embarrassment or it prevents someone from doing their job such as a cancelled procedure that has the potential of prolonging suffering but does not lead to a decline in health.



		4

		Potentially Pain and suffering/ financial loss

		There has been reported suffering and decline in health arising from the breach or there has been some financial detriment occurred. Loss of bank details leading to loss of funds. There is a loss of employment.



		5

		Death/ catastrophic event.

		A person dies or suffers a catastrophic occurrence












		Risk Number

		Describe source of risk and nature of potential impact on individuals.

		Likelihood

		Impact

		Overall Risk Score



		1.

		That data is not adequate to link records appropriately or sufficiently well coded for accuracy the consequence being that the findings drawn from the analytics are thus diluted.

		Not likely

		Serious

		8



		2.

		Failure to keep clients informed over how their data will be used could lead to a breach of UK GDPR Article 13 and 14 of the GDPR.

		Not Likely

		Serious

		8



		3.

		Failure to have processes in place to facilitate the following data protection rights requests could result in a breach Article 15, Article 16, Article 18 and Article 21

· Right of Access

· Right to Rectification

· Right to Restrict Processing

· Right to Object



Under this Data Sharing Agreement, the data being accessed will be in aggregated or in a consistently pseudonymised form.



		Not Likely

		Serious

		8



		4.

		Failure to ensure that the supplier is compliant with Government and National Cyber Security Standards for cloud based computing could lead to a breach of our security obligations under Article 32 of the UK GDPR.

		Not Likely

		Serious

		8



		5.

		Failure to define the process in which direct care providers outside of an LA area can access the records of patients outside of their area could result in data being accessed inappropriately leading to a breach of each partner’s security obligations under Article 32 of the UK GDPR.

		Not Likely

		Catastrophic

		10



		6.

		[bookmark: _Hlk106636871]Failure to have security processes in place to stop partners, with access to patient identifiable data, from accessing the portal from their own personal devices, this could result in a breach of each partner’s security obligations under Article 32 of the UK GDPR.

		Not Likely

		Catastrophic

		10



		7.

		Failure to have a process in place to audit access to patient identifiable data processes could result in a breach of our security obligations under Article 32.

		Not Likely

		Serious

		8



		8.

		Failure to ensure adequate controls are in place to ensure that de-identified data can’t be re-identified could result in disclosure of personal information leading to a data breach and could lead to a breach of our security obligations in relation to anonymisation / pseudonymisation processes under Article 32.

		Not likely

		Catastrophic

		10



		9.

		Failure to have a process in place to verify, audit and test the merging of data from multiple data sources to ensure that data is matched correctly to ensure that a data breach does not occur.

		Not likely

		Catastrophic

		10



		10.

		Failure to provide / develop a process / technical solution to facilitate clients opting out of their data being shared could lead to a breach of the Common Law Duty of Confidentiality, Data Protection Act and Human Rights Act.

		Not Likely

		Catastrophic

		10



		11.

		Failure to ensure that a process is in place to remove a client’s data when the partner has closed the record on their systems could result in data being retained inappropriately.

		Not Likely

		Catastrophic

		10



		12.

		Failure to ensure that the appropriate international transfer safeguards are in place should the note data be stored on servers outside of the UK could result in a breach of Article 44-56.

		Not likely

		Catastrophic

		10



		13.

		Failure to define the retention of closed records data on the system could result be held on the portal inappropriately.

		Not Likely

		Catastrophic

		10
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All risk mitigations to be checked/amended/deleted/added in as appropriate





		Risk Number

		Risk Summary

		Options to reduce or eliminate risk

		Residual Risk: Low

Medium, High

		Effect on Risk: Eliminated,

Reduced, Accepted

		Measure Accepted: Yes/No



		1.

		That data is not adequate to link records appropriately or sufficiently well coded for accuracy the consequence being that the findings drawn from the analytics are thus diluted.

		To use operational flows where possible which reflect actual activity and both in the testing and regular feedback that data quality is given due attention and resource to resolve issues that arise. Routine data quality reports will be available

e.g. “orphan” activity records by provider that will be applied to business-as-usual governance.



		Low

		Reduced

		Yes



		2.

		Failure to keep clients informed over how their data will be used could lead to a breach of UK GDPR Article 13 and 14 of the GDPR.

		and the legal basis that is being used to share data.

		Low

		Reduced

		Yes



		3.

		Failure to have processes in place to facilitate the following data protection rights requests could result in a breach Article 15, Article 16, Article 18 and Article 21

· Right of Access

· Right to Rectification

· Right to Restrict Processing

· Right to Object



Under this Data Sharing Agreement, the data being accessed will be in aggregated or in a consistently pseudonymised form.



		Each Data Controller is accountable under UK GDPR and will have their own measures in place to meet the eight Rights of Data Subjects.



If a Data Subject of any partner organisation wishes to exercise or challenge one of their Rights, they would do that with their provider organisation(s) through the partner organisation’s internal processes.



Each Data Controller will remain responsible and accountable under UK GDPR for their clients.



The host Trust of the platform

– Mersey and West Lancs Hospitals NHS Trust – have in place their data processing and cyber policies and procedures to maintain the rights of the data subjects.

		Low

		Reduced

		Yes



		4.

		Failure to ensure that the supplier is compliant with Government and National Cyber Security Standards for cloud based computing could lead to a breach of our security obligations under Article 32 of the UK GDPR

		Data will be stored on ‘Azure cloud’, which is compliant with Information Governance standards and is safe and secure. Azure is assessed to ISO 27001, ISO 27017, ISO

27018, and many other internationally recognized standards. The scope and proof of certification and assessment reports are published on the Azure Trust CenSDE section for ISO

certification here: https://www.microsoft.com/en-

		Low

		Reduced

		Yes



		

		

		us/trustcenter/compliance/iso- iec27001. The ISO 27001

assessment was performed by the BSI.

SystemC and Graphnet Health Ltd comply with the 13 Infrastructure as a Service (IaaS) principles and are accredited as such e.g. Cyber essentials.



Details are available on request contained within the “CareCentric population

health cloud assurance” document.

		

		

		



		5.

		Failure to define the process in which direct care providers outside of an LA area can access the records of patients outside of their area could result in data being accessed inappropriately leading to a Data Protection Act Section 170 offence

		The following processes are in place

· The supplier defines rigorous role-based access (RBAC) protocols to ensure access to data is limited to those authorised and maintains a register of RBAC

· The supplier maintains an audit trail of access to data sources

· The Work Stream controls access to data assets through a ‘Data Asset and Access Group’ to ensure only legitimate access is granted to individual projects (use-cases). This is linked to the RBAC process



		Low

		Reduced

		Yes



		6.

		Failure to have security processes in place to stop partners, with access to patient identifiable data, from accessing the portal from their own personal devices, this could result in a breach of each partner’s security

obligations under Article 32 of the UK GDPR

		The following mitigating processes are in place

· Personal identifiable data can only be made available (re-identified) using the existing and approved pseudonymised at source’ mechanism. Be this direct or via virtual private network (VPN) will be subject to the acceptable usage policy of the organisation that the person making access works for. Each individual will be subject to the policies and procedures outlined by their employer

		Low

		Reduced

		Yes



		

		

		

		

		

		



		7.

		Failure to have a process in place to audit access to patient identifiable data processes could result in a breach of our security obligations under Article 32.

		The following mitigations are in place;



· The Azure SQL environment logs all SQL

queries which take place against the data marts to provide an audit trial of what identifiable data has been accessed and by whom

· Requests for re- identification of cohorts through the Web Client application are recorded separately and will be provided on a regular basis to the CIPHA board

· Access to the data will be subject to approval from the Data Controllers. The existing change control process would approve access and grant permissions

· All activity reports are available as outlined above and would be provided to assist audit. Audit process and timeframes will be specific to each organisation



The Work Stream controls access to data assets through a ‘Data Asset and Access Group’ (DAAG) to ensure only legitimate access is granted to individual projects (use- cases).

		Low

		Reduced

		Yes



		8.

		Failure to ensure adequate controls are in place to ensure that de-identified data can’t be re-identified could result in disclosure of personal information leading to a data breach and could lead to a breach of our security obligations in relation to anonymisation / pseudonymisation processes under Article 32

		Direct Care data marts hold the full PID along with field level configuration for both anonymisation and legally restricted clinical coding reference data. Stored procedures query tables using filed level configuration to anonymise data at the point of extract.

SSIS package cross

references data with legally restricted clinical coding to further remove restricted data. Fully anonymised data is written to the research data mart in the same format as the direct care source. Key masking uses a customer specific SALT value + SHA2_256 hashing.



Security

· Separate cloud security helpdesk with one request per user

· IP addresses must be whitelisted for access to data marts

· Azure AD named user access must be used

· Data access can be controlled by mirroring CareCentric RBAC configuration

· Full SQL row level security

· Unique RBAC groups can be implemented within analytics solution if required



Anonymisation

· Source is the Direct Care mart holding all data

· Data is copied to the Anonymised mart

· Legally restricted clinical codes stripped out in flight

· Field level configuration for anonymisation

· No change

· Blank

· Truncate

· Mask Dates

· Key fields undergo one way encryption, maintaining referential integrity



Pseudonymisation



· Source is the Direct Care mart holding all data

· Data is copied to the Pseudonymised mart

· Opted Out patients and legally restricted clinical codes stripped out in flight

· Field level configuration for Pseudonymisation

· No change

· Blank

· Truncate

· Mask Dates

· Tokenised IDs Can be re identified

· National DE ID / RE ID or encrypted local values

· Secured data table which stores mapping

· User interface to reidentify

· Key fields undergo two- way encryption, maintaining referential integrity



A white box penetration test has been completed with a Black box full test scheduled for 2020.



		Low

		Reduced

		Yes







		9.

		Failure to have a process in place to verify, audit and test the merging of data from multiple data sources to ensure that data is matched correctly to ensure that a data

breach does not occur

		Graphnet merges data into its longitudinal patient record based on the patient NHS Number, name and date of birth.

		Low

		Reduced

		Yes



		

		

		Where the NHS number is a verified number, we would match on this. If this is not the case, we use the three items described above.

Reports are available that outline the match success and Graphnet have performed audits for clients to ensure data integrity. The tools available to client are designed to support the ongoing data quality process which is the responsibility of each Data Controller.

		

		

		



		10.

		Failure to provide / develop a process / technical solution to facilitate clients opting out of their data being shared could lead to a breach of the Common Law Duty of Confidentiality, Data Protection Act and Human Rights Act

		Type 1 opt-outs (those who do not want their information shared outside of General Practice for purposes other than direct care) will be upheld. This means that data for people who have objected to sharing their data will not flow from the GP record into the Graphnet solution.

Once the national solution for opt out is live with NHSD, these patients will automatically be removed from the datamart.

This removal includes all data sources. The ability to opt out for direct patient care would only be instigated subject to a successful application by the data subject under Article 21 of UK GDPR.

		Low

		Eliminated

		Yes



		11.

		Failure to ensure that a process is in place to remove a client’s data when the partner has closed the record on their systems could result in data being retained inappropriately

		The NHS Records Management Code of Practice 2021

A guide to the management of health and care record sets out what people working with or in NHS organisations in England need to do to manage records correctly. It's based on current legal requirements and professional best practice.

All organisations must ensure compliance with Article 5(1)(e) of the GDPR. Each organisation will abide by their own document retention/ destruction policy 

Each organisation will have its own records management policy and define both the duration of retentions and removal policy.

The data processor will hold data in line with the contract terms. All data will be returned and purged at contract end, or as set out in the contractual terms.

		Low

		Reduced

		Yes



		12.

		Failure to ensure that the appropriate international transfer safeguards are in place should the note data be stored on servers outside of the UK could result in a breach of Article 44-56

		The supplier, Graphnet Health, are a UK based company. All data is stored in the UK and there is no server storage outside of the UK.

All information can be found in the CareCentric population health cloud assurance document.

		Low

		Eliminated

		Yes



		13.

		Failure to define the retention of closed records data on the system could result be held on the portal inappropriately

		The NHS Records Management Code of Practice 2021

A guide to the management of health and care record sets out what people working with or in NHS organisations in England need to do to manage records correctly. It's based on current legal requirements and professional best practice.

Each organisation that contributes to the solution will have a record retention policy. The elements of the record, when combined, creates a holistic view of a care recipient’s journey. As a result, this new record would be retained for the duration of the longest term for which the record is retained within the social care community.

		Low

		Reduced

		Yes














[bookmark: _bookmark13][bookmark: _Toc219390070]Step 7: Sign off and record outcomes



		Item

		Name/date

		Notes



		Measures approved by:

		Helen Duckworth

23/10/23

		Final approval by: C&M ICS Digital and Data Information Governance Strategy Committee



		Residual risks approved by:

		Jim Hughes

23/10/23

		Final approval by: C&M ICS Digital and Data Information Governance Strategy Committee



		DPO advice provided:

		Suzanne Crutchley

23/10/23

		DPO should advise on compliance, step 6 measures and whether processing can proceed



		DPO Comments:

Reviewed by DPO on 23/10/23: This work for the Combined Intelligence for Population Health Action (CIPHA) Secure Data Environment (SDE) meets the requirements for UK GDPR, and so the data processing can proceed.

Reviewed again by DPO on 08/01/26:





		DPO advice accepted or overruled by:

		Jim Hughes

23/10/23

		If overruled, you must explain your reasons



		DPO Comments:

08/01/26: Approved



		Consultation responses reviewed by:

		Suzanne Crutchley and Helen Duckworth

23/10/23

		If your decision departs from

individuals’ views, you must explain your reasons



		September 2023: Consultation for feedback/comments/amendments to:

· C&M IG SIGN Members

· C&M ICS DD IGSC Members

Documents:

· Data Sharing Agreement Tier Two: Secure Data Environment (SDE): Research

· DPIA: Secure Data Environment (SDE): Research

· Cheshire and Merseyside Secure Data Environment: FAQs



		This DPIA will be kept under review by:

		The C&M ICS CIPHA: DAAG, and approval by the C&M ICS DDIGSC

Annually –January 2027

		The DPO should also review ongoing compliance with DPIA







Please return to: CIPHA@merseycare.nhs.uk





DPIA: CIPHA Secure Data Environment (SDE) Sharing Data for Research with Academia
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[bookmark: _Toc148960522]Definitions of Terms


CIPHA: The Cheshire and Mersey shared care record. More information on CIPHA is available at https://cipha.nhs.uk 


CIPHA TRE: The secure, trustworthy research environment for researchers to access de-identified Cheshire and Mersey Shared Care Record data for agreed research purposes.


Controlled data: Refers to ‘data’ for which the Data Asset and Access Group has approved access. This data should be considered confidential; the Terms & Conditions of Access Agreement details how the researcher must work with controlled data.  


Data Asset and Access Group (DAAG): The Group decides whether a project is granted access to controlled data and ensures that the approvals process is fair and transparent and data are properly safe guarded.


Researcher: Eligible researchers must work in a UK academic institution, charity or public sector organisation for the duration of access to the CIPHA TRE.


Statistical Disclosure Control: Is a methodology used to check that research outputs do not disclose potentially identifying information before release from the CIPHA TRE.


Statistical results or outputs: Refers to statistics derived from the data. A researcher may produce statistical outputs not intended for release but for sharing with other researchers working on their project to help them in their analysis. These types of outputs are called intermediate output. Final outputs are statistics derived from data which have been checked and cleared as non- disclosive and can be safely shared beyond the research team. 





1. [bookmark: _Toc148960523]Introduction


Researchers wishing to access data for which they have approval from the DAAG (Data Asset and Access Group) must agree to the terms set out in this document and any other document referred to herein. 





This Agreement represents one of the steps that the researcher must fulfil prior to being granted access to controlled data through the CIPHA (Combined Intelligence for Population Health Action Secure Data Environment. It must be signed by the researcher and returned by email (cipha@merseycare.nhs.uk) to the DAAG administration team.





This Agreement demonstrates that the prospective researcher understands the seriousness of their undertaking, and that they understand that penalties maybe imposed for non-compliance with security or confidentiality (detailed in Appendix A).


[bookmark: _Toc148960524]2. Parties


This Agreement is between





1. the individual researcher accessing controlled data or intermediate outputs via the CIPHA SDE; and





2. CIPHA 






3. [bookmark: _Toc148960525]Agreement


3.1 [bookmark: _Toc148960526]Access and Use





1. Access to data is being provided for the research purpose described in your approved Data Access Request Form. Data provided shall not be used for any other purposes without the prior written consent of the DAAG.  


 2. All members of the research team are required to obtain researcher accreditation status (safe researcher training) to access data supplied by the DAAG within the CIPHA TRE.   


3. The researcher shall not disclose the data pursuant to this Agreement to anyone. 


4. The researcher will not attempt to identify any individual person or organisation through access and use of the data. In the unlikely event that a researcher inadvertently identifies a data subject via spontaneous recognition, the researcher will inform CIPHA (cipha@merseycare.nhs.uk) as soon as possible. 


5. The researcher will not attempt to link the data to any other external files unless such data linkage exercise has been explicitly approved as part of their application or approved subsequently as part of a special request to the DAAG. 


6. Any incidents of unauthorised access to, processing of, or disclosing of data must be reported to the DAAG as soon as possible. 


7. Any non-compliance with this Agreement will result in the immediate imposition of remediation, see Appendix A for a list of non-compliance behaviours. Also see the Terms & Conditions of Access Compliance Policy for more information. 


8. The DAAG reserves the right to monitor, record, and audit, or to request a written report from the researcher regarding the use and activities relating to the use of the data by the researcher during the lifetime of this Agreement. 


9. The DAAG will retain all information submitted by the researcher (including queries, applications, appeals, project documentation) for the lifetime of the DAAG. The DAAG will retain and use this information for monitoring, management and improvement of the service and for the creation of a knowledge base. In the interest of transparency, the DAAG will publish the PIs name, Institution and project title of the individual projects approved by the DAAG on the CIPHA website register https://www.cipha.nhs.uk/media/oxhfgobx/l-data-sharing-register.pdf.


10. The Agreement is subject to review and without limitation whenever a change in the law, contracts for services with third parties, other procedures or other relevant circumstances takes place.


11. On termination of the Agreement for whatever reason, all access to the data related to the project shall cease immediately. 








[bookmark: _Toc148960527][bookmark: _Toc148960528]3.2 The researcher’s environment





12. The researcher is required to take steps to maintain the confidentiality of the data for which they are granted access. The researcher undertakes to: 


a. Use the provided credentials for verifying their identity.


b. Not to share their credential with anyone else (including other members of their research team).


c. Create a password that has a minimum length of 10 characters, is case sensitive, contains a mixture of alphabetic (a-Z, upper and lower case), numeric (0-9) and


special characters from the range: ! @ # $ % ^ & + = / ? [ ] . , _ ~ -


d. Not allow their account to be used by anyone else, either by logging on and


permitting others to use their session, or by disclosing their credentials.


e. Only access the data in an office at their place of work. 


Unless in correspondence with the CIPHA team it is agreed that another (specified) location can be used.   


f. Work in an allocated office space only. The data must not be accessed in a communal space such as (but not limited to) a campus Library, Shop or Cafe.


g. Work, if possible, in a single occupancy office. If this is not possible, the researcher’s computer screen must be positioned so it is not overlooked or alternatively they must use a privacy shield on their computer to ensure no one other than the named researcher can see the data. 


h. Ensure that the lock screen function on the device used for accessing the data is activated.


i. Lock the door when leaving their office or if in a shared office shut down access to the CIPHA TRE. 


j. Make no attempt to screen-shot, copy, move, download or take a picture of the data.


k. Only access data for which they have been given permission from the DAAG.


l. Keep all notes relating to their work with the data in a locked drawer and at the end of the project destroy all notes using a confidential waste deposal service approved by their Institution.  


m. Provide the DAAG with a photo of their work environment (if working in an office at their place of work) if requested.












[bookmark: _Toc148960529][bookmark: _Toc148960530]3.3 Statistical Outputs and releases


13. Prior to moving intermediate or final outputs, the researcher is required to apply the rules for Statistical Disclosure Control (SDC) for outputs. 


14. Only named applicants will be granted access to view intermediate outputs in the CIPHA TRE.


15. Final outputs, prior to removal from the CIPHA TRE, must first be screened to ensure that they are non-disclosive. The screen undertaken should be recorded and made available to the DAAG on request.


16. The DAAG may choose to validate Final Outputs and reserve the right to release in whole or in part, an amended version or not to release at all, as deemed appropriate, the proposed output produced by the researcher working on the project pursuant to this Agreement. 


17. In the event that the DAAG decide not to release the proposed output, the researcher will have an opportunity to attempt to demonstrate to them that the output is safe. However, the final decision to release an output rests with the DAAG output checkers, not the researcher. 


[bookmark: _Toc148960531]3.4 Acknowledgement and Copyright





18. Data and related documentation pursuant of your application shall at all times be and remain the sole and exclusive property of the data controller(s). This Agreement pertains to the use of the data to produce a “proposed output” for research purposes, nothing contained herein shall be deemed to convey any title or ownership interest in the data to the researcher. 





19. The researcher must acknowledge, in any publication, whether printed, electronic or broadcast, that contains outputs released by DAAG, 


· the original data creators, depositors or copyright holders; 


· the data collections, 


Wording for this will be provided.


20. The researcher agrees to submit, upon completion of their project, to the DAAG a one page plain English summary of their project and findings to be published on CIPHA website.








[bookmark: _Toc148960532][bookmark: _Toc148960533]4. Declaration 





The Declaration is to be agreed and signed by the applicant.  





By signing this Declaration, I, the Researcher confirm that:


· I have read and understand the conditions specified in this Terms *Conditions of Access Agreement.


· The information provided, including any supporting documentation relating to my application, is correct. 


· I authorise the DAAG to check the authenticity of the information I have provided including my identity, title, role and contact details.  


· The data provided to me shall be kept secure and confidential according to the terms of this Agreement. 


In addition, that I understand that: 


· The DAAG will hold and process information associated with my application for validation and statistical purposes, and for the purposes of the management of the service. 


· I may be liable to criminal prosecution under the Data Protection Act (2018) if I disclose Personal Data without the written authority of the relevant data controller. 


· I may be liable to penalties outlined in Appendix A of this Agreement if I disclose data or breach procedures. 


· I am required to bring directly to the attention of the DAAG any matters or events that may affect my obligations under this declaration.  


· I am required to inform the DAAG of any changes:


· to my contact details; 


· relevant to my research or this application.  





Researcher full name and title





Institution address

















Signature





Date 











[bookmark: _Toc148960534]APPENDIX A: Non-compliance behaviours 


Procedural – information you provide


Providing false or inaccurate information on your application form


Providing a picture of your work environment which is not reflective of your actual work environment   


A failure to inform the DAAG of any matters or events that may affect your obligations under this declaration


A failure to inform the DAAG of any relevant changes related to your research application and to your research project proposal


A failure to inform the DAAG of any changes to your contact details


A failure to provide to the DAAG a one page plain English summary of your project for publication on its website.


Procedural –managing your security for access to the CIPHA TRE


A failure to keep your verification credentials and password secure 


Sharing your verification credentials and or passwords with unauthorised persons


Attempting to access data from an access point other than the one agreed 


Procedural –how you work within the CIPHA TRE


Using the data provided to you for a purpose other than the one stipulated in your application and agreed to by the DAAG  


Attempting to link data provided to you with any other external files unless, such, data linkage has been explicitly approved of by the DAAG. 


Attempting to screen-shot, copy, download or take a picture of the data (controlled or outputs)


Attempting to reproduce to any extent, any original dataset or copies or subsets of any data for which you have been given access


Enabling or allowing an authorised person to see, copy, download or remove data (controlled or outputs) from the CIPHA TRE


Attempting to move outputs (intermediate or final) within or from the CIPHA TRE without the explicit permission of the Centre’s RIG team


Deliberately providing misleading or inaccurate information to the output checkers


A failure to implement a document management plan including ensuring the safe disposal of any notes associated with working with the controlled data


Procedural –reporting an event/incident


A failure to report incidents of unauthorised access to, processing of, or disclosing of data as soon as you become aware of it and no later than 48 hours after you become aware of it.


A failure to co-operate with a security incident or event investigation undertaken by the DAAG


Procedural –acknowledgement and copyright


A failure to properly acknowledging in any publication, whether printed, electronic or broadcast, that contains outputs released by DAAG, the original data creators, depositors or copyright holders. 


A failure to cite, in any publication (printed, electronic or broadcast,) that contains outputs released by DAAG, the data collections used. 














Civil ––how you work within the CIPHA TRE


Making unauthorised modifications to software applications or hardware provided in the CIPHA TRE


Criminal (Data Protection Act, 2018 Sections 170, 171)


Knowingly or recklessly retaining personal data without the consent of the data controller


Attempting to identify persons within a confidential dataset. It is also an offence for a person to knowingly or recklessly process personal data that is information that has been re-identified











With thanks and acknowledgment to the Centre for Epidemiology, University of Manchester for the template for this agreement.
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DATED 		 


 


 


 


 


(1) ST HELENS & KNOWSLEY TEACHING HOSPITALS NHS TRUST  


and 


(2) SYSTEM C HEALTHCARE LTD 


 


 


Change Authorisation Note in respect of the contract relating to the provision of a shared care record system and associated Services


 








			CR NO.:


CONTRACT DATE:





			TITLE:  


			DATE RAISED: 





			28th March 2018


			Change Authorisation to incorporate Crown Commercial Service’s Standard GDPR Clauses    


			 11 October 2022





			CONTRACT:


			TYPE OF CHANGE: 





			REQUIRED BY DATE: 





			


			Incorporate additional clauses related to data processing 


			   











1. Background





1.1 The Parties entered into a contract relating to the provision of a shared care record system and associated services in March 2018 (the “Contract”).   





1.2 Pursuant to the EU General Data Protection Regulation (GDPR) coming into force on 25 May 2018, the Supplier sent the Authority (the Controller) a GDPR statement which included the Crown Commercial Service’s Standard GDPR Clauses to govern any processing of personal data by the Supplier. 





2. Purpose


The Parties now wish to include the Crown Commercial Services Standard GDPR Clauses in a Change Authorisation Note together with the updated processing instructions agreed in the Change Authorisation Note dated 1 August 2022 so that the Parties have the current processing instructions and GDPR legal terms in one document.


3. The amendments to the Contract to put this purpose into effect are as follows:





3.1 The substitution of Clause 23 (Protection of Personal Data) of the Contract with the new Clause 23 in the form set out in Appendix 1 hereto;





3.2 The Parties have already agreed the up-to-date processing instructions in the Change Authorisation Note dated 1 August 2022. The processing instructions now forming Schedule 11 (Processing, Personal Data and Data Subjects) are recorded again in this Change Authorisation in Appendix 2 as they are referenced in the new Clause 23;





3.3 The substitution of Clause 43 (THIRD PARTY RIGHTS) with the new Clause 43 in the form set out in Appendix 3 hereto;





3.4 The new definitions set out in Appendix 4 shall be added to the definitions in Schedule 1 of the Contract. 





4.  Other than the changes set out above, the terms of the Contract remain unchanged.     





SIGNED ON BEHALF OF THE AUTHORITY:	SIGNED ON BEHALF OF THE SUPPLIER:














Signature:  ______________		Signature:_____________________





Name:	_________________		Name:________________________





Position: ________________		Position:______________________





Date:	____________________	Date:_________________________












Appendix 1





NEW Clause 23 (Protection of Personal Data)








23 (Protection of Personal Data)





23.1 The Parties acknowledge that for the purposes of the DP Legislation, the Authority is the Controller and the Supplier is the Processor. The only processing that the Supplier is authorised to do is listed in Schedule 11 by the Authority and may not be determined by the Supplier.


23.2 The Supplier shall notify the Authority immediately if it considers that any of the Authority's instructions infringe the DP Legislation.


23.3	The Supplier shall provide all reasonable assistance to the Customer in the preparation of any Data Protection Impact Assessment prior to commencing any processing. Such assistance may, at the discretion of the Authority, include:


(a)   a systematic description of the envisaged processing operations and the purpose of the processing;


(b)   an assessment of the necessity and proportionality of the processing operations in relation to the Services;


(c)   an assessment of the risks to the rights and freedoms of Data Subjects; and


(d)   the measures envisaged to address the risks, including safeguards, security measures and mechanisms to ensure the protection of Personal Data.


23.4 	The Supplier shall, in relation to any Personal Data processed in connection with its


obligations under this Contract:


(a)   	process that Personal Data only in accordance with Schedule 11 unless the Supplier is required to do otherwise by Law.  If it is so required, the Supplier shall promptly notify the Authority before processing the Personal Data unless prohibited by Law;


(b) 	ensure that it has in place Protective Measures, which have been reviewed and approved by the Customer as appropriate to protect against a Data Loss Event having taken account of the:


(i) 	 nature of the data to be protected;


(ii) 	harm that might result from a Data Loss Event;


(iii) 	state of technological development; and


(iv) 	cost of implementing any measures;


(c) 	ensure that:


(i) 		the Supplier Personnel do not process Personal Data except in accordance with this Agreement (and in particular Schedule 11);


(ii) 		it takes all reasonable steps to ensure the reliability and integrity of any Supplier Personnel who have access to the Personal Data and ensure that they:


(A) 	are aware of and comply with the Supplier’s duties under this clause;


(B) 	are subject to appropriate confidentiality undertakings with the Supplier or any Sub-processor;


(C)  are informed of the confidential nature of the Personal Data and do not publish, disclose or divulge any of the Personal Data to any third Party unless directed in writing to do so by the Customer or as otherwise permitted by this Contract; and


(D)  have undergone adequate training in the use, care, protection and handling of Personal Data; and


(d) 	not transfer Personal Data outside of the EEA unless the prior written consent of the Authority has been obtained and the following conditions are fulfilled:


(i) 	the Authority or the Supplier has provided appropriate safeguards in


relation to the transfer (whether in accordance with GDPR Article 46) as determined by the Authority;


(ii) 	the Data Subject has enforceable rights and effective legal remedies;


(iii) 	the Supplier complies with its obligations under the DP Legislation by providing an adequate level of protection to any Personal Data that is transferred (or, if it is not so bound, uses its best endeavours to assist the Customer in meeting its obligations); and


(iv) 	the Supplier complies with any reasonable instructions notified to it in advance by the Authority with respect to the processing of the Personal Data;


(e) 	at the written direction of the Authority, delete or return Personal Data (and any copies of it) to the Authority on termination of the Contract unless the Supplier is required by Law to retain the Personal Data.


23.5	Subject to clause 23.6, the Supplier shall notify the Authority immediately if it:


(a)	receives a Data Subject Access Request (or purported Data Subject Access Request);


(b) 	receives a request to rectify, block or erase any Personal Data;


(c) 	receives any other request, complaint or communication relating to either Party's obligations under the DP Legislation;


(d) 	receives any communication from the Information Commissioner or any other regulatory authority in connection with Personal Data processed under this Contract;


(e) 	receives a request from any third Party for disclosure of Personal Data where compliance with such request is required or purported to be required by Law; or


(f) 	becomes aware of a Data Loss Event.


23.6 	The Supplier’s obligation to notify under clause 23.5 shall include the provision of 


further information to the Authority in phases, as details become available.


23.7 	Taking into account the nature of the processing, the Supplier shall provide the Authority with full assistance in relation to either Party's obligations under DP Legislation and any complaint, communication or request made under clause 23.5 (and insofar as possible within the timescales reasonably required by the Authority) including by promptly providing:


(a) 	the Authority with full details and copies of the complaint, communication or request;


(b) 	such assistance as is reasonably requested by the Authority to enable the Authority to comply with a Data Subject Access Request within the relevant timescales set out in the DP Legislation;


(c) 	the Authority, at its request, with any Personal Data it holds in relation to a Data Subject;


(d) 	assistance as requested by the Authority following any Data Loss Event;


(e) 	assistance as requested by the Authority with respect to any request from the Information Commissioner’s Office, or any consultation by the Authority with the Information Commissioner's Office.


23.8 	The Supplier shall maintain complete and accurate records and information to demonstrate its compliance with this clause. This requirement does not apply where the Supplier employs fewer than 250 staff, unless:


(a) 	the Authority determines that the processing is not occasional;


(b) 	the Authority determines the processing includes special categories of data as referred to in Article 9(1) of the GDPR or Personal Data relating to criminal convictions and offences referred to in Article 10 of the GDPR; and


(c)		the Authority determines that the processing is likely to result in a risk to the rights and freedoms of Data Subjects.


23.9 	The Supplier shall allow for audits of its Data Processing activity by the Authority or


the Authority’s designated auditor.


23.10 	The Supplier shall designate a Data Protection Officer (DPO) if required by the DP Legislation.


23.11	Before allowing any Sub-processor to process any Personal Data related to this Contract, the Supplier must:


(a) 	notify the Customer in writing of the intended Sub-processor and processing;


(b) 	obtain the written consent of the Customer;


(c) 	enter into a written agreement with the Sub-processor which give effect to the terms set out in this clause 23.11 such that they apply to the Sub-processor; and


(d)	provide the Authority with such information regarding the Sub-processor as the Authority may reasonably require.


23.12 	The Supplier shall remain fully liable for all acts or omissions of any Sub-processor.


23.13 	The Supplier may, at any time on not less than 30 Working Days’ notice, revise this clause by replacing it with any applicable controller to processor standard clauses or similar terms forming part of an applicable certification scheme (which shall apply when incorporated by attachment to this Contract).


23.14	The Parties agree to take account of any guidance issued by the Information Commissioner’s Office. The Supplier may on not less than 30 Working Days’ notice to the Authority amend this Contract to ensure that it complies with any guidance issued by the Information Commissioner’s Office.


23.15 A Service Recipient Organisation may enforce the terms of this Clause 23 in respect of data of which it is the Controller that is being Processed by the Supplier.



Appendix 2





SCHEDULE 11


[bookmark: _Hlk518380617]Processing, Personal Data and Data Subjects





This Schedule shall be completed by the Controller, who may take account of the view of the Processors, however the final decision as to the content of this Schedule shall be with the Controller at its absolute discretion.





1. The contact details of the Controller’s Data Protection Officer are: 


Camilla Bhondoo


Head of Risk Assurance and Data Protection Officer (Mid Mersey Digital Alliance)


[bookmark: _Hlk124172918]Email: camilla.bhondoo@midmerseyda.nhs.uk    DPO@midmerseyda.nhs.uk


Tel: 07385491728





2. The contact details of the Processor’s Data Protection Officer are: 


Sarah da Silva-Steer


[bookmark: _Hlk109994027]Information Governance Manager


Email: sarah.dasilva@graphnethealth.com


Tel: 07912 463 766





The Processor shall comply with any further written instructions with respect to processing by the Controller that are within the scope of the Services to be provided under this Contract and which the Processor confirms are technically achievable, including (but not only) to enable the Authority and the Service Recipient Organisations to meet their obligations under the Data Sharing Agreements through which they obtain data including SUS Data from NHS Digital (the DARS Application). A copy of the current version of the DARS Application DARS-NIC-396095-H1P1D-v3.4, under which Cheshire and Merseyside ICB is a joint data controller, is annexed below and the relevant processing instructions to which the Processor will carry out are the Processing Activities in clause 5b. Cheshire and Merseyside ICB is a Service Recipient Organisation and Data Controller under the Contract. 


3. Any such further instructions shall be notified to the Processor and incorporated into this Schedule or documented as “Additional Processing Instructions” agreed by the Parties.











			Description


			Details





			Identity of Controller for each Category of Personal Data


			The Parties acknowledge for the purposes of DP Legislation, the Authority and the Service Recipient Organisations are the Controllers (the Authority being the lead for accountability purposes), and Graphnet Health Limited (as an authorised Sub-Supplier under the Contract) is the Processor of the Personal Data. 








			Duration of the processing


			The Term of the Contract due to expire on 31st March 2025 (unless extended or terminated earlier) 





			Nature and purposes of the processing


			Purpose of the processing:


· Supporting the provision of health or social care services to individuals, including their diagnosis and treatment, and the management of their care and support.


· Identifying those at risk of illness and disease and managing preventative activities.


· Activating and empowering individuals in their own care.


· Coordinating and optimising patient flows.


· Management of health or social care services.


· Sharing pseudonymised and de-identified data to improve services and outcomes.


· Sharing pseudonymised and de-identified data for health and care research purposes.


· Provision of a Personal Health Record.





The nature of the processing includes:


· Extraction from clinical and social care systems.


· Transport personal and special category data (encrypted) to the data processing facility.


· Data quality checking and reconciliation.


· Data storage.


· Processes to create data profiles that support specified clinical pathways.


· Controls designed to limit access to relevant elements of an individuals’ record on a ‘need to know’ basis.


· Processes that allow authorised professionals to view and access relevant clinical and social care records.


· Procedures for ensuring the appropriate erasure or destruction of data.








			Type of Personal Data


			Personal Data, Special Categories of Personal Data and/or Criminal Offence Data, which relates to any individual’s health, care, social care or wellbeing, including their detailed treatment or clinical or care history.





This shall include personal demographics, including (but not limited to) name, address, date of birth, gender, NHS number, telephone number, occupation, together with  special category data including (but not limited to) ethnicity, religion, images, sexual life or sexual orientation, biometric or genetic data, medications, referrals or clinical summaries, keyworkers, medical history, treatments, test results, referrals, care plans, care packages, medication, medical opinions and other relevant support, needs and provision care details, and information relating to the family of the individual and the individual’s lifestyle and social circumstances.





In addition, information about those who support an individual including the names and contact details of carers, relevant close relatives, next of kin, representatives, together with their ethnicity, religion, sexual orientation, gender, and their religious or philosophical beliefs where relevant to the care of the individual.








			Categories of Data Subject


			Staff (including authorised volunteers, agents and temporary workers). 


Individuals accessing and/or using health, care, social care or wellbeing services in Cheshire and Merseyside and its environs, including but not limited to patients, social care service users, next of kin, carers and members of the general public.





			Plan for return and destruction of the data once the processing is complete


UNLESS requirement under union or member state law to preserve that type of data


			At the choice of the Controller, delete or return the Personal Data to the Controller at termination of the Services Contract and delete existing copies, unless storage of the Personal Data is required by law. The Processor will provide a certificate of destruction upon deletion of Personal Data. If Personal Data is returned to the Controller, it will be a read-only copy in an agreed format as at the date of termination of the Services Contract.  











			Additional data processing


Additional processing instructions for services provided in connection with the provision of a Trusted Research Environment (TRE) during such period as the TRE is to be provided as a part of the Services.





			The Data to be processed





			A detailed description of all the Data to be included in the TRE and processed under these Instructions 


			De-identified data held in the Regional TRE as specifically authorised by the Authority as being necessary or likely to be helpful in connection with the Services, including:


· GP data including events, disease coding, medications;


· Demographics;


· Community care;


· Mental Health care;


· Social care;


· Acute admissions/discharges/transfers;


· Emergency care;


· Outpatients;


· Reference data sources.








			Full details of the source(s) of all the Data to be processed under these Instructions 


			Data sourced from the Service Recipient Organisations and Registered Users as identified in Schedule 2.6 of this Agreement.





			Full details of how access to the Data to be processed under these Instructions will be controlled and by whom


			The Data Access and Asset Group (DAAG) of the Authority will specify the content of the Data to be available for use in the TRE and will authorise which organisations shall be granted access to particular data using the role-based access functionality.





Researchers will only have access to the de-identified Data held in the TRE. And any Data exported from the TRE will be fully anonymised data.   





			The recipients of the processing





			Full details of all organisations (the Researchers) and their employees and contractors authorised by the Data Controller(s) to have access to the Data to be processed under these Instructions, (“Authorised End Users”) including the nature of the Data each will access 


			University of Liverpool and Edge Hill University via their academics and researchers who are authorised by the Authority to have access to the Data through the TRE.





Additional Researchers may be agreed with the Authority.





			Security and confidentiality 





			Details of the security and confidentiality requirements to be put in place by each Researcher and Authorised End User in respect of the data they receive and access 


			Two Information Governance Gateways will need to be satisfied before access to the TRE will be granted:





i) Organisational Information Governance Gateway


The employing organisation or department within an organisation, of the individual researcher applying for the data will be required to demonstrate one of the following:


· Data Security Protection Toolkit, or


· Cyber Essentials Plus, or


· Equivalent ISO standard





ii) Individual Information Governance Gateway


The individual will be required to undertake the Safer Research Training and sign an individual contract with the Data Controller detailing the parameters under which the data is being used.





The Researcher organisation will also have to satisfy ethics approval for their research project and confirm processes for validating the safe egress of research outputs, such as charts and diagrams, from the TRE, and that they meet the necessary anonymisation requirements for NHS Digital and the ICO.





Access to the data will be granted via the Data Access and Asset Group with representative membership from Data Controller organisations.





All access provided to the research data marts in the TRE will be via secure remote desktop services.


All user access requests for access to the TRE will be logged via the trusted authority on the Graphnet Jira Cloud access desk. All access requests and access to the TRE are auditable.








			Duration and authority





			Duration of the processing under these Instructions





			From the date of these Processing Instructions until the earlier of:


(a) The Authority notifying the Supplier that the TRE services shall terminate; or


(b) The termination of the Contract.





All operation of and processing by the Supplier under these instructions shall be subject to the relevant charges for the relevant TRE having been received by the Supplier.


















Annex 















Appendix 3





[New] Clause 43 (THIRD PARTY RIGHTS)





43. [bookmark: _Toc64042904]THIRD PARTY RIGHTS


43.1	The provisions of:


43.1.1	clause 19.1 (IPRs indemnity), paragraph 2.1 and 2.6 of Part A, Paragraphs 2.1, 2.6, 3.1 and 3.3 of Part B, Paragraphs 2.1 and 2.3 of Part C and Paragraphs 1.4, 2.3, and 2.8 of Part D of Schedule 9 (Staff Transfer) and the provisions of Paragraph 6.9 of Schedule 8.5 (Exit Management) (together the “Third Party Provisions”) confer benefits on persons named in such provisions other than the Parties (each such person a “Third Party  Beneficiary”)  and are intended to enforceable by Third Party Beneficiaries by virtue of the CRPTA; and


43.1.2	clause 23 (Protection of Personal Data) and Schedule 11 (Processing, Personal Data and Data Subjects) (the “Data Processing Provisions”) are intended to be enforceable by any Service Recipient Organisation who is the data controller of personal data being processed by the Supplier under this Contract. 


43.2	Subject to Clause 43.1, a person who is not a Party to this Contract has no right under the CRTPA to enforce any term of this Contract but this does not affect any right or remedy of any person which exists or is available otherwise than pursuant to that Act.


43.3	No Third Party Beneficiary may enforce, or take any step to enforce, any Third Party Provision without the prior written consent of the Authority, which may, if given, be given on and subject to such terms as the Authority may determine.


43.4	Any amendments or modifications to this Contract may be made, and any rights created under Clause 43.1 may be altered or extinguished, by the Parties without the consent of any Third Party Beneficiary.









Appendix 4


New definitions to be added to Schedule 1





“Data Loss Event”		any event that results, or may result, in unauthorised access to Personal Data held under the Contract, and/or actual or potential loss and/or destruction of Personal Data in breach of the Contract, including any Personal Data Breach;





“Data Protection Impact Assessment”	an assessment by the Controller of the impact of the envisaged processing on the protection of Personal Data. 
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1 Parties
This Data Sharing Agreement is made between:

11 The Health and Social Care Information Centre ("NHS Digital"), a non-departmental public body established
pursuant to section 252 of the Health and Social Care Act 2012 whose address is 7 and 8 Wellington
Place, Leeds, West Yorkshire, LS1 4AP; and

1.2 The party whose details are set out in Annex A: section 1b (the "Recipient").

2 Status of this Agreement

2.1 This Data Sharing Agreement ("DSA") is subject to the terms of the Data Sharing Framework Contract made
between NHS Digital and the Recipient, as detailed in Annex A: section 1b. This DSA comprises:
2.1.1 the details set out in this document;
2.1.2 the Annexes to this document.

2.2 In the event of any conflict between any provision of this DSA and the Data Sharing Framework Contract:
2.2.1 the Special Conditions in Annex A section 6 of this DSA shall prevail, followed by,
2.2.2 Part 1 of the Data Sharing Framework Contract, followed by,
2.2.3 Part 2 of the Data Sharing Framework Contract, followed by,
2.2.4 the Data Sharing Framework Contract Schedules, followed by,
2.2.5 the remainder of the terms of this DSA (other than the Annexes), and then followed by,
2.2.6 the other Annexes to this DSA.

3 Term and Termination of this DSA

3.1 This DSA shall commence on the start date specified in Annex A: section 1a and, unless otherwise terminated in

accordance with the terms of this DSA and/or the Data Sharing Framework Contract, shall continue until the end
date specified in Annex A: section 1a (the "Term").

3.2 This DSA will terminate automatically on the termination or expiry of the Data Sharing Framework Contract, save
where a New Contract has been agreed by the parties.
33 This DSA may be terminated prior to the end of the Term:
3.3.1 by the Recipient at any time by notifying NHS Digital in writing;
3.3.2 by NHS Digital at any time by giving to the Recipient not less than one months' prior notice in
writing; or
3.3.3 in accordance with the provisions of the Data Sharing Framework Contract (or any New
Contract) from time to time in force.
3.4 This DSA may be updated or varied from time to time by:
3.4.1 NHS Digital notifying the Recipient of the update in accordance with Clause 18.2 of the Data

Sharing Framework Contract; or

3.4.2 NHS Digital and the Recipient agreeing the variation in accordance with Clause 18.3 of the Data
Sharing Framework Contract.

35 Where this DSA is updated or varied in accordance with Clause 3.4, NHS Digital shall issue an updated version of
the DSA to the Recipient to reflect the update or variation to the terms ("Updated DSA"). NHS Digital shall allocate
a new sequential version number to the Updated DSA to identify that the DSA is updated or varied. For example, a
DSA with reference DARS-NIC-NNNNN-NNNNN-v1.1, would be updated to DSA DARS-NIC-NNNNN-NNNNN-v2.0.

3.6 The parties acknowledge that this DSA, as updated or varied in accordance with Clause 3.4, shall be read and
construed as the same appears in an Updated DSA. Except as updated or varied in accordance with Clause 3.4,
this DSA shall continue in full force and effect.

4 Data
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4.1 Annex B: section 2, sets out the details of the Data that will be provided by NHS Digital to the Recipient under this

DSA.
4.2 NHS Digital shall supply the Data to the Recipient or its nominated Data Processor in accordance with the data

transfer method set out in Annex B: section 2.
4.3 The Recipient shall:

43.1 comply with the provisions set out in Annex A and Annex B; and

43.2 only process and store the Data at the location(s) specified in Annex A: Section 2.
4.4 Where Annex A states that the Recipient is entitled to sub-licence the Data, the Recipient shall enter into a Sub-

Licence which is compliant with the requirements set out in Annex A: section 10 together with Clause 3.3 of Part 2
and Schedule 4 of the Data Sharing Framework Contract, and shall procure that the sub-licensee complies with its
obligations as set out in Annex A: Section 10 and Schedule 4 (Sub-licensing conditions) of the Data Sharing
Framework Contract.

4.5 The Recipient shall comply with the requirements of Clause 3 of the Data Sharing Framework Contract in respect
of any sub-licensing of the Data.

5 Data Processor

5.1 The Recipient wishes to engage the party whose details are set out in Annex A: section 1c to act as its Data
Processor to carry out the processing activities set out in Annex A: section 5.

5.2 NHS Digital consents to the appointment by the Recipient of the party whose details are set out in Annex A:
section 1c to act as its Data Processor solely for the processing activities set out Annex A: section 5. No other
processing or use is permitted by the Data Processor.

5.3 The Recipient shall be responsible for all acts and omissions of the Data Processor as if they were acts and
omissions of the Recipient under this DSA.

6 Charges

6.1 The Recipient shall pay the Charges set out in Annex A: section 11 in accordance with the payment terms
contained there and in the Data Sharing Framework Contract.

7 Data Access

7.1 Under the terms of this DSA, the Recipient must ensure that access to the Data is managed, auditable and

restricted to those individuals who need to process the Data for the Purpose outlined in this DSA.

SCHEDULE 1

1 Interpretation

11 In this DSA the following expressions have the following meanings. Defined terms not detailed below shall be
interpreted in accordance with the defined terms set out in the DSFC:

Recipient means the party named in Annex A: section 1b who will be a Data
Controller of any Personal Data to be shared under and in accordance
with this DSA;

Data Sharing Framework Contract means the Data Sharing Framework Contract as detailed in Annex A:

or DSFC section 1b;

Identifiable Data means Personal Data, but extended to apply to dead as well as living
individuals;

Non-identifiable Data means Data that is not Identifiable Data;

Term has the meaning given in Clause 3.1 of this DSA.

1.2 The rules of interpretation in the DSFC shall apply to this DSA.
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Annex A: Application Summary

1a: General
Request Number:

Request Title:

DARS-NIC-615980-P3Y7N-v1.2

NHS CHESHIRE AND MERSEYSIDE INTEGRATED CARE BOARD - IV, RS &

Comm
DSA Start Date: 05/01/2023
DSA End Date: 04/01/2026

1b: Data Controller(s)

« NHS CHESHIRE AND MERSEYSIDE INTEGRATED CARE BOARD

Data Controller:

Organisation Type:
Data Controller Type:
Processing the data:
NHS Digital Framework Contract Reference:
Contract Expiry Date:
Security Assurances for Data Controller
Type:
Latest Status:
Date Published:
ODS Code:

Comments:

NHS CHESHIRE AND MERSEYSIDE INTEGRATED CARE BOARD

WARRINGTON HOSPITAL
LOVELY LANE
WARRINGTON

WAS 1QG

ICB - Integrated Care Board
Sole Data Controller

Yes

DSP Toolkit
Not Published

QyG

The ICB is relying on the 21/22 DSPT submitted by the former CCG:

01F (CCG) - 21/22 Standards Met 31/03/2022
01J (CCG) - 21/22 Standards Met 30/06/2022
01T (CCG) - 21/22 Standards Met 01/04/2022
01V (CCG) - 21/22 Standards Met 01/04/2022
01X (CCG) - 21/22 Standards Met 13/05/2022
02E (CCG) - 21/22 Standards Met 31/03/2022
12F (CCG) - 21/22 Standards Met 30/03/2022
27D (CCG) - 21/22 Standards Met 01/04/2022
99A (CCG) - 21/22 Standards Met 27/06/2022

The ICB commits to submitting a self-assessed Data Security Protection Toolkit in-line with the 22/23 submission

timetable.
Date Reviewed:

Date Checked by NHS Digital:
DPA Registration
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NHS

Digital

DPA Registration Number: ZB340514

DPA Organisation Name: NHS CHESHIRE AND MERSEYSIDE INTEGRATED CARE BOARD
Expiry Date: 27/06/2023

DPA Checked On : 04/01/2023

Where the Data Controller named in section 1b is processing Data, it is only entitled to process the Data at the
location(s) specified in section 2a for the Purpose(s) outlined in section 5 subject to the Special Conditions in section
6, unless otherwise specified in section 6. Any processing of Data by an agreed Data Processor specified in section

1c shall be subject to the same restrictions. These details are therefore not repeated in section 1c.

1c: Data Processor(s)

NHS CHESHIRE AND MERSEYSIDE INTEGRATED CARE BOARD are permitted to process the data.

+ NHS Midlands and Lancashire Commissioning Support Unit

Data Processor Area: England/Wales

Organisation Address: Heron House
120 Grove Road
Stoke-On-Trent

ST4 41X
England
Security Assurances for Data Processor
Type: DSP Toolkit
Latest Status: Standards Met
Date Published: 30/06/2022
ODS Code: 0CX

Comments:

21/22 Standards Met 30/06/2022

NHS Digital has assessed the use of cloud by Midlands and Lancashire Commissioning Support Unit and is satisfied
that the requisite controls and principles are being followed. The Data Controller agrees to ensure that these

controls and principles are followed for the entire term of the agreement.

Date Reviewed:

Date Checked by NHS Digital: 04/01/2023
DPA Registration
DPA Registration Number: 22950066
DPA Organisation Name: The NHS Commissioning Board (NHS England)
Expiry Date: 17/02/2023
DPA Checked On: 04/01/2023
« Graphnet Health Ltd
Data Processor Area: England/Wales
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Organisation Address: Marlborough Court
Sunrise Parkway
Linford Wood
Milton Keynes

M14 6DY
ENGLAND
Security Assurances for Data Processor
Type: DSP Toolkit
Latest Status: Standards Exceeded
Date Published: 30/06/2022
ODS Code: 8GX89

Comments:

21/22 Standards Exceeded 30/06/2022

NHS Digital has assessed the use of cloud by Graphnet Health Ltd and is satisfied that the requisite controls and
principles are being followed. The Data Controller agrees to ensure that these controls and principles are
followed for the entire term of the agreement.

Date Reviewed:

Date Checked by NHS Digital: 04/01/2023
DPA Registration

DPA Registration Number: 21045461

DPA Organisation Name: Graphnet Health Limited

Expiry Date: 11/09/2023

DPA Checked On: 04/01/2023

« ST HELENS AND KNOWSLEY TEACHING HOSPITALS NHS TRUST

Data Processor Area: England/Wales

Organisation Address: WHISTON HOSPITAL
WARRINGTON ROAD
PRESCOT
L35 5DR
England

Security Assurances for Data Processor

Type: DSP Toolkit
Latest Status: Standards Met
Date Published: 30/06/2022
ODS Code: RBN
Comments:

21/22 Standards Met 30/06/2022

Date Reviewed:
Date Checked by NHS Digital: 04/01/2023

DPA Registration

DPA Registration Number: ZA280933
DPA Organisation Name: St Helens and Knowsley Teaching Hospitals NHS Trust
Expiry Date: 20/09/2023
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DPA Checked On: 04/01/2023
- MERSEY CARE NHS FOUNDATION TRUST

Data Processor Area: England/Wales

Organisation Address: V7 BUILDING
KINGS BUSINESS PARK
KINGS DRIVE
PRESCOT
L34 1PJ
ENGLAND

Security Assurances for Data Processor

Type: DSP Toolkit

Latest Status: Standards Exceeded
Date Published: 30/06/2022

ODS Code: RW4

Comments:

21/22 Standards Exceeded 30/06/2022

Date Reviewed:
Date Checked by NHS Digital: 04/01/2023

DPA Registration

DPA Registration Number: 726634416

DPA Organisation Name: MERSEY CARE NHS FOUNDATION TRUST
Expiry Date: 10/04/2023

DPA Checked On: 04/01/2023

« University of Liverpool

Data Processor Area: England/Wales

Organisation Address: Foundation Building
Brownlow Hill
Liverpool
L69 3BX
ENGLAND

Security Assurances for Data Processor

Type: DSP Toolkit
Latest Status: Standards Met
Date Published: 30/06/2022
ODS Code: 8HN20
Comments:

21/22 Standards Met 30/06/2022

Date Reviewed:

Date Checked by NHS Digital: 04/01/2023
DPA Registration
DPA Registration Number: 26390975
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DPA Organisation Name:
Expiry Date:
DPA Checked On:

« LIAISON FINANCIAL SERVICES LTD

Data Processor Area:

Organisation Address:

Security Assurances for Data Processor
Type:
Latest Status:
Date Published:
ODS Code:
Comments:

21/22 Standards Met 30/06/2022

The University of Liverpool

27/01/2023
04/01/2023

England/Wales

LIAISON COURT
VINCENT ROAD
WORCESTER
WRS5 1BW

DSP Toolkit
Standards Met
30/06/2022
8J035

NHS Digital has assessed the use of cloud by Liaison Financial Services Limited and is satisfied that the requisite
controls and principles are being followed. The Data Controller agrees to ensure that these controls and principles
are followed for the entire term of the agreement.

Date Reviewed:

Date Checked by NHS Digital:
DPA Registration

DPA Registration Number:

DPA Organisation Name:

Expiry Date:

DPA Checked On:

«  Amazon Web Services

Data Processor Area:

Organisation Address:

Security Assurances for Data Processor
Type:
Version:

Comments:

04/01/2023

72823416

Liaison Financial Services Ltd

18/08/2023
04/01/2023

England/Wales

1 Principal Place
Worship Street
London

EC2A 2FA

ISO
ISO/IEC 27001:2013-009

Reviewed and approved by NHS Digital Security on: 05/05/2020

Expiry: 11/07/2025
Date Reviewed:
DPA Registration
DPA Registration Number:
DPA Organisation Name:

Expiry Date:

05/05/2020

ZA481902

Amazon Web Services EMEA Sarl

12/12/2023
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DPA Checked On:

04/01/2023

+ NHS Arden and Greater East Midlands Commissioning Support Unit

Data Processor Area:

Organisation Address:

Security Assurances for Data Processor
Type:
Latest Status:
Date Published:
ODS Code:
Comments:

21/22 Standards Exceeded 22/06/2022

England/Wales

St Johns House
East Street
Leicester

LE1 INB
England

DSP Toolkit
Standards Exceeded
22/06/2022

ODE

NHS Digital has assessed the use of cloud by Arden and GEM Commissioning Support Unit and is satisfied that the
requisite controls and principles are being followed. The Data Controller agrees to ensure that these controls and
principles are followed for the entire term of the agreement.

Date Reviewed:
Date Checked by NHS Digital:
DPA Registration

DPA Registration Number:
DPA Organisation Name:
Expiry Date:
DPA Checked On:

« LIMA Networks Limited

Data Processor Area:

Organisation Address:

Security Assurances for Data Processor
Type:
Latest Status:
Date Published:
ODS Code:
Comments:

21/22 Standards Exceeded 27/06/2022

Date Reviewed:

Date Checked by NHS Digital:
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The NHS Commissioning Board (NHS England)
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England/Wales

Unit 6
Digital Park
Pacific Way
Salford
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DSP Toolkit
Standards Exceeded
27/06/2022
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DPA Registration

DPA Registration Number:
DPA Organisation Name:
Expiry Date:

DPA Checked On:

+  Optum Health Solutions UK Limited

Data Processor Area:

Organisation Address:

Security Assurances for Data Processor
Type:
Latest Status:
Date Published:
ODS Code:
Comments:

DSPT 21/22 - Self-assessed

Z8760070

Lima Networks Ltd
01/02/2023
04/01/2023

England/Wales

10th Floor

5 Merchant Square
Paddington
London

W2 1AS

ENGLAND

DSP Toolkit

Standards Exceeded

29/03/2022
8GW39

NHS Digital has assessed the use of cloud by Optum Health Solutions UK Limited and is satisfied that the requisite
controls and principles are being followed. The Data Controller agrees to ensure that these controls and principles
are followed for the entire term of the agreement.

Date Reviewed:

Date Checked by NHS Digital:
DPA Registration

DPA Registration Number:

DPA Organisation Name:

Expiry Date:

DPA Checked On:

04/01/2023

ZA085401

Optum Health Solutions UK Limited

06/11/2023
04/01/2023

- NHS GREATER MANCHESTER INTEGRATED CARE BOARD

Data Processor Area:

Organisation Address:

Security Assurances for Data Processor
Type:
Latest Status:
Date Published:
ODS Code:

Comments:

England/Wales

4TH FLOOR

3 PICCADILLY PLACE
MANCHESTER

M1 3BN

DSP Toolkit
Not Published

Qop
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The ICB is relying on the 21/22 DSPT submitted by the former CCGs:

00T (CCG) - 21/22 Standards Met 22/03/2022

00V (CCG) - 21/22 Standards Exceeded 30/06/2022

00Y (CCG) - 21/22 Standards Exceeded 29/04/2022

01D (CCG) - 21/22 Standards Exceeded 30/06/2022
01G (CCG) - 21/22 Standards Met 24/06/2022

01W (CCG) - 21/22 Standards Exceeded 30/06/2022
01Y (CCG)-21/22 Standards Met 30/06/2022

02A (CCG) - 21/22 Standards Met 27/06/2022

02H (CCG) - 21/22 Standards Exceeded 27/06/2022

14L (CCG) - 21/22 Standards Exceeded 30/06/2022

The ICB commits to submitting a self-assessed Data Security Protection Toolkit in-line with the 22/23 submission
timetable.

Date Reviewed:

Date Checked by NHS Digital: 04/01/2023
DPA Registration

DPA Registration Number: ZB343633

DPA Organisation Name: NHS GREATER MANCHESTER INTEGRATED CARE BOARD
Expiry Date: 28/06/2023

DPA Checked On: 04/01/2023

« Microsoft Limited

Data Processor Area: England/Wales
Organisation Address: Microsoft Campus
Thames Valley Park
Reading
RG6 1WG

Security Assurances for Data Processor

Type: ISO
Version: ISO/IEC 27001:2013 - 1729711
Comments:

Approved by NHS Digital Security team on 31/07/2020
Expiry: 18/06/2023

Date Reviewed: 31/07/2020
DPA Registration

DPA Registration Number: 26296785

DPA Organisation Name: MICROSOFT LIMITED
Expiry Date: 08/01/2024

DPA Checked On: 04/01/2023

2. Locations

2a. Processing Location(s)
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2b. Storage Location(s)

2c. Territory of use

UK

3. Datasets Held/Requested

Common Law Duty of Confidentiality

The common law duty of confidentiality is addressed by :

Mixture of confidential data flow(s) with support under section 251 NHS Act 2006 and non-confidential data

flow(s)

3a. Data Access Already Given

Dataset Extract Type Identifiability Sensitivity

3b. Additional Data Access Requested

Dataset Extract Type Identifiability Sensitivity
Invoice Validation  Extract Identifiable Sensitive
Datasets NHS Number NHS Number

Data Minimisation

See Processing Activities (5b)

Periods Legal Basis Frequency
Periods Legal Basis Frequency
01/04/2013 - Processing : Ad-hoc irregular

General Data Protection dissemination
Regulation Article 9 (2) (h),
General Data Protection

Regulation Article 6 (1) (e)

Latest Available

Dissemination :

National Health Service Act 2006 -
5251 - 'Control of patient
information'. ,

Health and Social Care Act 2012 —
$261(7)

For a full list of products, see https://digital.nhs.uk/services/data-services-for-commissioners/commissioning-datasets

Identifiable
NHS Number

Sensitive
NHS Number

Risk Stratification  Extract

Datasets

Data Minimisation

See Processing Activities (5b)

01/04/2013 -
Latest Available

Processing :

General Data Protection
Regulation Article 9 (2) (h),
General Data Protection
Regulation Article 6 (1) (e)

Ad-hoc irregular
dissemination

Dissemination :

National Health Service Act 2006 -
s251 - 'Control of patient
information'. ,

Health and Social Care Act 2012 —
$261(7)

For a full list of products, see https://digital.nhs.uk/services/data-services-for-commissioners/commissioning-datasets

Standard Data Sharing Agreement - Report run on 05/01/2023 02:48 PM

Page 11 of

30









Data Sharing Agreement (for Customer Approval) m

DARS-NIC-615980-P3Y7N-v1.2 Dig ital
Commissioning Extract Pseudo/Anonymis Sensitive 01/04/2008 - Processing : Ad-hoc irregular
Datasets ed Latest Available General Data Protection dissemination

Regulation Article 9 (2) (h),
General Data Protection
Regulation Article 6 (1) (e)

Dissemination :
Health and Social Care Act 2012 -
$261(5)(d)
Data Minimisation

See Processing Activities (5b)

For a full list of products, see https://digital.nhs.uk/services/data-services-for-commissioners/commissioning-datasets

3c. Patient objections
Patient Objections applied? Mixed

National Opt-outs are applied for identifiable data released for the purpose of Risk Stratification
National Opt-outs are not applied for identifiable data released for the purpose of Invoice Validation
National Opt-outs are not applied for pseudonymised data released for the purpose of Commissioning

National Opt-outs are not applied for re-identified data for the purpose of Direct Care

4. Privacy Notice

The data controller(s) listed within this agreement in Section 1 confirm that they will ensure that a GDPR compliant,
publicly accessible transparency notice is maintained throughout the life of this agreement.
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5. Purpose/Methods/Outputs

5a. Objective for processing:

The Health and Social Care Act 2022 has created 42 Integrated Care Boards (ICB). These are new legal entities which have
replaced CCGs. The ICB will take on the NHS commissioning functions of CCGs as well as some of NHS England’s
commissioning functions. It will also be accountable for NHS spend and performance within the system. Within each ICB
geographical area, there will also be an Integrated Care Partnership (ICP), a joint committee which brings together the ICB
and their partner local authorities, and other locally determined representatives (for example from health, social care,
public health; and potentially others, such as social care or housing providers) to set local priorities and develop an
integrated health and social care strategy.

ICP constituent members (other than the ICB) do not carry out data controllership activities and do not make decisions on
sub-licensing.

INVOICE VALIDATION
Invoice validation is part of a process by which providers of care or services get paid for the work they do.

Invoices are submitted to the Integrated Care Board (ICB) so the ICB is able to ensure that the patient is their responsibility
and the activity claimed is correct. This is done by processing and analysing Invoice Validation Datasets, which are received
into a secure Controlled Environment for Finance (CEfF). The identifiers included are in line with the CAG approval. The
identifiers are only used to link and confirm the accuracy of backing-data sets (data from providers).

The ICB are advised by the appointed CEfF whether payment for invoices can be made or not.

RISK STRATIFICATION

Risk stratification is a tool for identifying and predicting which patients are at high risk (of health deterioration and using
multiple services) or are likely to be at high risk and prioritising the management of their care in order to prevent worse
outcomes.

In order to conduct, Risk Stratification Datasets, identifiable at the level of NHS number are linked with Primary Care data
(from GPs) and an algorithm is applied to produce risk scores. Risk Stratification provides focus for future demands by
enabling commissioners to prepare plans for both individual and groups of vulnerable patients. Commissioners can then
prepare plans for cohorts of patients who may require high levels of care. Risk Stratification also enables General
Practitioners (GPs) to better target intervention in Primary Care.

COMMISSIONING

To use pseudonymised Commissioning Datasets to provide intelligence to support the commissioning of health services.
The data (containing both clinical and financial information) is analysed so that health care provision can be planned to
support the needs of the population within the ICB area.

The ICBs commission services from a range of providers covering a wide array of services. Each of the data flow categories
requested supports the commissioned activity of one or more providers.

The pseudonymised data is required to for the following purposes:

Population health management

Data Quality and Validation — allowing data quality checks on the submitted data

Thoroughly investigating the needs of the population, to inform the commissioning or appropriate services for that
population’s health needs

Understanding cohorts of residents who are at risk of becoming users of some of the more expensive services, to better
understand and manage those needs

Monitoring population health and care interactions to understand where people may slip through the net, or where the
provision of care may be being duplicated

Modelling activity across all data sets to understand how services interact with each other, and to understand how
changes in one service may affect flows through another

Service redesign

Health Needs Assessment — identification of disease prevalence within the local population

Patient stratification and predictive modelling - to highlight cohorts of patients at risk of requiring hospital admission
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and other avoidable factors such as risk of falls, computed using algorithms executed against linked de-identified data, and
identification of future service delivery models

Demand Management — ensuring enough capacity to manage the demand by predicting the impact on certain care
pathways.

Support measuring the health and care needs of the total local population.

Provide intelligence about the safety and effectiveness of medicines.

Allow analysis of patient pathways across healthcare and social care.

DIRECT CARE

In the development of cohorts of pseudonymised patients considered to be at risk, the data controllers may need the
facility to provide identifiable results back to direct health or care professionals for the purpose of direct care. Additionally
clinicians, made aware of a number of cases that they believe would need intervention may request re-identification for
that direct care purpose. These instances of re-identification will generally be carried out as programmes of work or,
separately, on an individual/small group basis as a result of coincidental findings. The ICB does not have a statutory
function to provide direct care and as such, does not see the identifiable data.

NHS Digital provides a re-identification service for this process. All re-id requests will be processed and authorised by NHS
Digital on a case by case basis, including requests under a sub-licence. National data opt outs are not applied in these
cases as they are for the purposes of direct care which follows the legal basis of implied consent. It is anticipated that this
re-id ability in the future will allow risk stratification to be conducted under a single flow of pseudonymised data.

The following is a typical example of an instance where an ICB might want to use the re-identification process:

A&E High Attendance usage

The ICB can filter data to show for example the number of A&E attendances in a given period for each patient. The ICB can
then flag to the relevant GP of the patient any patients that require intervention. An outcome of this is earlier intervention
in the patient(s) care thus potentially reducing future costs and minimising future risk.

5b. Processing activities:

PROCESSING CONDITIONS:
Data must only be used for the purposes stipulated within this Data Sharing Agreement. Any additional disclosure /
publication will require further approval from NHS Digital. All access to data is auditable by NHS Digital.

The Data Controller must keep a record of locations the data is processed and stored. These addresses must be within the
UK. The Data Controller should minimise the number of processing and storage locations to prevent excessive processing.
NHS Digital may request a record of processing and storage locations at any time.

All access to data is managed under Role-Based Access Controls. Users can only access data authorised by their role and
the tasks that they are required to undertake.

Data may only be processed and held as long as is required to carry out the purposes listed within this agreement.

Patient level data will not be linked other than as specifically detailed within this Data Sharing Agreement. Data released
will only be used for the purposes laid out in the application/agreement.

NHS Digital reminds all organisations party to this agreement of the need to comply with the Data Sharing Framework
Contract requirements, including those regarding the use (and purposes of that use) by “Personnel” (as defined within the
Data Sharing Framework Contract i.e.: employees, agents and contractors of the Data Recipient who may have access to
that data).

The ICB must publish and maintain a publicly accessible UK GDPR compliant transparency notice that includes sharing data
under sub-licensing.

The former CCG(s) has submitted their Data Security Protection Toolkit (DSPT) for 21/22. The ICB will submit their DSPT in
line with the 22/23 submission timetable, and the ICB commits to abide by the former DSPT assessments submitted under

those CCG(s);

The following CCG(s) previously occupied the footprint of the ICB:
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* NHS CHESHIRE CCG

* NHS HALTON CCG

* NHS KNOWSLEY CCG

e NHS LIVERPOOL CCG

* NHS SOUTH SEFTON CCG

* NHS SOUTHPORT AND FORMBY CCG
e NHS ST HELENS CCG

* NHS WARRINGTON CCG

* NHS WIRRAL CCG

All data previously disseminated to the CCG(s) has been transferred to the ICB. The ICB has the responsibility for ensuring
that any change in processor/locations/storage results in the appropriate data destruction.

DATA PROCESSORS
Data Processors must be listed in section 5b of this Data Sharing Agreement. These include Cloud and IT infrastructure
providers.

The Data Controller should ensure appropriate data processing agreements with all data processors contracted to
undertaking work referenced within this agreement.

Microsoft Limited provide Cloud Services for Liaison Financial Services Limited, Graphnet Health Ltd, NHS Midlands and
Lancashire Commissioning Support Unit and NHS Arden and GEM Commissioning Support Unit and are therefore listed as
a data processor. They supply support to the system, but do not access data. Therefore, any access to the data held under
this agreement would be considered a breach of the agreement. This includes granting of access to the database[s]
containing the data.

Greater Manchester Shared Services (hosted by NHS Greater Manchester Integrated Care Board) supply IT infrastructure
for Arden and GEM Commissioning Support Unit and are therefore listed as a data processor. They supply support to the
system, but do not access data. Therefore, any access to the data held under this agreement would be considered a
breach of the agreement. This includes granting of access to the database[s] containing the data.

Amazon Web Services and Microsoft Limited provide Cloud Services for Optum Health Solutions Limited and are therefore
listed as a data processor. They supply support to the system, but do not access data. Therefore, any access to the data
held under this agreement would be considered a breach of the agreement. This includes granting of access to the
database[s] containing the data.

Lima Networks Ltd, St Helens & Knowsley Hospital NHS Trust & Mersey Care NHS Foundation Trust supply IT infrastructure
and are therefore listed as a data processor. They supply support to the system, but do not access data. Therefore, any
access to the data held under this agreement would be considered a breach of the agreement. This includes granting of
access to the databasel[s] containing the data.

Commissioners in this region have strong analytical relationships with local Universities. The ICB plans to commission the
Universities to deliver carefully controlled data analysis on projects for commissioning purposes only. Controlled access to
the pseudonymised data, minimised to each project, will allow the Universities to provide some detailed analysis to
support the ICB’s commissioning function.

Any funding provided to University of Liverpool for the processing carried out under this agreement is provided by the ICB
and consequently there are no commercial aspects to this agreement.

The University of Liverpool do not carry out data controllership activities, the Universities are data processors listed under
this Agreement for the purposes of Commissioning only and act under instruction by the Data Controller.

ONWARD SHARING:
Patient level data can only be shared outside the Data Controller / Processor in the following circumstances:

* For the purpose of Direct Care, where it may be re-identified and shared only with those health or care. professionals
who have a legitimate relationship with the patient and a legitimate reason to access the data.

® Back to a provider to challenge data submissions. The data transferred to the provider is only that which relates directly
to the data previously submitted by that particular provider.
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e With members of the ICB’s Integrated Care System under the terms of a sub-licensing agreement as detailed in this Data
Sharing Agreement.

For data sharing under sub-licensing, the ICB must publish a release register detailing any sub-licences and onward sharing
throughout the life of this agreement in the public domain, at a minimum, updated on a quarterly basis up to 3 months in
arrears e.g. If a sub-licencing agreement is granted in October 2022, it is expected that this will be shown on a release
register by April 2023.

Aggregated reports only with small number suppression can be shared externally as set out within NHS Digital guidance
applicable to each data set.

SEGREGATION:
Where the Data Processor and/or the Data Controller hold both identifiable and pseudonymised data, the data will be
held separately so data cannot be linked.

Where the Data Processor and/or the Data Controller hold identifiable data with opt outs applied and identifiable data
with opt outs not applied, the data will be held separately so data cannot be linked.

INVOICE VALIDATION

Dataset:
Identifiable Invoice Validation Datasets

Data Minimisation:

e Activity for patients that are or have previously been registered to a GP practice within the responsibility of the ICB or
the ICB's predecessor organisation(s).

and/or

e Activity for patients that are or have previously been resident within the ICB or the ICB's predecessor organisation(s).
and

« Data is limited to the period of time the patient was registered and/or resident and to the period of invoice validation
being undertaken.

Processing:

1. The DSCRO pushes a one-way data flow of the data directly into the Controlled Environment for Finance (CEfF). Data is
kept within the CEfF, and only used by staff properly trained and authorised for the activity.

2. The CEfF also receive backing data from the provider.

3. The following processing activities within the CEfF for invoice validation purposes:

a. Validating that the ICB are responsible for payment for the care of the individual by using Invoice Validation data and/or
provider backing flow data.

b. Once the provider backing information is received, this will be checked against national NHS and local commissioning
policies as well as being checked against system access and reports provided by NHS Digital to confirm the payments are:
i. In line with Payment by Results tariffs.

ii. are in relation to a patient registered with a ICB GP or resident within the ICB area.

iii. The health care provided should be paid by the ICB in line with ICB guidance.

4. The ICB are notified that the invoice has been validated and can be paid. Any discrepancies or non-validated invoices
are investigated and resolved between the CEfF team and the provider. The ICB only receives notification to pay and
management reporting detailing the total quantum of invoices received pending, processed etc.

Linkage will be limited to:

¢ Backing data as described in the NHS England “Who Pays” Guidance. The 'backing data', which are separate from the
invoice, contain evidence to justify the amount claimed.

Processors:

e Liaison Financial Services Ltd

® NHS Cheshire and Merseyside Integrated Care Board

RISK STRATIFICATION

Dataset:
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Identifiable Risk Stratification Datasets

Data Minimisation:
e Activity for patients registered to GP practices within the responsibility of the ICB (Including historic activity where the
patient may have been registered to another commissioner).

Processing:

1. Data quality management and standardisation of data is completed by the DSCRO and the data identifiable at the level
of NHS number is transferred securely to the Data Controller / Processor, who securely hold the data.

2. Identifiable GP Data is securely sent from the GP system to the Data Controller / Processor.

3. Risk Stratification data is linked to GP data in the risk stratification tool by the Data Controller / Processor. Further
linkage of data is not permitted.

4. As part of the risk stratification processing activity, GPs have access to the risk stratification tool within the data
processor, which highlights patients with whom the GP has a legitimate relationship and have been classed as at risk. The
only identifier available to GPs is the NHS numbers of their own patients. Any further identification of the patients will be
completed by the GP on their own systems.

5. Once the Controller / Processor has completed the processing, the ICB can access the online system via a secure
connection to access the data pseudonymised at patient level. The pseudonymised data is only permitted to be used to
support Risk Stratification.

Linkage will be limited to:
¢ GP data

Processors:

* NHS Arden and Greater East Midlands Commissioning Support Unit
® NHS Cheshire and Merseyside Integrated Care Board

¢ NHS Midlands & Lancashire Commissioning Support Unit

¢ Graphnet Health Ltd

COMMISSIONING

Dataset:
Pseudonymised Commissioning Datasets

Data Minimisation:

o Activity for patients registered to GP practices within the responsibility of the ICB (Including historic activity where the
patient may have been registered to another commissioner); and historical activity for patients previously registered to GP
practices within the responsibility of the ICB or its predecessor organisations.

and/or

e Activity for patients resident in Output Areas located in the geographic boundary of the ICB (Including historic activity
where the patient may have been resident in a different Output Area); and historical activity for patients previously
resident in Output Areas located in the geographic boundary of the ICB or its predecessor organisations.

and/or

e Patients under the care of a provider where ICB is the host/co-ordinating commissioner and/or has the primary
responsibility for the provider services in the local health economy — this is only for commissioning and relates to both
national and local flows.

and/or

e Activity identified by the provider and recorded as such within national systems (such as SUS+) as for the attention of ICB
- this is only for commissioning and relates to both national and local flows.

and/or

¢ Patients under the care of a provider where ICB has joint responsibility for the provider services in the local health
economy — this is only for Ambulance Trust data.

Processing:

1. Commissioning Datasets are pseudonymised by the DSCRO using a non disclosed SALT key.

2. Local patient identifiers are permitted to be included for the purpose of challenging data submissions with providers.
3. Pseudonymised Commissioning Datasets are securely transferred from the DSCRO to the Data Controller / Processor.
4. Data is processed for the purpose of commissioning as stipulated within this agreement.
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Linkage will be limited to:

e GP Data

¢ Adult Social Care Data

e Social Prescribing Data

¢ Continuing Healthcare Data
¢ Mental Health data

e Acute Data

e Community Data

Linkage Method:

i. Identifiable data is submitted to the processor and lands in a segregated area.

ii. The processor pseudonymises the data using a DSCRO provided key specific to the individual request and is then passed
outside the segregated area.

iii. To enable linkage, the DSCRO sends an encrypted mapping table to the data processor. The ICB has a contract in place
with the data processor to enable the use of a black box process.

iv. The black box process uses the encrypted mapping table to overwrite the organisation specific pseudonym with the
DSCRO pseudonym to enable linkage to NHS Digital released products.

Where the data has already been pseudonymised by the provider using a separate DSCRO allocated key then a black box
solution isn’t required.

Linkage may also be permitted within NHS Digital where NHS Digital acts as a data processor on behalf of a provider. There
must be a valid and NHS Digital approved data processing contract in place.

Processors:

* NHS Arden and Greater East Midlands Commissioning Support Unit
¢ Optum Health Solutions UK Limited

¢ Graphnet Health Ltd

¢ NHS Midlands and Lancashire Commissioning Support Unit

¢ University of Liverpool

Commissioners in this region have strong analytical relationships with local Universities. The ICB plans to commission the
Universities to deliver carefully controlled data analysis on projects for commissioning purposes only. Controlled access to
the pseudonymised data, minimised to each project, will allow the Universities to provide some detailed analysis to
support the ICB’s commissioning function.

Any funding provided to University of Liverpool for the processing carried out under this agreement is provided by the ICB
and consequently there are no commercial aspects to this agreement.

The University of Liverpool do not carry out data controllership activities, the University is a data processor listed under
this Agreement for the purposes of Commissioning only and act under instruction by the Data Controller.

National Cancer Waiting Times:

In addition to the dissemination of Cancer Waiting Times Data via the DSCRO, the ICB is able to access reports held within
the CWT system in NHS Digital directly. Access within the ICB is limited to those with a need to process the data for the
purposes described in this agreement. A ICB user will be able to access the provider extracts from the portal for any
provider where at least 1 patient for whom they are the registered ICB for that individuals GP practice appears in that
setting. Although a ICB user may have access to pseudonymised patient information not related to that ICB, users should
only process and analyse data for which they have a legitimate relationship (as described within Data Minimisation).

DIRECT CARE

The Re-identification process for direct care is as follows:

1. The ICB identifies a patient cohort to be re-identified for the purpose of direct care.

2. The ICB sends a re-id request to the DSCRO. This may be done through the ICB or CSU’s Business Intelligence (BI) Tool,
or through a manual form.

3. The DSCRO assesses as to whether the request passes the specified re-identification process checks. Checks include if
the requester is authorised to access identifiable data, if the number of patients in the cohort is appropriate, and that the
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request does not seem inappropriate or outside of expected parameters, including for example around timings and the
requestor’s relationship with patients in the data. These checks are carried out either by DSCRO staff using pre-approved
information (timing’s, requester’s identity etc) or via an automated system.

4. For automated systems, steps 1 - 3 wouldn’t apply in most cases as it would be the direct care professional who
identifies the cohort and as long as they are an approved re-id user and have gone through security checks initially, they
will be able to re-id without further checks.

5. If successful/approved, the DSCRO re-identifies the relevant data item(s) for the appropriate patients and returns the
identifiable fields to Health or Care professional(s) with a legitimate relationship to the patient. The ICB does not see the
identifiable record.

6. DSCROs retain an audit trail of all re-id requests.

5c. Specific Outputs Expected, Including Target Date:

INVOICE VALIDATION

1. Accurate budget reports.

2. Enable a system of communication that will enable the ICB to challenge invoices and raise discrepancies and disputes.
3. Reports on the accuracy of invoices.

4. Validation of invoices for non-contracted events where a service delivered to a patient by a provider that does not have
a written contract with the patient’s responsible commissioner, but does have a written contract with another NHS
commissioner/s.

5. Budget control of the ICB.

RISK STRATIFICATION

1. As part of the risk stratification processing activity detailed above, GPs have access to the risk stratification tool which
highlights patients for whom the GP is responsible and have been classed as at risk. The only identifier available to GPs is
the NHS numbers of their own patients. Any further identification of the patients will be completed by the GP on their
own systems.

2. GP Practices will be able to view the risk scores for individual patients with the ability to display the underlying SUS+
data for the individual patients when it is required for direct care purposes by someone who has a legitimate relationship
with the patient.

The ICB will be provided with the pseudonymised outputs of the risk stratification tool for which they are able to:
1. Identify patient groups at risk of deterioration and providing effective care.

2. Set up capitated budgets — budgets based on care provided to the specific population.

3. Identify health determinants of risk of admission to hospital, or other adverse care outcomes.

4. Monitor vulnerable groups of patients including but not limited to frailty, COPD, Diabetes, elderly.

5. Health needs assessments — identifying numbers of patients with specific health conditions or combination of
conditions.

6. Classify vulnerable groups based on: disease profiles; conditions currently being treated; current service use; pharmacy
use and risk of future overall cost.

7. Production of Theographs — a visual timeline of a patients encounters with hospital providers.

8. Analyse based on specific diseases.

9. Aggregate reporting of number and percentage of population found to be at risk.

COMMISSIONING

. Commissioner reporting on providers, finances, readmission analysis etc...

. Production of aggregate reports for ICB Business Intelligence.

. Production of project / programme level dashboards.

. Monitoring of acute / community / mental health quality matrix.

. Clinical coding reviews / audits.

. Budget reporting down to individual GP Practice level.

. GP Practice level dashboard reports.

. Comparators of ICB performance with similar ICBs as set out by a specific range of care quality and performance
measures detailed activity and cost reports.

9. Data Quality and Validation measures allowing data quality checks on the submitted data.

10. Contract Management and Modelling.

11. Patient Stratification dashboards to highlight cohorts of patients with similar conditions at risk.

12. Manage demand, by understanding the quantity of assessments required ICBs are able to improve the care service for
patients by predicting the impact on certain care pathways and ensure the secondary care system has enough capacity to
manage the demand.

cONO UL B WN -
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13. Identify low priority procedures which could be directed to community-based alternatives and as such commission
these services and deflect referrals for low priority procedures resulting in a reduction in hospital referrals.

14. Compare providers (trusts) mortality outcomes to the national baseline.

15. Identify medication prescribing trends and their effectiveness.

16. Linking prescribing habits to entry points into the health and social care system.

17. Identify, quantify and understand cohorts of patient’s high numbers of different medications (polypharmacy).

18. Feedback to NHS service providers on data quality at an aggregate and individual record level — only on data initially
provided by the service providers.

DIRECT CARE

1. Reports and dashboards that highlight cohorts of patients that can be targeted for clinical intervention by direct health
and care professionals.

2. Lists of at risk patients made available to direct health and care professionals that require direct care intervention.

3. Reports and dashboards to show the outcome of clinical intervention including patient outcomes and modelled
transactional cost savings.

5d. Benefits
i. Benefits Type:

ii. Expected Measurable Benefits to Health and/or Social Care Including Target Date:

INVOICE VALIDATION

The invoice validation process supports the ongoing delivery of patient care across the NHS and the ICB region by:
1. Ensuring that activity is fully financially validated.

2. Ensuring that service providers are accurately paid for the patient’s treatment.

3. Enabling services to be planned, commissioned, managed, and subjected to financial control.

4. Enabling commissioners to confirm that they are paying appropriately for treatment of patients for whom they
are responsible.

5. Fulfilling commissioners duties to fiscal probity and scrutiny.

6. Ensuring full financial accountability for relevant organisations.

7. Ensuring robust commissioning and performance management.

8. Ensuring commissioning objectives do not compromise patient confidentiality.

9. Ensuring the avoidance of misappropriation of public funds.

RISK STRATIFICATION

Risk stratification promotes improved case management in primary care and may lead to the following benefits
being realised:

1. Improved planning by better understanding patient flows through the healthcare system, thus allowing
commissioners to design appropriate pathways to improve patient flow and allowing commissioners to identify
priorities and identify plans to address these.

2. Reduce emergency readmissions, especially avoidable emergency admissions by improving quality of services.
This is achieved through mapping of frequent users of emergency services thus allowing early intervention.

3. Improved access to services by identifying which services may be in demand but have poor access, and from this
identify areas where improvement is required.

4. Supports the commissioner to meets its requirement to reduce premature mortality in line with the ICB
Outcome Framework by allowing for more targeted intervention in primary care.

5. Better understanding of local population characteristics through analysis of their health and healthcare
outcomes.

All of the above lead to improved patient experience and health outcomes through more effective commissioning
of services.

COMMISSIONING

1. Supporting Quality Innovation Productivity and Prevention (QIPP) to review demand management, integrated
care and pathways.

2. Supporting Joint Strategic Needs Assessment (JSNA) for specific disease types.

3. Health economic modelling to analyse provider performance and patient pathways.

4. Commissioning cycle support for grouping and re-costing previous activity.

5. Enables monitoring of commissioned services to ensure they are performing as expected.

6. Improved planning by better understanding patient flows through the healthcare system, thus allowing
commissioners to identify priorities and identify commissioning plans to address these (pathways would be
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designed by service providers within the ICS with input from appropriate stakeholders including patient and public
representation).

7. Reduced emergency readmissions, especially avoidable emergency admissions leading to improved quality of
services. This is achieved through mapping of frequent users of emergency services and early intervention of
appropriate care.

8. Improved access to services by identifying which services may be in demand but have poor access, and from this
identify areas where improvement is required.

9. Potentially reduced premature mortality by more targeted intervention in primary care, which supports the
commissioner to meets its requirement to reduce premature mortality in line with the ICB Outcome Framework.
10. Better understanding of the health of and the variations in health outcomes within the population to help
understand local population characteristics.

11. Better understanding of contract requirements, contract execution, and required services for management of
existing contracts, and to assist with identification and planning of future contracts.

12. Insights into patient outcomes, and identification of the possible efficacy of outcomes-based contracting
opportunities.

13. Providing greater understanding of the underlying causes and look to commission improved supportive
networks, this would be ongoing work which would be continually assessed.

14. Insight to understand the numerous factors that play a role in the outcome for patients in all datasets. The
linkage allows the reporting both prior to, during and after the activity, to provide greater assurance on predictive
outcomes and delivery of best practice.

15. Provision of indicators of health problems, and patterns of risk within the commissioning region.

16. Support of benchmarking for evaluating progress in future years.

17. Assists commissioners to make better decisions to support patients and drive changes in health care.

18. Allows comparisons of providers performance to assist improvement in services — increase the quality.

19. Allow analysis of health care provision to be completed to support the needs of the health profile of the
population within the ICB area based on the full analysis of multiple pseudonymised datasets.

20. To evaluate the impact of new services and innovations (e.g. if commissioners implement a new service or type
of procedure with a provider, they can evaluate whether it improves outcomes for patients compared to the
previous one).

DIRECT CARE

1. Enables clinical intervention to prevent worse outcomes, such as A&E attendance.

2. Allows the ICB to perform their statutory duty to protect patients.

3. Allows clinicians with direct care responsibilities to improve quality of care for patients identified. This may
reduce the risk of unwanted emergency hospital admission, premature complications of disease and of premature
death.

iii. Yielded Benefits:

5e. Is the Purpose of this Application in Anyway Commercial?
No

6. Special Conditions

DSA Term Special Condition

For the purposes of this Special Condition:

- Accepted means that NHS Digital, in exercising its reasonable discretion, considers the Annual Confirmation Report to
meet the requirements set out in Special Condition 1.2.

- Annual Review Date means the date of each 12-month anniversary of the Start Date, as set out in Part 1, Section 2.1 of
the DSA.

- Annual Confirmation Report means the confirmation report submitted annually in accordance with this Special
Condition, in the form required by NHS Digital from time to time.

Submission and Acceptance of the Annual Confirmation Report:

1.1 The Recipient must submit an Annual Confirmation Report to NHS Digital by the Annual Review Date of each year of
the Term. The Recipient shall submit the Annual Confirmation Report to NHS Digital during the calendar month preceding
the Annual Review Date. The Annual Confirmation Report shall be submitted by email to
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data.applications@nhsdigital.nhs.uk or as otherwise communicated by NHS Digital from time to time. NHS Digital will
provide written confirmation of receipt.

1.2 In order for the Annual Confirmation Report to be accepted by NHS Digital, the Recipient must:

(a) have provided positive confirmation that all requirements set out in the Annual Confirmation Report have been met;
and

(b) the Annual Confirmation Report has been signed off by the Recipient’s authorised representative, which shall be a
member of the executive leadership team or a Director of Legal, or equivalent.

NHS Digital will confirm in writing to the Recipient that the Annual Confirmation Report has been Accepted within one
calendar month following the Annual Review Date. For the avoidance of doubt, a partially-completed or caveated Annual
Confirmation Report will not be Accepted by NHS Digital.

Suspension and Termination

1.3 In the event that:

(a) an Annual Confirmation Report has not been received by NHS Digital in accordance with Special Condition 1.1 above;
or

(b) an Annual Confirmation Report has not been Accepted by NHS Digital in accordance with the foregoing process and
requirements;

NHS Digital will no longer have assurance that the Data is retained in accordance with the DSA and Data Sharing
Framework Contract and the parties therefore agree that this amounts to a material breach of this DSA under Clause
13.6.2 of the Data Sharing Framework Contact. NHS Digital reserves the right in these circumstances to cease the
provision of the Data and to exercise its rights under, without limitation, Clause 13.6.2 and 13.7 of the Data Sharing
Framework Contract in respect of this DSA, including suspension of this DSA under Clause 13.7 and termination of this
DSA following written notice under Clause 13.6.2.

By signing the Data Sharing Agreement, the Data Controller confirms that the Data Processors have each:

- Confirmed that they understand their roles and responsibilities on behalf of the Data Controller as defined within the
Data Sharing Agreement.

- Confirmed that the Processing Activities described within the Data Sharing Agreement are accurate and achievable.

Upon instruction from NHS Digital, a Certificate of Data Destruction must be completed by the Data Controller confirming
the data has been appropriately disposed of following use.

Any data previously received and not covered under a live Data Sharing Agreement must be destroyed and a Data
Destruction Certificate completed.

All data controllers and processors which rely on the annual completion and publication of the Data Security and
Protection Toolkit (DSPT) to demonstrate security assurance for the purpose of this Agreement must ensure:

» Their organisation/department has completed the latest available version of the DSPT assessment or has produced the
previous version of the DSPT within the last 12 months; or if the organisation is an ICB, the former CCG(s) has completed
the latest available version of the DSPT assessment and the ICB commits to abide by the former DSPT assessments
submitted under those CCG(s);

* The self-assessment outcome must be ‘Standards Met’ or ‘Standards Exceeded’ or, if not, an improvement plan must
be reviewed and approved by the DSPT team within NHS Digital’s Data Security Centre;

¢ If an improvement plan has been agreed, the organisation must carry out improvements (as stipulated in the review)
within the agreed time frame determined in the organisation’s remediation plan agreed with the NHS Digital DSPT team.

The ICB commits to submitting a self-assessed Data Security Protection Toolkit in-line with the 22/23 submission
timetable.

The ICB must publish and maintain a publicly accessible UK GDPR compliant transparency notice that includes sharing
data under sub-licensing.

For data sharing under sub-licensing, the ICB must publish a release register detailing any sub-licences and onward
sharing throughout the life of this agreement in the public domain, at a minimum, updated on a quarterly basis up to 3
months in arrears e.g. If a sub-licencing agreement is granted in October 2022 it is expected that this will be shown on a
release register by April 2023.

ICP constituent members (other than the ICB) do not carry out data controllership activities and do not make decisions
on sub-licensing.
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ICB and sub-licensees are not permitted to use the data for purposes beyond those explicitly made clear within this
agreement. For avoidance of doubt, this would not permit data to be processed for research or clinical trials.

As per the NHS Digital DARS standard for sub licencing and onward sharing, the ICB accepts full accountability for their
sub-licensees in regards to the obligations under this DSA. NHS Digital reserves the right to audit sub-licensees and apply
the audit charges if necessary.

Risk stratification providers must be named on NHS England’s list of risk stratification approved organisations. It is the
responsibility of the data controller to ensure that:

- a risk assurance statement is provided to NHS England for each data processor conducting risk stratification on behalf of
the data controller, so they can be added to the list risk stratification approved organisations

- NHS England are informed of any changes to ensure organisations are removed from the list of risk stratification
approved organisations

Controlled Environment for Finance providers must be named on NHS England’s list of Controlled Environment for
Finance organisations. It is the responsibility of the data controller to ensure that NHS England are updated for each data
processor conducting invoice validation on behalf of the data controller. NHS England must be informed of any changes
to ensure organisations are added to or removed from the list of Controlled Environment for Finance organisations.

The University of Liverpool do not carry out data controllership activities, the University is a data processor listed under
this Agreement for the purposes of Commissioning only acting under instruction by the Data Controller.

Microsoft Limited provide Cloud Services for Liaison Financial Services Limited, Graphnet Health Ltd, NHS Midlands and
Lancashire Commissioning Support Unit and NHS Arden and GEM Commissioning Support Unit and are therefore listed as
a data processor. They supply support to the system, but do not access data. Therefore, any access to the data held
under this agreement would be considered a breach of the agreement. This includes granting of access to the database(s]
containing the data.

Greater Manchester Shared Services (hosted by NHS Greater Manchester Integrated Care Board) supply IT infrastructure
for Arden and GEM Commissioning Support Unit and are therefore listed as a data processor. They supply support to the
system, but do not access data. Therefore, any access to the data held under this agreement would be considered a
breach of the agreement. This includes granting of access to the database[s] containing the data.

Amazon Web Services and Microsoft Limited provide Cloud Services for Optum Health Solutions Limited and are
therefore listed as a data processor. They supply support to the system, but do not access data. Therefore, any access to
the data held under this agreement would be considered a breach of the agreement. This includes granting of access to
the database[s] containing the data.

Lima Networks Ltd, St Helens & Knowsley Hospital NHS Trust & Mersey Care NHS Foundation Trust supply IT
infrastructure and are therefore listed as a data processor. They supply support to the system, but do not access data.
Therefore, any access to the data held under this agreement would be considered a breach of the agreement. This
includes granting of access to the database[s] containing the data.

If practicable, any outputs will cite the source of the data as this work uses data provided by patients and collected by
the NHS as part of their care and support.

7. Approval Considerations

Ethics Approval

Ethics approval is not required because the release is not for the purpose of research

Standard Data Sharing Agreement - Report run on 05/01/2023 02:48 PM Page 23 of 30









Data Sharing Agreement (for Customer Approval)

DARS-NIC-615980-P3Y7N-v1.2

NHS

Digital

Materials Reviewed  Version Date of Document Date of Approval

Section 251 Support 01/06/2013 30/09/2023

Expiry / Review Date Comments

Invoice Validation:
Section 251 of NHS
Act 2006

CAG 7-07 (a)/2013*
CAG 7-07 (b)/2013*
CAG 7-07 (c)/2013*

Risk Stratification:
Section 251 of NHS
Act 2006

CAG 7-04 (a)/2013*

*Underpinned by
Section 251 of NHS
Act 2006

CAG 2-03(a)/2013

CAG Reference

CAG 7-07 (a)/2013
CAG 7-07 (b)/2013
CAG 7-07 (c)/2013
CAG 7-04 (a)/2013

8. Period and Funding

8a. Data Retention

For the Recipient to give an indication of the duration that the Recipient would wish to retain the data (however if this

period exceeds the Term a new DSA would need to be in place).
Indicative Data Retention Period: 04/01/2026

Reason for this Period:

Retention of data is requested until the expiry of the DSA.

8b. Funding Sources

9. Approved Users

10. Sub-licensing

Does sub-licensing apply? Yes

Duration:

There is no duration limit for sub-licensing agreements so long as there is

an active DSA permitting sub-licensing between the ICB and NHS Digital
that is expected to cover the timeframe for which data is going to be sub-

licensed.
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Third party sub-licensees: Sub-licensees will be limited to:
a) Organisations that are part of the ICB’s Integrated Care System
And

b) Are one of the following organisation types:
e Local Authority

e NHS Trust

* GP

e Other Health Care Provider

All sub-licensee organisations require approval from the ICB’s Senior
Information Risk Owner and Clinical Lead. System users will be approved
by the Senior Information Risk Owner or through delegated authority.
The ICB must publish and maintain a publicly accessible UK GDPR
compliant transparency notice that includes sharing data under sub-
licensing. The ICB must publish a release register detailing any sub-
licences and onward sharing throughout the life of this agreement in the
public domain, at a minimum updated on a quarterly basis up to 3
months in arrears e.g. If a sub-licencing agreement is granted in October
2022 it is expected that this will be shown on a release register by April
2023.

Details of Data: Data will be pseudonymised patient level data or aggregated data. The
provider unique local patient ID will not be included. Role Based Access
Controls will be in place to limit access.

Processing Activities: The purpose will be restricted to commissioning as per section 5 of this
DSA. The sub-licensees must keep the pseudonymised data separate
from other identifiable data they hold.

Special Conditions: 1) All sub-licensees will be required to sign a Data Sharing Agreement
with the ICB before accessing the data.
2) The ICB must have in place a formal oversight process for sub licencing
applications, which is in line with NHS Digital’s guidance and the NHS
Digital DARS standard for sub licencing and onward sharing.
3) Data owner requirements are inherited by the sub-licensee through
the Data Sharing Agreement and Data Sharing Framework Contract.
4) Onward sharing of data is strictly prohibited.
5) Re-identification of data is strictly prohibited unless it is for the
purpose of direct care.
6) The ICB Caldicott Guardian will be responsible for managing which
individuals are able to make reidentification requests. These must be
health or social care professionals with a legitimate relationship with the
patient. NHS Digital will perform the re-identification in these cases.
7) Sub-licensees must have a valid Data Security and Protection Toolkit
and ICO registration.
8) Data must not be stored or processed outside of the UK.
9) The ICB and the sub-licensee must update their transparency notices
to inform the public on this level of data sharing.
10) The sub-licensee must cease processing of data under the sub-
licensing agreement and initiate data destruction if this DSA (or related
DSFC) should expire.
11) NHS Digital reserves the right to audit sub-licensees and sub-licensing
agreements must reflect this requirement.

The Recipient is responsible for entering into a Sub-Licence that meets the requirements set out in Clause 3.3 and
Schedule 4 of the Data Sharing Framework Contract.

11. Charges

Total Charge £2,184.00 A detailed breakdown of the Charges is shown in Annex D
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Principles of charging: NHS Digital operates on a cost recovery basis and does not seek to make an operating profit from
providing its services. The following costs to NHS Digital are included in the Service Charges and Annual Charges below:

« all design and/or implementation specific services required to generate bespoke datasets or extracts;

« all administration services associated with providing access to the same;

» delivery and maintenance services to support the ongoing provision of bespoke datasets or extracts;

* administration costs associated with carrying out annual reviews of Recipients.
These charges do not include the costs associated with the investigation of a breach, planning and performance of audit(s),
and any prosecution activity.

Service Charge: setup, licence, service and annual review charges

The Service Charge is a one-off fee per DSA, and is payable in advance. The Annual Review charges included in the Service
Charge are based on the number of annual reviews to be carried out during the Term of the DSA.

Audit fees are payable where NHS Digital undertakes an audit or investigation which in NHS Digital's reasonable opinion,
reveals that the Recipient either has not complied, or is not complying, with any of its obligations under the Data Sharing
Framework Contract and / or this DSA. The audit fees stated in the table below are an estimate only and the Recipient is
responsible for promptly reimbursing NHS Digital for all reasonable costs of the audit and the full cost of any investigation
which NHS Digital may commence prior to an audit taking place in accordance with Clause 7 (Audit and specific rights) of the
Data Sharing Framework Contract. Audit fees are payable at cost, and shall include the costs for all activity for investigation,
as well as activities associated with the performance of the audit:

Estimated audit fees per audit: £15,000 (variable depending on circumstances).
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Annex B: Additional technical information

1. Data to be received by NHS Digital under this agreement

No cohort data will be provided by the customer to NHS Digital

2. NHS Digital data covered by this agreement

A summary of the datasets covered by this agreement is shown in section 3 above.

2a. Data already held

2b. Additional data provided under this agreement

« Invoice Validation Datasets

Periods
01/04/2013 - Latest Available

Sensitive fields

Identifiable fields

Other fields

Filters/minimisation efforts

See Processing Activities (5b)

For a full list of products, see https://digital.nhs.uk/services/data-services-for-commissioners/commissioning-datasets

Data Transfer Method

« Risk Stratification Datasets

Periods
01/04/2013 - Latest Available

Sensitive fields

Identifiable fields

Other fields

Filters/minimisation efforts

See Processing Activities (5b)

For a full list of products, see https://digital.nhs.uk/services/data-services-for-commissioners/commissioning-datasets

Data Transfer Method

« Commissioning Datasets

Periods
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01/04/2008 - Latest Available

Sensitive fields

Identifiable fields

Other fields

Filters/minimisation efforts

See Processing Activities (5b)

For a full list of products, see https://digital.nhs.uk/services/data-services-for-commissioners/commissioning-datasets

Data Transfer Method

3. Additional Information

Recommended product(s)

List Clean No
Patient Status No
Patient Tracking Yes

Additional Technical Detail
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Annex C: Approval Information

Signed for and on behalf of the Information Asset Owner:
Name:

Electronic approval reference:

Organisation Name: NHS Digital
Role:

Date/time:

Signed for and on behalf of NHS Digital:
Name:

Electronic approval reference:

Role:

Date/time:

Signed for and on behalf of the Data Controller:
Organisation Name:

Electronic approval reference:

Name:

Position in organisation:

Date:
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Annex D : Charging breakdown

Summary
TOTAL CHARGE (incl. VAT) £2,184.00
VAT @ 20% £364.00
TOTAL CHARGE (ex. VAT) £1,820.00
Total Charge before Discounts (ex. VAT) £1,820.00
Line item Discounts £0.00
Organisation / Application Discounts £0.00
Total Discounts £0.00
Line Item Breakdown
Charge Description Unit Price Quantity Amount Line Item Amount
pre Discount Discount
Application Amendment £820.00 1.00 £820.00 £820.00
Application Annual Review £500.00 2.00 £1,000.00 £1,000.00
Product Dissemination £0.00 £0.00
£1,820.00 £0.00 £1,820.00
Organisation Discount Breakdown
Amount
Organisation fixed discount
Organisation percentage discount %
Total Organisation Discount £0.00
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ltem Title

Data Access Pack

Item Description

This pack brings together a cohesive suite of documents relating to common

data access approach;

1. The Data Access Principles describes the various checks and
considerations that SDEs should utilise when reviewing access request
applications. These have been created in line with the Five Safes
Framework to provide both a common language and approach to
reviewing access requests and to support the network towards the
development of a common Data Access Process.

2. The DAC Template Terms of Reference

3. The Data Access From (DARF) is for utilisation as a common set of
guestions for implementation across the SDE Network to standardise the
information requested from researchers to support a Data Access
Request.

Version

Vi

Item Owner

Item Approved

See individual document control for approval details

Review Due Date 01.09.25
Item History Version Date Summary of Change
1 15t April
2025
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Item Title Data Access Principles

Item Description This document describes the various checks and considerations that SDEs
should utilise when reviewing access request applications. These have been
created in line with the Five Safes Framework to provide both a common
language and approach to reviewing access requests and to support the
network towards the development of a common Data Access Process.

Version V 0.1 Current

Iltem Owner Claire Edgeworth claire.edgeworthl @nhs.net
Item Approved May 2024

Review Due Date 01.09.25

Item History Version | Date Summary of Change
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Data Access Principles

Purpose
This document describes the various checks and considerations that SDEs should utilise when reviewing access request
applications. These have been created in line with the Five Safes Framework to provide both a common language and

approach to reviewing access requests and to support the network towards the development of a common Data Access
Process.

Principle Considerations Comments CoP
Principle 1 — Safe When Data Access Committees are making decisions about | Where in the Data Access Process should these principles be
Projects whether an application to access data should be accepted considered?

or not, they must check that the project:

¢ Has a medical purpose which aligns with helping the
public’s health and/or benefiting the NHS.

¢ Benefits a wide enough group of people and has a
significant impact on them.

e Lines up with the priorities the NHS has set itself.

e Generates information which can be used later by others

e |s scientifically reviewed by experts (this won’t
necessarily happen within the Data Access Committee).
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The Data Access Process must be transparent about how
decisions have been made, like who to grant access to NHS
data.

Principle 2 — Safe People

The Data Access Process must make sure that the people

accessing the data are the right people to do so:

e Research organisations should be considered carefully
— they must have values similar to those of the NHS and
have data protection policies in place.

e There will be criteria which could mean that an
organisation is denied access to the data, such as not
having data security in place, international sanctions
and/or which sector or industry an organisation is from
(e.g., a business sector that goes against the values of
the NHS)

e There must be a named specific person who will be
accessing the data, and they must sign an agreement
with the NHS about how they will use the data. They
must also receive training from the NHS on how to
access and use the data. Only named people will be
able to access the data - no one else will be able to
access it.

e There must be legally binding agreements in place for
research organisations to sign.

Where in the Data Access Process should these principles be
considered?

Principle 3 — Safe
Settings

There must be data security built into the Secure Data
Environment. This must be up to a set standard, across all
the different regions.

Where in the Data Access Process should these principles be
considered?

Principle 4 — Safe Data

The Data Access Process must carefully consider whether
there’s any risk that an individual’s data could be de-

Where in the Data Access Process should these principles be
considered?
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anonymised by a research organisation, or as a result of
their research. They must consider:

What data the research organisation has asked for —
and what data they already have which they might
combine it with.

Whether there’s any way that the data they’ve requested
could be used improperly.

They should try to make sure that:

The research organisation is accessing only the data it
needs for the research it's doing — and nothing it doesn’t
need.

The research organisation has explained clearly why it
needs the specific data it has asked for.

Principle 5 — Safe
Outputs

The Data Access Process must consider what the outputs
of the research will look like and make sure that:

There is no risk to the privacy of patients.

Data can only be removed with permission.

If required, there are additional conditions set on
onwards publication and use.

Where in the Data Access Process should these principles be
considered?
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This document describes the various checks and considerations that SDEs should utilise when reviewing access request applications.
These have been created in line with the Five Safes Framework to provide both a common language and approach to reviewing
access requests and to support the network towards the development of a common Data Access Process.

From KMS

Strategic priority

2.12.2.1. Is this a research study or does the study solve a technical challenge?
2.12.2.2. Is the project of strategic importance?

Technical feasibility

2.12.2.3. Does the data requested answer the research question and has appropriate peer review been completed?

2.12.2.4. Do we have the data, and if so, does the request constitute only the necessary data required to fulfil the purposes of the
research?

2.12.2.5. Has the study been costed, and funding agreed?

2.12.2.6. Is the proposed delivery method safe (TRE etc)?

2.12.2.7. Does this request have any links to prior research studies/requests?

Ethics

2.12.2.8. Principle 1 (Public Good): does the use of data have clear benefits for users and serves the public good?

2.12.2.9. Principle 2 (Confidentiality/Data Security): are data subjects’ identities (whether person or organisation) protected,
information kept confidential and secure, and the issue of consent considered appropriately?

2.12.2.10. Principle 3 (Methods and Quality): have the risks and limits of new technologies been considered and is there sufficient

human oversight so that methods employed are consistent with recognised standards of integrity and quality?
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2.12.2.11. Principle 4 (Legal Compliance): is the data used and methods employed consistent with legal

requirements such as Data Protection Legislation, the Human Rights Act 1998, the Statistics and Registration Service Act 2007 and the
common law duty of confidence?

2.12.2.12. Principle 5 (Public Views and Engagement): have the views of the public been considered in light of the data used and
the perceived benefits of the research?
2.12.2.13. Principle 6 (Transparency): is access, use and sharing of data transparent and been communicated clearly and

accessibly to the public?

Prioritisation
2.12.2.14. Do we have the capacity, infrastructure to deliver in appropriate timescales.
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Section A — Feasibility

Section A of this form is likely to need completing iteratively as applicants develop and refine their projects in collaboration
with an SDE team. To progress to Section B and a Data Access Request all guestions in Section A must completed fully

Question Guidance for researcher / reason for asking Guidance for SDE / DAC
Initial Triage Questions
1. | Is this application : Drop down list option.
e A new application
OR The application could be a new application, an
* Achange to an existing extension, a renewal, or amendment.
application.

A change could include:
e An amendment to an existing
application
e An extension of an existing
approval
o Arenewal of an existing approval

Does this application relate to a previous
application (approved or not)?

Include any previous related SDE
reference numbers.

For extensions or amendments, you must highlight
the specific information within this form that has
been updated, provide an original application
number and approval date, any subsequent
amendment approval dates. You will also need to
include a summary of changes and rationale for
the change to your original application and
updated approvals signatures for the request to be
processed.

Include any applications relating to this project
across the whole SDE Network to allow us to
gather as much contextual information as possible.

2. | Which SDE will you require data from, tick
all that apply?

Select the SDE you are proposing to work with.

We recognise that many SDEs do not yet offer /
deliver multi SDE projects. This question is
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CONHS England

COEast Midlands

CEast of England

COGreat Western

OKent, Medway, and Sussex
0 London

0 North East and North Cumbria
0 North West

O Thames Valley and Surrey
[0 Wessex

0 West Midlands

O Yorkshire and Humber

[ Advice only at the stage

If you are proposing a multi SDE project then it is
likely that you will need to engage with the Network
Concierge in the first instance. Please contact the
SDE directly if this is the case.

Multiple boxes may be ticked

included at this early stage so that complex
projects can be identified and triaged to
concierge.

Some SDEs felt this question would potentially
cause confusion. If your SDE is concerned that
this question may set up unachievable
expectations regarding multi - SDE projects you
could pre-complete the answer and include a
note explaining that clients wishing to use multi-
SDE data will need to work with another SDE at
this stage.

Is the p

Y/N

If Yesc
researc

roject you are research according to

the Heath Research Association (HRA)
guidance?

onfirm that you have the appropriate
h governance in place to meet the

requirements of the HRA governance
framework.

Researchers should make themselves aware of
their responsibilities to the HRA should the project
meet the thresholds for research.

Is my study research?

Microsoft Word -
DefiningResearchTable OCT2022.docx

UK Policy framework for Health and Social Care

Research

DACs are not required to validate whether a
project meets the thresholds for research. This
guestion is intended as signposting to the HRA
and in the future may mean that we can filter
later questions as appropriate.




https://hra-decisiontools.org.uk/research/

https://hra-decisiontools.org.uk/research/docs/DefiningResearchTable_Oct2022.pdf

https://hra-decisiontools.org.uk/research/docs/DefiningResearchTable_Oct2022.pdf

https://www.hra.nhs.uk/planning-and-improving-research/policies-standards-legislation/uk-policy-framework-health-social-care-research/

https://www.hra.nhs.uk/planning-and-improving-research/policies-standards-legislation/uk-policy-framework-health-social-care-research/
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IRAS Help - Preparing & submitting applications -
HR Good Practice Resource Pack

Questions Relating to Organisations and People

4.

Name of Contracting Organisation.

This is the organisation carrying out the project, and
accessing the data. This will normally be the
organisation signing the Data Access Agreement.

This organisation will be the data controller if one is
applicable.

All organisations and users will need to be validated
before any application can be made.

This information may be available in the public
domain as part of the Data Use Register.

Note from analytics — we need the legal name
of contracting party to support identification and
cross-SDE organisation activity summary

Full name of applicant

This question is being asked for communication
purposes rather than to populate the signatory field
for the Data Access Agreement.

Job title of applicant

Job title is the name of the position the applicant
holds within their employing organisation.

Work email address for applicant

Include an email address that the applicant can
receive communications through.




https://www.myresearchproject.org.uk/help/hlphrgoodpractice.aspx

https://www.myresearchproject.org.uk/help/hlphrgoodpractice.aspx
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Are you the correct point of contact for
further questions and discussion on the
request process?

If not, state the name, email address, job
title, and employing organisation of the
lead applicant or appropriate key contact.

We are looking to check you are the main
individual coordinating the application process,
managing the project, or taking primary
responsibility for the information and outcomes
associated with this application.

This will help us avoid contacting the wrong person
or sending multiple emails.

This individual will need to be validated through
our user and organisation validation service.

This answer may link to your IRAS submission:
A3-1. Chief Investigator:

This question has been proposed as
sometimes the person making the initial enquiry
or completing the form is a project support
person or administrator.

We need to confirm whether the person making
the application is the correct point of contact for
further questions and discussion on the request
process?

All users who are identified will need to be
validated (with an organisation associated with
this project) before they can access any data.

Provide details of the project team who will
be accessing or analysing the data.

If all team members have been identified
and appointed at this stage please list all
individuals by full name, job title and
employing organisation.

If individuals have not yet been appointed,
describe the anticipated project team who
will access and analyse the data by job

Applicants should only list individuals who will be
interacting with the data, recognising that on large
or long-term projects there may be many
individuals involved in the programme who do not
come into contact with the data sets.

Only users who are validated with the SDE
network will be able to access the data.

If a project team has not yet been appointed the
applicant will be asked to confirm names and email

This question is asked to support high level
costings and later to operationalise the project.

We would not expect SDEs to take a view on
whether a project was appropriately resourced
or the structure of the project team.

All users who are identified will need to be
validated (with an organisation associated with
this project) before they can access any data.
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title and role description and employing
organisation.

addresses at a later stage of the application
process.

Additional users and team amendments can be
made later in the process.

Applicants are asked for this information at this
stage as it has cost implications (a larger number
of users will mean a higher project cost.)

10.

Name of sponsor organisation if different to
the organisation named in question 3.

Provide contact details for the Sponsor
Representative at this organisation who
should be contacted in regards to this
project.

UK Policy for Health and Social Care Research
defines: 9.10 - The Sponsor is the individual,
organisation or partnership that takes on overall
responsibility for proportionate, effective
arrangements being in place to set up, run and
report a research project. All projects that are
research according to the HRA’s definition (see
guestion 3), are required by regulation to have a
Sponsor. We recognise in the majority of cases
projects will not have a separate Sponsor to the
contracting organisation.

If this study does have a separate Sponsor you
should be able to demonstrate that you have
Sponsor agreement to take overall responsibility
for your project (at least in principle) before you

Projects or workstreams may be subcontracted
from a lead organisation.

This may include acting as a data processor to
the wider project, and sharing the data on
(directly or not).

All parties to a project should be validated
organisations to ensure that intermediary
organisations are not used to subvert our
validation policy.

All parties and organisations who will have
access to the data (or any part of it) must be
validated.

11
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submit this request and you should name them
here .

UK Policy Framework for Health and Social Care
Research - Health Research Authority.

The Sponsor organisation must be validated by the
SDE network before the project can commence.

More information on the Sponsors overall
responsibilities including overseeing broader
issues of compliance and ensuring the research is
in the public interest can be found here:
Sponsor’s responsibilities and here

UK Policy Framework for Health and Social Care
Research

The Sponsor Representative is the individual
assigned to provide authority on behalf of Sponsor
and can be identified in IRAS

IRAS Help - Reference - Collated Guidance - IRAS
Form
IRAS Help - Using IRAS - Electronic authorisation

The research sponsor will always be a data
controller of the research data in law (as
agreed with the ICO), even if another
organisation is acting on its behalf (including an
applicant requesting data access under this
process). The Contracting Party (the
organisation signing the data access
agreement) should also be the sponsor.
Notwithstanding, it is possible that the funder
can be the sponsor.

Exceptionally, there could also be more than
one controller acting alongside the sponsor,
such as a clinical research organisation, also
responsible for the management and oversight
of the data.

IRAS User Guide - Roles in the system, Roles
and responsibilities - Health Research Authority
and Controllers and personal data in health and
care research - Health Research Authority .

12




https://www.hra.nhs.uk/planning-and-improving-research/policies-standards-legislation/uk-policy-framework-health-social-care-research/uk-policy-framework-health-and-social-care-research/#sponsors

https://www.hra.nhs.uk/planning-and-improving-research/policies-standards-legislation/uk-policy-framework-health-social-care-research/uk-policy-framework-health-and-social-care-research/#sponsors

https://www.hra.nhs.uk/planning-and-improving-research/policies-standards-legislation/uk-policy-framework-health-social-care-research/uk-policy-framework-health-and-social-care-research#sponsors

https://www.hra.nhs.uk/planning-and-improving-research/policies-standards-legislation/uk-policy-framework-health-social-care-research/

https://www.hra.nhs.uk/planning-and-improving-research/policies-standards-legislation/uk-policy-framework-health-social-care-research/

https://www.myresearchproject.org.uk/help/hlpcollatedqsg-iras.aspx#1649

https://www.myresearchproject.org.uk/help/hlpcollatedqsg-iras.aspx#1649

https://www.myresearchproject.org.uk/help/hlpsignatures.aspx

https://myresearchproject.org.uk/crirasguide/roles.html

https://www.hra.nhs.uk/planning-and-improving-research/research-planning/roles-and-responsibilities/

https://www.hra.nhs.uk/planning-and-improving-research/research-planning/roles-and-responsibilities/

https://www.hra.nhs.uk/planning-and-improving-research/policies-standards-legislation/data-protection-and-information-governance/gdpr-guidance/what-law-says/data-controllers-and-personal-data-health-and-care-research-context/

https://www.hra.nhs.uk/planning-and-improving-research/policies-standards-legislation/data-protection-and-information-governance/gdpr-guidance/what-law-says/data-controllers-and-personal-data-health-and-care-research-context/
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11. | Indicate your funding arrangements | The team will provide an estimate to cover data | This question should help SDEs understand at
including the stage of any grant | linkage and project support costs. what stage of the process researchers are at in
applications. regards to seeking funding and will support initial
The SDE may be able to support with funding | commercial conversations.
applications.
We welcome enquiries and discussions regardless
of funding application stage.
You will need funding in place before you submit a
full application.
This answer may link to your IRAS submission: A65.
Has external funding for the research been
secured?
12."| source of funding. All parties and organisations who will have access | All parties to a project should be validated
to the data must be validated by the SDE network | organisations to ensure that intermediary
Provide contact details for the individual at | before the project can commence. organisations are not used to subvert our
the relevant organisation who should be validation policy.
contacted in regards to this project.
Note from NHSE - Funders may not always
want, or expect, to be contacted. If a university
receives general funding from several
organisations (but specific projects are not being
funded).

13
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13.

Provide the name and contact details of
any other organisations who are
collaborating on the project

Questions Relating to the Project

14.

What is the title of project.

Include any reference or unique
identification number.

This question is so that we can understand the
broader structure and context of the project.

All individuals accessing the data should be
identified in question eight with their employing
organisation.

In this context these will be separate organisations,
who maintain their independence, but work jointly
on some activities or functions of the project.

The title should identify the main area of your
research so that a member of the public would
understand what area of study it was relevant to.

The title should be consistent with any other
documents submitted for regulatory purposes.

This answer may link to your IRAS submission. Al
Title of the research.

The reference number may be from other
applications i.e. IRAS, CAG, REC and will make it
easier to link applications where required.

This is a question to capture any further
organisations who are involved on the project
and may pose a reputational risk to the SDE
should they be involved in the project even if
they do not have access to the data or secure
data environment,

The SDE will need to assign the project a
suitable unique title to allow the project to be
described, identified and aggregated as part of
internal processes.

Also note/ consider the unique identifier of the
project as identified in the data use register
project:

SDE level ID utilising following convention:
SDE_(RegionCode) PROJ_(number),
i.e. SDE_YH_PROJ 1

14
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This information will be available in the public
domain as part of the Data Use Register.

A project amendment or refresh should be
identified as

SDE_(RegionCode) PROJ_(number),

i.e. SDE_YH_PROJ 1.1

15.

Provide a summary of the project (300 -
700-word limit). It should be a Plain
English summary and include the:

Project aims

Scientific rationale

Data to be used

Project duration

Anticipated value of the project
(include benefits to patients, NHS
or society)

Provide a summary of the study in language
suitable for non-experts in the field and ensure that
all abbreviations in technical terminology are
explained. Do not use jargon or acronyms. This
information should be suitable for a public facing
website and easily understandable by someone
without a health research background.

Do not include any confidential or sensitive
information in this section as this section may be
used to publicise the project if the application is
successful.

For more guidance on what to include in the
research summary you can refer to the Research
guidance. Summary section on the IRAS IRAS Help
- Reference - Collated Guidance - IRAS Form

Or NIHR

Plain English summaries | NIHR.

This question should provide useful context to
SDEs and be helpful for non SMEs to
understand the project. This information may
also be used to support the data use register,
or wider promotional content such as case
studies.

This question will support the MI request:
Description: Further information about the
project.

15




https://www.myresearchproject.org.uk/help/hlpcollatedqsg-iras.aspx#2297

https://www.myresearchproject.org.uk/help/hlpcollatedqsg-iras.aspx#2297

https://www.nihr.ac.uk/plain-english-summaries



Research
Secure Data
Environment
NETWORK

NHS

This answer may link to your IRAS submission.
Question A6-1 Research summary.

This information will be available in the public
domain as part of the Data Use Register.

16.

What is the health condition, disease
and/or therapeutic areas focussed on by
the project?

List them below.

Use the Health Research Classification System
(HRCS) Category (primary): This is the category of
the dataset and its contents as determined by the
Health Research Classification System.

The Health Categories dimension of the HRCS
captures the area of health or disease being
studied. There are 21 separate categories which
encompass all diseases, conditions and areas of
health. Each of the Health Categories includes
research into both disease and normal function.

Should your project have a broader reach, i.e.
impact of living in a costal community then see the
further advice and use either the Generic Health
Relevance or Disputed Aetiology and Other
categories.

Health Categories - HRCS Online

Use of the HRCS Category (primary) was
recommended by the central analytics team
and will allow alignment with MI reporting and
also incorporate any projects that have a
broader reach, i.e. impact of living in a costal
community.

16
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17.

Provide up to 10 keywords which best
summarise your research project.

This information should allow us to aggregate
data and understand themes of research
projects.

18.

Has this project been through external
review?

Yes / No

If Yes, give details here including whether
the review was:

Wider scientific
Academic
Funder

Other

If Yes provide any documentation
pertaining to this review including written
assessment. The projects' protocol may
also be shared to evidence mature project
thinking.

If No, why not / do you plan to seek wider
review later.

This question is intended to provide context to the
broader assessment and review processes the
project has already been through and will seek to
reduce duplication for users.

We are looking for assurance that the thinking
regarding the project is mature and that the
research has already been assessed on areas like
methodology.

We recognise that not all sectors practice this kind
of review regularly.

Protocol - Health Research Authority

The Sponsor they have has regulatory
responsibilities relating to the assuring the quality
of design of the research project. Notably, these
relate to approving research protocol design, as
well as managing protocol amendments.

This question is intended to provide assurance
to DACs etc that the thinking regarding the
project is mature and that the research has
already been assessed on areas like
methodology.

This question was included to avoid DACs
reviewing project methodologies at length.

It is not required (or always possible) for the
Network to reassess a project that has already
be appropriately reviewed.

SDEs should note that not all projects will have
undergone this kind of review and this should
not bias an assessment against organisations
where this is not routine practice.

17
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19.

Indicate which of the following priority use
cases will be addressed by the proposed
work (tick all that apply)

Use Case Examples

Real World Safety, effectiveness,

Studies cost effectiveness

Epidemiologi | Large cohorts for

cal studies population health
research

Health Evaluation of systems or

systems processes

research

Clinical Trial | Feasibility, recruitment,

Activities efficacy

Translational | Academic discovery and

research implementation of
practice

Al/algorithm | Testing, training,

development | validation

These use cases are how the SDE Network
classifies its projects and we are asking the

guestion to help understand which area your
project is aligned to.

Your SDE team should be able to help you identify
the most suitable option.

An observational study (such as a cohort or case-
control design) should come under epidemiology.

This answer may link to your IRAS submission.
Question IRAS A7. Select the appropriate
methodology description for this research.

SDEs will be expected to validate this question
to avoid obvious errors by the researchers.

1nA AnnAn fAr nraiAant haviAa bhaon AafinaAd

ThaA

; Data for R&D
; PROGRAMME

< Use Cases

Autumn 2024

Questions Relating to public and patient in
20. | provide an outline of the public and patient
involvement and engagement (PPIE*)
strategy for the project.

volvement and engagement (PPIE) and Communications
Question to ensure
sufficient thought into PPIE.

All health and care research projects should involve
patients and the public in its design.

researcher has given

18
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Provide details of proposed and undertaken public
engagement plans or activities for patient and/or
user group involvement. If you have no public
engagement plans, explain why this is the case.

Documentation previously prepared for grant
applications (i.e. NIHR) may be submitted as part
of the answer to this question.

This theme will be examined in greater detail in the
"5 Safes" section, where the user will need to
provide more specific information on how the
project will relate to the public.

It is recognised that not all projects will require
significant PPIE activities.

The SDE team can support you in identifying
potential further PPIE options.

More guidance on PPIE can be found on the HRA
website. Information in the principles if PPIE can
be found here: Public Involvement - Health
Research Authority

This answer may link to your IRAS submission.
Question A14-1, which focuses on effectively

SDEs have feedback that this is an area that
often challenges users. The SDE team should
consider what recommendations it can make to
support researchers as the Network become
experts in this area,

Prompts recommended as part of the question

feedback have included the option to include
e Good news stories on the SDE website
Impact assessments

Videos and graphics which can be shared.
Social media content from the participant
and organisation

Organisations websites

Speaking at local or national forums
Posters at national events

Local links with special interest groups.
Links with local charities

Consideration should be given to the project
when answering this question, for example a
PHD student carrying out a very small project
without any identifiable data may not need to
undertake significant PPIE. Similarly an audit
project (not classed as research) is unlikely to
require PPIE.

19
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incorporating PPIE into research proposals.
Additional guidance is available for questions A6-
2, A13, A22, A30-1, and A51.

See |IRAS Help - Preparing & submitting
applications - Public Involvement, including how
best to present PPIE evidence in an application.

Questions relating to Project Requirements for the SDE including technical and practical set up.

21. | Do you know which service you will Multiple boxes can be selected.
require?

OData (and SDE platform) It is likely that this question will require discussion
CConsultancy services with the SDE team to understand which is the
CSpecialised tools and products to correct option for the project.
analyse data
COSDE platform only (bring your own You will have access to lists of available datasets,
data) services and tools available.

O Other (specify)
Information about the services can be found here:
The NHS Research Secure Data Environment
Network - NHS England Digital

20
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22.

Provide the name of the data sets you
require access to for the proposed work in
the Secure Data Environment if you wish to
use pre-existing data sets and know what it
is called.

If you do not know the name of the data
sets or it is still to be developed describe in
detail what the you would like data about
and what information it should include.

Provide as much detail as possible. A later
guestion will ask for rationale for this
dataset.

A description of precisely the criteria which define
the patients to be included and to be excluded
from the data extract you are requesting should be
provided.

This should include ICD10/SnoMed codes where if
known . Further detail on ICD10 classification can
be found here: International Classification of
Diseases (ICD) (who.int)

Specific field/data items if known.

State if you require any multi-modal data e.g.,
imaging.

Anticipated/ required cohort size.

This should include precise date parameters for
the start and end of the range requested
(dd/mm/yy) and explain which dated project field
will be used to define the requested cohort (e.g.,
date of admission or date of operation).

The content of this question is likely to require
iteration and discussion with your SDE team.

Some SDEs may have a list of datasets the
customer can chose from.

Before the project can move to Data Access
Request phase it must be completely clear
what data access is being granted to, but this is
likely to require co-creation and iteration in
some cases.

21
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This may link to your IRAS application. Question
A59. What is the sample size for the research?

Note specific inclusion or exclusion criteria. | These might include age, demographics, volume,
date ranges.

This may link to your IRAS application. Question
A17-1. Please list the principal inclusion criteria.
Al17-2. Please list the principal exclusion criteria

Will you require periodic refreshes of the e Determine and justify your Need for Data
data? . Ref.reshes
O Yes Considerations:

e Project Requirements: Assess the nature of
your project and determine if updated data
is critical for achieving your objectives.

If so state frequency: Days/Months/Years e Analysis Needs: Determine how often you
need the latest data to perform accurate
and relevant analysis.

¢ Indicating Your Requirement

e Yes: If you require periodic refreshes of the
data, clearly state that you do and specify
the frequency in terms of days, months, or
years.

Example:

e Yes, we require data refreshes every 30
days to meet the monthly review cycles
described in the project.

e Yes, we need the data updated every 6
months to account for seasonal changes in
hospital admissions.

O No
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o Yes, we will request a data refresh for final
analysis.

25.

Will you be providing your own data for
integration?

If yes, provide details on:

o Type of Data: Describe the type of
data you will provide (e.qg,
experimental results, user data).

o Format of Data: Specify the format
in which your data is available (e.g.,
CSV, Excel, JSON, SQL database).

e Volume of Data: Indicate the size or
volume of the data (e.g., 10,000
records, 500 MB).

e Whether this data will be
anonymised or linked to the SDE
data sets.

.
Data Compliance: Ensure that your data
complies with relevant regulations and
standards (e.g., GDPR, HIPAA, common
law duty of confidentiality)

1.This question seeks to determine if you will
supply your own dataset to be integrated or used
in conjunction with the service or platform you are

applying for.

2. Providing Your Answer

Yes: If you plan to provide your own data for
integration, clearly indicate this. Be prepared to
offer additional details about the nature, format,
and specifics of the data.

Note the contracting organisation (named in
guestion 3) is responsible for making sure they
have appropriate permissions and approvals for all
external data sets. It is likely the SDE will want to
see the information about data compliance.
Supplementary information may also be sought on
permissions, compliance, lawful basis and
minimisation to avoid risks.

If data accessed about an individual would be re-
identifiable to accessing organisations (using any
means reasonably likely available to them), the

Sponsor will need to demonstrate that a common

We recognise that SDEs are in different places
in regards to "bring your own data."

If SDEs require further assurance they may ask
further questions on the purpose of bringing the
data in and the nature and content of the data
SDEs should be mindful of the increased risk of
reidentification when linking data.

However, projects or researchers should not be
unduly scrutinised for wishing to do so, as itis
permitted within the Networks policies.
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law duty of confidentiality legal basis, as well as a
UK GDPR lawful basis and special category
condition for accessing the data, are in place. REC
approval will also be required, as well as s.251
support via CAG if explicit consent for accessing
identifiable data for research purposes has not
been given.

Re-identifiability may become possible because
the data accessed are linked with other data about
the same individual or because of unique outliers
created permitting identity inference. UK GDPR
compliance will be applicable.

Can we identify an individual indirectly from the
information we have (together with other available
information)? | ICO

26.

Identify any software and applications
(analysis) required if known.

Each SDE will provide a standard suite
applications. This question is seeking to identify
any additional software and applications that are
required to deliver the project.

Indicate your preferred software and applications,
such as R, Python, Stata, and Tableau. It may be
possible to add further software at a later stage of
the project.

This question is asked to allow detailed costing
of the project and to support project
initialisation.

We would recommend that a clear list is
provided of any standard software applications
within the SDEs platform. With a further list of
those it is possible to add. This information can
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Licensing for these applications may have cost
implications for the project.

be found within the SDEs internal catalogue
entry.

27. | 1dentify and provide details of any code or
tool you intend to upload to the SDE
platform for this project.

All codes and tools must be in accordance with the
relevant SDE policies and will be subject to review
by the technology teams.

The organisation delivering the project will be
accountable for ensuring that any requirements
and permissions for using these codes or tools are
met, i.e. licensing restrictions.

28. | How long will you require access to the
data?

Include your expected start date for the project and
the length of time you anticipate the project taking.

It may be possible to extend your project should
activity take longer than anticipated.

This may link to your IRAS application. Question
A69 How long do you expect the study to last in
the UK?

This information will provide support in costing
the project and will support project initiation.

29. | How long will you require data to be
available for analysis within the SDE? If

This is any additional time where the data will be
stored or archived following the project to allow for

This information will provide support in costing
the project. It is not anticipated that this option
will be utilised often.
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different to the timeframes indicated in
guestion 29.

clarifications, clinical inspection etc before
publication.

lif you require this option then further clarification
may be sought regarding any activities you
propose to undertake in this time period.

This may link to your IRAS application. Questions
A43. How long will personal data be stored or
accessed after the study has ended.

A44. For how long will you store research data
generated by the study?

A45. Please give details of the long term
arrangements for storage of research data after
the study has ended.

The data may be stored by the SDE for longer
than the period required by the research project if
there is other retention obligations. i.e. Retention
of Trial Records

There is no proposed maximum for this
timeframe but DACs should consider whether
the length of time requested is appropriate /
proportionate to the broader scale and
requirements of the project.

DACs/SDEs will need to be guided on this
wider regulatory framework and set of
obligations regarding retention/archiving for
health and care research studies.

MRC-100323-RequlatorySupportCentre-
RetentionFrameworkResearchDataRecords.pdf
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Section B - 5 Safes (Data Access Request Application)

Once section A of the form is finalised (this is likely to be an iterative process) and both SDE and Researcher are in
agreement that the project is feasible and can be delivered to meet the requirements of all parties then Section B can be
completed and both sections shared with the relevant Data Access Committee(s) for review and a decision on granting
access to the datasets for the project.

NHS Research SDE Network - Data Access Committee |G and Data Access Principles - Draft VO.1.docx

e @7 (@ fo d

Safe Data Safe Projects Safe People Safe Settings Safe Outputs

0
-0
o)

O—-|0 D)0
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Question
Safe Data

Guidance for researcher / reason for asking
Safe Data Principles

Guidance for SDE / DAC

The Data Access Process must carefully consider whether there’s any risk that an individual’s data could

be de-anonymised by a research organisation, or as a result of their research. They must consider:
¢ What data the research organisation has asked for — and what data they already have which they

might combine it with.

o Whether there’s any way that the data they’ve requested could be used improperly.

They should try to make sure that:

e The research organisation is accessing only the data it needs for the research it's doing — and

nothing it doesn’t need.

e The research organisation has explained clearly why it needs the specific data it has asked for.

30.

Indicate your proposed legal basis for
requesting that the SDE process personal
data for the proposed project, providing
access to the dataset.

The SDE has a legal basis of research for holding
and controlling the data sets.

As part of this application the SDE is asked to
process a subsection of the data and undertake
curating and manipulation of this data. We are
seeking assurance that the research recipient is
clear on the lawful basis under which they are
making this request.

In most cases we would expect this to be to
undertake health and care research. This question
can be discussed further with the SDE team.

We recognise that the SDE has controllership and
a legal basis to process personal data.

We seek to mitigate any potential risk around
processing data which may be re-identifiable (to
the SDE rather than the user) and confirming that
the researcher is clear on their legal basis for
asking for the data.
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Regulation (EU) 2016/679 of the European
Parliament and of the Council of 27 April 20160n
the protection of natural persons with regard to the
processing of personal data and on the free
movement of such data (United Kingdom General
Data Protection Requlation)(Text with EEA

relevance)

31.

Further to information provided in section A
also select the type of data access
required.

Options Type of data  Tick

Only one box may be ticked in this question.

Record level data will have been deidentified to the
end user.

We are not proposing asking why this choice has
been made, this should be evident from other
information provided. However, should you require
additional clarity at this stage ask before the
guestionnaire is submitted to the DAC.

No record level  Aggregated Aggregated - Low Number Suppressed data is

data access data only covered by no disaggregated data for this question. | The third option is for studies that already have
required patient identifiers and need more data on those
(algorithm/query Not all SDEs will provide the function for complex specific patients. They will have a pre-existing
only - asin gueries (in ref to disaggregated data access common law duty of confidentiality legal basis and
OpenSAFELY required (algorithm/query only - as in approvals(s251 or consent usually) allowing them
model) OpenSAFELY model). to have data on specific patients.

Access to Record level

deidentified data, Not all SDEs currently process or provide access We recognise that this option will only be relevant
data in a project pseudonymised to patient data that has been deidentified. to SDEs that process patient identifiable data, and
workspace that have governance to use this PID for projects
(standard) If option three is selected, then the SDE will have with the right approvals.

Additional data  Record level further questions relating to the nature of the

for existing, data, contains linkages and lawful basis for processing the data.
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consented individual If this option is selected then SDEs should ask
cohort identifiers future questions to assure themselves. These

could include what are they going to provide us to
link on? NHS numbers? What is your UK GDPR
lawful basis and special category condition, and
common law duty of confidentiality legal basis.
SDEs must have a reasonable degree of
confidence that disclosing or sharing apparently
anonymous information will not lead to an
inappropriate disclosure of personal data, i.e.
through ‘re-identification’.

If personal data / confidential patient data are
effectively anonymised to the research recipient,
then a UK GDPR lawful basis/special category
condition, and common law duty of confidentiality
legal basis are not required

Definitions of deidentified and pseudonymised data
can be found here:. anonymisation-intro-and-first-

chapter.pdf

32.

What risks do you foresee for individuals,
and what measures have you incorporated
into your project to mitigate them, if any?

A data use purpose cannot be considered as
beneficial if the harm resulting from the use of the
data outweighs the public benefit. Demonstrate
that you have considered how to balance the risks
and public benefits when designing the study.
Consider: -

This question and guidance has been approved by
the National Data Guardian. HDR UK recommend
making no alterations to this question and
accompanying guidance.
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e Could individual patient privacy be
compromised? For example consider
whether the research recipient holds any
separate data which might enable
reidentification of individuals, even if this
data will not be brought into the SDE.

e Could patient or service user safety be
harmed?

e |f data was to be used for this purpose,
could it make some patients or service
users less likely to seek care or be less
frank in discussion with health and care
professionals?

e Could the purpose lead to the creation or
exacerbation of inequalities or unlawful
discrimination against particular
communities?

e Could the use of inaccurate or inadequate
health and social care data lead to
unrepresentative findings?

e Could the purpose undermine the
sustainability of publicly funded health or
adult social care services?

This may link to your IRAS submission. Questions
A22. What are the potential risks and burdens for
research participants and how will you minimise
them?

A23. Will interviews/ questionnaires or group
discussions include topics that might be sensitive,
embarrassing or upsetting, or is it possible that
criminal or other disclosures requiring action could

The DAC should use information to understand
whether researchers have considered and are
transparent about relevant risks and identified
appropriate mitigations.

Should the SDE wish they could potentially also
ask for supplementary evidence if available and
applicable:

o UK Health Research Authority Research
Ethics Service reference.

e Submission of standardised ethics self
assessment.
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occur during the study? A26. What are the
potential risks for the researchers themselves?

33. Have you undertaken ethical consideration | This question is intended to understand what This question is to provide assurance that the
and assessment on the project? consideration and previous work has been ethics of the project have been considered and
undertaken into the ethical nature of the project. been through the appropriate governance
If so share any documentation or evidence structures within their research organisation.
relating to this. If the project has obtained We recognise that not all projects will require an
ethical approval via REC provide the IRAS | ethical assessment, if your project does not, lay out | It is acceptable for a project not to have undergone
number and details about whether an your rationale for that decision. an ethics assessment if the researcher can explain
amendment has been submitted to cover suitable rationale for not undertaking the exercise.
this data collection part of the project Ethical approval is a formal process, in this
instance from NHS. This question refers to a more
If not, explain why not. general assessment.
More information on approval can be found here:
Data sharing standard 7a - Ethical Approval - NHS
England Digital
34. Do you hold any data that might increase This may link to your IRAS application. Questions We are seeking confirmation that there is no way

the risk of you being able to reidentify any
individuals within the data set provided for
this project.

Yes / No

A38. How will you ensure the confidentiality of
personal data? A39. Please specify whether
identifiers will be held in the same database as the
clinical data, or in a separate database and linked
through a unique study or case number.

that the data could be manipulated.

If a risk is identified the DAC will need to be
assured that it has been appropriately mitigated or,
if not and the data would be re-identifiable to the
accessing organisations (using any means
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If yes identify the data you hold and how
you will mitigate the risk of reidentification.

A40. Who will have access to participants' personal
data during the study?

reasonably likely available to them), the Sponsor
will need to demonstrate that a common law duty
of confidentiality legal basis, as well as a UK
GDPR lawful basis and special category condition
for accessing the data, are in place. REC approval
will also be required, as well as s.251 support via
CAG if explicit consent for accessing identifiable
data for research purposes has not been given.

35.

In the feasibility section of the form, you
have specified what data / dataset you
would like to access for the project/

How have you identified this cohort / data
and what logic, rationale have you used to
ensure that it will support your research
guestion whilst also being proportionate.

This question is aimed to understand what
methodology was used to identify the data set.

We are not looking for significant detail on your
statistical analysis, but high-level justification and
rationale for why you have requested your data set.

This question also speaks to data minimisation, the
Network need to ensure that the project has
sufficient data to answer the research question, but
not unnecessary information / data.

This may link to your IRAS application: Question
A60. How was the sample size decided upon?

This question is aimed at understanding whether
the data requested is proportionate and necessary
to answer the scientific research question(s), on
the basis of which the data has been requested.

Safe Projects

When Data Access Committees are making decisions about whether an application to access data
should be accepted or not, they must check that the project:

o Has a medical purpose which aligns with helping the public’s health and/or benefiting the NHS.
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Benefits a wide enough group of people and has a significant impact on them.

Lines up with the priorities the NHS has set itself.

Generates information which can be used later by others.

Is scientifically reviewed by experts (this won’t necessarily happen within the Data Access
Committee).

The Data Access Process must be transparent about how decisions have been made, like who to grant
access to NHS data.

36.

Outline the methodology you propose to
employ, mentioning relevant
statistical/analytical techniques and key
variables.

Information already submitted to funding or
scientific review processes may be shared
to support this submission.

This question is asked to provide wider context for | This information, in conjunction with other

the nature of the project and what will happen to information in the questionnaire will allow SDEs to
the data during the project. build out information relating to use cases and
horizon scanning.

Data Access Committees include lay

representatives and researchers who are not The DAC should not reject projects on the basis of

experts in your specific area of research. When potential flaws in project methodology, all projects

answering this question you should use that have reached this stage of the process will be

appropriate language so non-experts are able to being delivered by validated users and likely have

understand the content. progressed through multiple specialised evaluation
processes.

We recognise that methodology may evolve over
the duration of the project.

This may link to your IRAS application. Question
IRAS - A13. Please summarise your design and
methodology.

A62. Please describe the methods of analysis
(statistical or other appropriate methods, e.g. for
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gualitative research) by which the data will be
evaluated to meet the study objectives

37. | How will you take account of any potential | Selection bias is a particular problem inherent in This question is to ensure that researchers have
selection/causal bias arising from the case-control studies, where it gives rise to non- considered the biases that may be inherent in the
nature of the data and/or the methodology | comparability between cases and controls. In case- | projects and put into place mitigations.
employed? control studies, controls should be drawn from the

same population as the cases, so they are
representative of the population which produced
the cases.
Biases and Confounding | Health Knowledge
FOR-EQUITY —tools and resources to help reduce
social and health inegualities
38. | Indicate how the results and outcomes As for example, the public and decision makers do | This question is not intended to tie the researcher

from the proposal will be published or
disseminated to stakeholders and
interested parties, including patients and
the public.

not read scientific literature or attend conferences,
you will need to consider how the results or
outcomes will be shared with the wider public and
other non-academic stakeholders and how these fit
with the public benefits of the proposal.

Consider how the results or outcomes will be
disseminated to the wider public and how these fit
with the public benefits of the proposal.

into a particular comms or publication plan. The
guestion is to assure that the researcher has given
due consideration to how they will share the
outcomes of the work with the public.

Like when discussing PPIE earlier in the form the
SDE may be well placed to support the researcher
in disseminating their results. Results disseminated
on the SDEs website would have the multiple
benefits.
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Outputs to the public could include press releases,
social media, progress reports on websites that the
public might access, feedback to patient groups.
The public are interested in the outcomes of
research. If the public or patient groups have had
some input into the proposal in some way, or the
work focuses on a particular patient group whose
data has been used, it is good research practice
that they are informed about the outcomes of the
work.

The HRA has issued guidance on making health

and care research findings accessible:

e Research Transparency — setting out
expectations for sponsors, researchers, and
funders.

e Writing a plain language (lay) summary of your
research findings

This may link to your IRAS submission. Questions
A51. How do you intend to report and disseminate
the results of the study?

A52. If you will be using identifiable personal data,
how will you ensure that anonymity will be
maintained when publishing the results?

This information may be available in the public
domain as part of the Data Use Register.
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39. | How will the use of the data collected The concept of public benefit is broad and flexible,
deliver potential benefit to public and the and could include direct, indirect, and long-term
NHS and health purpose? benefits. However, the benefit needs to be

identifiable regardless of whether it can be

e Further understanding of the health | quantified or measured. Select at least one of the
and care needs of populations options provided to indicate how you would

e Lead to the identification and q . hether th ¢ d data is f
progress of treatments and ete.rmlne w. ether the use of requested data is for
therapies to treat illness. public benefit.

e Further understanding of regional
and national trends in health and This may link to your IRAS application: Question
social care needs. A24. What is th tential for benefit t h

e Address healthcare inequities. o atis the potential for benetit to researc

e Support the quality and safety of participants?
services.

e Inform planning health services and | This information may be available in the public
programmes. . domain as part of the Data Use Register.

e Inform design of prevention
interventions and evaluation
interventions.

e Inform decisions on how to
effectively allocate and evaluate
funding according to health needs?

e Other

40. | What are the further potential benefits to The SDE is seeking to understand what additional | This question is so that the SDE can gather wider

this research project in addition to the
public benefits?

benefits the researcher is hoping to achieve with
this project in addition to the public benefit. These
might include:

context on the true benefits of the research project
and be transparent to the public or users on the
broader nature of the research undertaken.
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e Commercial, in the development of a
product or service.

e Professional or academic, to further the
researchers career or education.

¢ Reputational for the researching
organisation.

e Organisational, in improving the processes
or services of a healthcare organisation.

Safe People

The Data Access Process must make sure that the people accessing the data are the right people to do

SO:

¢ Research organisations should be considered carefully — they must have values similar to those of
the NHS and have data protection policies in place.

o There will be criteria which could mean that an organisation is denied access to the data, such as not
having data security in place, international sanctions, is from a sector or industry an organisation is
from (e.g., a business sector that goes against the values of the NHS)

e There must be a hamed specific person who will be accessing the data, and they must sign an
agreement with the NHS about how they will use the data. They must also receive training from the
NHS on how to access and use the data. Only named people will be able to access the data - no one

else will be able to access it.

o There must be legally binding agreements in place for research organisations to sign.

41. | Are there any specific known conflicts or Identify any personal conflicts or interests that the | We recognise that users and organisations will
risk in relation to this project or subject network should be aware of in the context of this have been assessed as fit and proper persons to
matter and the individuals named in this application. access the data through the User and Organisation
access request. Validation process. This question is to provide the
applicants the opportunity to highlight any specific
issues relating to the project.
a. | Safe Settings There must be data security built into the Secure Data Environment. This must be up to a set standard,

across all the different regions.
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The Data Access Process must consider what the outputs of the research will look like and make sure

b. | Safe Output
that:
. There is no risk to the privacy of patients.
. Data can only be removed with permission.
. If required, there are additional conditions set on onwards publication and use.
42. What outputs do you expect to take away There will be a further output check and A further stage of the process will need to be

from the SDE?

What will happen to those outputs after the
project

conversation once the project is completed. If the undertaken after the project to review, what is
researcher wants to remove outputs there may be | being taken out? where is it being stored. what
a further agreement. happens to it next? etc

This form does not approve projects outputs.
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Data Access Committee Template Terms of Reference

Iltem Title

Data Access Committee (DAC) Template Terms of Reference

Item Description

The NHS Research SDE Network delivers secure access to NHS data to
approved organisations and users for research purposes and the Data
Access Committees are an integral part of facilitating data access and
applying the ONS Five Safes framework and common NHS Research

SDE Network Data Access Principles. This document assists with

standardisation across the Data Access Committees that form part of the

Data Access Process and their consideration of each data access request

and ensure that data is used in the right way and for the right reasons.

Version

V 1.0 Current

Item Owner

Claire Edgeworth

claire.edgeworthl@nhs.net

Item Approved

January 2025

Review Due Date

01.09.25

Item History

Version Date

Summary of Change
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Data Access Committee - Terms of Reference Template

1. Background 1. The NHS Research SDE Network delivers secure access to NHS data to approved organisations and users for research
purposes.
2. Data Access Committees are an integral part of facilitating data access and applying the ONS Five Safes framework and

common NHS Research SDE Network Data Access Principles.

3. Data Access Committees form part of the Data Access Process. They consider each data access request and ensure

that data is used in the right way and for the right reasons.

1. The role of the Data Access Committee is to review data access requests against relevant criteria set out in the Data

2. Purpose

Access Principles and as identified within the Data Access Process.

2. One of the key purposes of the Data Access Committee is to enable public benefit through appropriate secondary uses of
data and ensure this is done fairly, transparently, lawfully and in line with the reasonable expectations of individuals when
using data.

3. Public and patient representation is integral to the Data Access Committee role to support and add weight to this
assessment.

4. The Data Access Committee will provide advice in relation to whether an application to access NHS data via the NHS
Research SDE Network should be approved, approved with conditions, or not approved.
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4. Frequency and
operation

5. The Data Access Committee will also consider requests for dataset dissemination, where appropriate research

governance approvals are in place and where it would not be possible to carry out the programme of research within an
SDE.

Review all data access applications received by the SDE for access to NHS data against agreed Data Access Principles,

together with additional information and assessments made as part of the Data Access Process.

Provide recommendations on whether to approve or not approve data access applications in line with

Governance/Reporting section of this ToR.

3. Assess whether the SDE and/or data access applicant has undertaken appropriate patient and public involvement and

engagement in their design.

4. The Data Access Committee will work with counterparts across the NHS Research SDE Network to help ensure

consistency of decision-making across the Network.

5. For any data access request that is recommended for approval, the Data Access Committee can advise in relation

controls and any additional conditions that are required.

6. The Data Access Committee will consider and review opportunities for precedents to be set at each meeting. Any data

access request that falls within an identified precedent can be considered by a reduced number of members outside of a
formal Data Access Committee meeting, in line with the Data Access Process.

7. The Data Access Committee will be invited to review the Data Access Principles at least annually by the NHS research

SDE Network.

1. The Data Access Committee will meet at an agreed frequency, which may be adjusted in line with demand and with the

agreement of members.
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2. The Data Access Committee will ensure that it has sufficient time to consider each data access request.
3. If the Data Access Committee need to raise any questions or concerns regarding an assessment made elsewhere in the
Data Access Process, they will do so in line with the escalation process outlined within the Data Access Process.

4. The Data Access Committee will report a recommendation of whether a data request should be approved, approved with
conditions or not approved.

5. Where a consensus cannot be reached, a vote should be held.

6. Minutes will be taken; they will not reflect individual member views unless explicitly requested by that member.

7. Other colleagues or observers might be invited to attend the meeting, they will be managed in line with the relevant
policy.

8. All discussion at the Data Access Committee will be regarded as opportunities to learn, improve and create precedent.

Conduct of the Data Access Committee will facilitate and provide space for this.

1. The Chair and voting members will be appointed by the Host organisation and core membership will include local

5. Membership

representation of:
a. Patient and public (lay)
b. Data contributors/systems including.
i. Caldicott Guardians
ii. Digital and data
iii. Information Governance
iv. Clinical

v. Research
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6. Reporting/governance

Other colleagues with relevant expertise might be invited to attend the meeting if required to advise on specific data
access requests, they will be managed in line with the relevant policy.

The Data Access Committee Chair has the authority to identify where the requirement to commission and consider
expert, independent advice exists to support the Committee's work.

There will be xx voting members plus the Chair (who will also be a voting member) on a Data Access Committee,
membership will be at least 30% patient and public and at least one member representing the above areas from data
contributors/system.

Data contributors will work together to ensure an appropriate level of representation from each specialism is included.
Members will be appointed for a term of 24 months. After which a review and renewal can be considered if mutually
agreeable by Host and Member.

The Data Access Committee will be quorate with at least 10 members, if there is an appropriate level of representation
from each specialism as outlined above.

Conflicts of interest will be managed in line with the relevant policy.

The Data Access Committee is hosted by xx. The Data Access Committee provides its advice to xx.

The framework under which the Data Access Committee provides advice is documented within the data sharing
framework/joint controller agreement that facilitates data sharing and access.

A recommendation by the Data Access Committee to not approve an application will prevent data release in line with the
data sharing agreement/joint controller agreement.

As part of the Data Access Process, and in line with transparency standards, the minutes of Data Access Committees will

be published, and all approved data requests will be displayed on the Data Use Register.
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Data Access Request Form (DARF)

Iltem Title

Data Access Request Form

Item Description

A common set of questions for implementation across the SDE Network to
standardise the information requested from researchers to support a Data

Access Request.

Version

Final V.1 25/26

Item Owner

Alice Hillyard

Alice.Hillyard3@nhs.net

Item Approved

Network Board 06.03.2025
Programme Delivery Board 11.03.2025

Review Due Date

01.09.25

Item History

Version Date

Summary of Change
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Section A — Feasibility

NHS

Section A of this form is likely to need completing iteratively as applicants develop and refine their projects in
collaboration with an SDE team. To progress to Section B and a Data Access Request all questions in Section A

must completed fully

No

Question

Guidance for researcher / reason for
asking

Guidance for SDE / DAC

Initial Triage Questions

1.

Is this application :
e A new application
OR
e A change to an existing
application.

A change could include:
e An amendment to an existing
application
e An extension of an existing
approval
e Arenewal of an existing approval

Does this application relate to a previous
application (approved or not)?

Include any previous related SDE
reference numbers.

Drop down list option.

The application could be a new
application, an extension, a renewal, or
amendment.

For extensions or amendments you
must highlight the specific information
within this form that has been updated,
provide an original application number
and approval date, any subsequent
amendment approval dates. You will
also need to include a summary of
changes and rationale for the change
to your original application and
updated approvals signatures for the
request to be processed.
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Include any applications relating to this
project across the whole SDE Network
to allow us to gather as much
contextual information as possible.

Which SDE will you require data from, tick
all that apply?

CONHS England

CJEast Midlands

CJEast of England

[IGreat Western

[OKent, Medway, and Sussex

(] London

(] North East and North Cumbria

(] North West

(] Thames Valley and Surrey

L] Wessex

L1 West Midlands

[J Yorkshire and Humber

(1 Advice only at the stage

Select the SDE you are proposing to
work with.

If you are proposing a multi SDE project
then it is likely that you will need to
engage with the Network Concierge in
the first instance. Please contact the
SDE directly if this is the case.

Multiple boxes may be ticked

We recognise that many SDEs do not yet offer /
deliver multi SDE projects. This question is
included at this early stage so that complex
projects can be identified and triaged to concierge.

Some SDEs felt this question would potentially
cause confusion. If your SDE is concerned that this
guestion may set up unachievable expectations
regarding multi - SDE projects you could pre-
complete the answer and include a note explaining
that clients wishing to use multi- SDE data will need
to work with another SDE at this stage.

Is the project you are research according
to the Heath Research Association (HRA)
guidance?

Y/N

Researchers should make themselves
aware of their responsibilities to the
HRA should the project meet the
thresholds for research.

Is my study research?

DACs are not required to validate whether a
project meets the thresholds for research. This
question is intended as signposting to the HRA and
in the future may mean that we can filter later
guestions as appropriate.
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If Yes confirm that you have the
appropriate research governance in place
to meet the requirements of the HRA
governance framework.

Microsoft Word -
DefiningResearchTable OCT2022.doc
X

UK Policy framework for Health and
Social Care Research

IRAS Help - Preparing & submitting
applications - HR Good Practice
Resource Pack

Questions Relating to Organisations and People

4.

Name of Contracting Organisation.

This is the organisation carrying out the
project, and accessing the data. This
will normally be the organisation signing
the Data Access Agreement.

This organisation will be the data
controller if one is applicable.

All organisations and users will need to
be validated before any application can
be made.

Note from analytics — we need the legal name of
contracting party to support identification and
cross-SDE organisation activity summary
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This information may be available in the
public domain as part of the Data Use
Register.

Full name of applicant

This question is being asked for
communication purposes rather than to
populate the signatory field for the Data
Access Agreement.

Job title of applicant

Job title is the name of the position the
applicant holds within their employing
organisation.

Work email address for applicant

Include an email address that the
applicant can receive communications
through.

Are you the correct point of contact for
further questions and discussion on the
request process?

If not, state the name, email address, job
title, and employing organisation of the

lead applicant or appropriate key contact.

We are looking to check you are the
main individual coordinating the
application process, managing the
project, or taking primary responsibility
for the information and outcomes
associated with this application.

This will help us avoid contacting the
wrong person or sending multiple
emails.

This question has been proposed as sometimes
the person making the initial enquiry or completing
the form is a project support person or
administrator.

We need to confirm whether the person making
the application is the correct point of contact for
further questions and discussion on the request
process?
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This individual will need to be validated
through our user and organisation
validation service.

This answer may link to your IRAS
submission: A3-1. Chief Investigator:

All users who are identified will need to be
validated (with an organisation associated with this
project) before they can access any data.

Provide details of the project team who
will be accessing or analysing the data.

If all team members have been identified
and appointed at this stage please list all
individuals by full name, job title and
employing organisation.

If individuals have not yet been
appointed, describe the anticipated
project team who will access and analyse
the data by job title and role description
and employing organisation.

Applicants should only list individuals
who will be interacting with the data,
recognising that on large or long-term
projects there may be many individuals
involved in the programme who do not
come into contact with the data sets.

Only users who are validated with the
SDE network will be able to access the
data.

If a project team has not yet been
appointed the applicant will be asked
to confirm names and email addresses
at a later stage of the application
process.

This question is asked to support high level
costings and later to operationalise the project.

We would not expect SDEs to take a view on
whether a project was appropriately resourced or
the structure of the project team.

All users who are identified will need to be
validated (with an organisation associated with this
project) before they can access any data.
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Additional users and team
amendments can be made later in the
process.

Applicants are asked for this
information at this stage as it has cost
implications (a larger number of users
will mean a higher project cost.)

10.

Name of sponsor organisation if different
to the organisation named in question 3.

Provide contact details for the Sponsor
Representative at this organisation who
should be contacted in regards to this
project.

UK Policy for Health and Social Care
Research defines: 9.10 - The Sponsor
is the individual, organisation or
partnership that takes on overall
responsibility for proportionate,
effective arrangements being in place
to set up, run and report a research
project. All projects that are research
according to the HRA’s definition (see
guestion 3), are required by regulation
to have a Sponsor. We recognise in
the majority of cases projects will not
have a separate Sponsor to the
contracting organisation.

If this study does have a separate
Sponsor you should be able to
demonstrate that you have Sponsor

Projects or workstreams may be subcontracted
from a lead organisation.

This may include acting as a data processor to the
wider project, and sharing the data on (directly or
not).

All parties to a project should be validated
organisations to ensure that intermediary
organisations are not used to subvert our validation

policy.
All parties and organisations who will have access

to the data (or any part of it) must be validated.

The research sponsor will always be a data
controller of the research data in law (as agreed

51






Research
Secure Data
Environment
NETWORK

NHS

agreement to take overall responsibility
for your project (at least in principle)
before you submit this request and you
should name them here .

UK Policy Framework for Health and
Social Care Research - Health
Research Authority.

The Sponsor organisation must be
validated by the SDE network before
the project can commence.

More information on the Sponsors
overall responsibilities including
overseeing broader issues of
compliance and ensuring the research
is in the public interest can be found
here:

Sponsor’s responsibilities and here
UK Policy Framework for Health and
Social Care Research

The Sponsor Representative is the
individual assigned to provide authority
on behalf of Sponsor and can be
identified in IRAS

with the ICO), even if another organisation is acting
on its behalf (including an applicant requesting
data access under this process). The Contracting
Party (the organisation signing the data access
agreement) should also be the sponsor.
Notwithstanding, it is possible that the funder can
be the sponsor.

Exceptionally, there could also be more than one
controller acting alongside the sponsor, such as a
clinical research organisation, also responsible for
the management and oversight of the data.

IRAS User Guide - Roles in the system, Roles and
responsibilities - Health Research Authority and
Controllers and personal data in health and care
research - Health Research Authority .
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IRAS Help - Reference - Collated

Guidance - IRAS Form

IRAS Help - Using IRAS - Electronic

authorisation

11.

Indicate your funding arrangements

including the stage
applications.

of

any grant

The team will provide an estimate to
cover data linkage and project support
Ccosts.

The SDE may be able to support with
funding applications.

We welcome enquiries and discussions
regardless of funding application stage.

You will need funding in place before
you submit a full application.

This answer may link to your IRAS
submission: A65. Has external funding
for the research been secured?

This question should help SDEs understand at what
stage of the process researchers are at in regards
to seeking funding and will support initial
commercial conversations.

12.

Source of funding.

All parties and organisations who will
have access to the data must be

All parties to a project should be validated
organisations to ensure that intermediary
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Provide contact details for the individual at
the relevant organisation who should be
contacted in regards to this project.

validated by the SDE network before
the project can commence.

organisations are not used to subvert our validation
policy.

Note from NHSE - Funders may not always want, or
expect, to be contacted. If a university receives
general funding from several organisations (but
specific projects are not being funded).

13.

Provide the name and contact details of
any other organisations who are
collaborating on the project

This question is so that we can
understand the broader structure and
context of the project.

All individuals accessing the data
should be identified in question eight
with their employing organisation.

In this context these will be separate
organisations, who maintain their
independence, but work jointly on some
activities or functions of the project.

This is a question to capture any further
organisations who are involved on the project and
may pose a reputational risk to the SDE should they
be involved in the project even if they do not have
access to the data or secure data environment.

Questions Relating to the Project

14.

What is the title of project.

Include any reference or unique
identification number.

The title should identify the main area of
your research so that a member of the
public would understand what area of
study it was relevant to.

The SDE will need to assign the project a suitable
unique title to allow the project to be described,
identified and aggregated as part of internal
processes.
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The title should be consistent with any
other documents submitted for
regulatory purposes.

This answer may link to your IRAS
submission. Al Title of the research.

The reference number may be from
other applications i.e. IRAS, CAG, REC
and will make it easier to link
applications where required.

This information will be available in the
public domain as part of the Data Use
Register.

Also note/ consider the unique identifier of the
project as identified in the data use register project:

SDE level ID utilising following convention:
SDE_(RegionCode) PROJ_(number),
i.e. SDE_YH_PROJ 1

A project amendment or refresh should be
identified as SDE_(RegionCode) PROJ_(number),
i.e. SDE_YH_PROJ 1.1

15.

Provide a summary of the project (300 -
700-word limit). It should be a Plain
English summary and include the:

e Project aims

e Scientific rationale

e Data to be used

e Project duration

Provide a summary of the study in
language suitable for non-experts in the
field and ensure that all abbreviations in
technical terminology are explained. Do
not use jargon or acronyms. This
information should be suitable for a
public facing website and easily

This question should provide useful context to
SDEs and be helpful for non SMEs to understand
the project. This information may also be used to
support the data use register, or wider promotional
content such as case studies.

This question will support the MI request:
Description: Further information about the project.
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e Anticipated value of the project
(include benefits to patients, NHS
or society)

understandable by someone without a
health research background.

Do not include any confidential or
sensitive information in this section as
this section may be used to publicise
the project if the application is
successful.

For more guidance on what to include in
the research summary you can refer to
the Research guidance. Summary
section on the IRAS [IRAS Help -
Reference - Collated Guidance - IRAS
Form

Or NIHR

Plain English summaries | NIHR.

This answer may link to your IRAS
submission. Question A6-1 Research
summary.

This information will be available in the
public domain as part of the Data Use
Register.
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16.

What is the health condition, disease
and/or therapeutic areas focussed on by
the project?

List them below.

Use the Health Research Classification
System (HRCS) Category (primary):
This is the category of the dataset and
its contents as determined by the
Health Research Classification
System.

The Health Categories dimension of
the HRCS captures the area of health
or disease being studied. There are 21
separate categories which encompass
all diseases, conditions and areas of
health. Each of the Health Categories
includes research into both disease
and normal function.

Should your project have a broader
reach, i.e. impact of living in a costal
community then see the further advice
and use either the Generic Health
Relevance or Disputed Aetiology and
Other categories.

Health Cateqories - HRCS Online

Use of the HRCS Category (primary) was
recommended by the central analytics team and
will allow alignment with MI reporting and also
incorporate any projects that have a broader reach,
I.e. impact of living in a costal community.

17.

Provide up to 10 keywords which best
summarise your research project.

This information should allow us to aggregate data
and understand themes of research projects.
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18.

Has this project been through external
review? Yes/ No

If Yes, give details here including whether
the review was:

Wider scientific

Academic

Funder

Other

If Yes provide any documentation
pertaining to this review including written
assessment. The projects' protocol may
also be shared to evidence mature project
thinking.

If No, why not / do you plan to seek wider
review later.

This question is intended to provide
context to the broader assessment and
review processes the project has
already been through and will seek to
reduce duplication for users.

We are looking for assurance that the
thinking regarding the project is mature
and that the research has already been
assessed on areas like methodology.

We recognise that not all sectors
practice this kind of review regularly.

Protocol - Health Research Authority

The Sponsor they have has regulatory
responsibilities relating to the assuring
the quality of design of the research
project. Notably, these relate to
approving research protocol design, as
well as managing protocol
amendments.

This question is intended to provide assurance to
DACs etc that the thinking regarding the project is
mature and that the research has already been
assessed on areas like methodology.

This question was included to avoid DACs
reviewing project methodologies at length.

It is not required (or always possible) for the
Network to reassess a project that has already be
appropriately reviewed.

SDEs should note that not all projects will have
undergone this kind of review and this should not
bias an assessment against organisations where
this is not routine practice.
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19.

Indicate which of the following priority use
cases will be addressed by the proposed
work (tick all that apply)

Use Case Examples
Real World Safety, effectiveness, cost
Studies effectiveness

Epidemiologica
| studies

Large cohorts for population
health research

Health systems

Evaluation of systems or

research processes
Clinical Trial Feasibility, recruitment,
Activities efficacy

Translational
research

Academic discovery and
implementation of practice

Al/algorithm
development

Testing, training, validation

These use cases are how the SDE
Network classifies its projects and we
are asking the question to help
understand which area your project is
aligned to.

Your SDE team should be able to help
you identify the most suitable option.

An observational study (such as a
cohort or case-control design) should
come under epidemiology.

This answer may link to your IRAS
submission. Question IRAS A7. Select
the appropriate methodology
description for this research.

SDEs will be expected to validate this question to
avoid obvious errors by the researchers.

The use cases for project have been defined by
analytics to ensure consistency of reporting and
will support SDEs to complete their Ml reporting.

It may be easier for SDESs to populate this question
for users based on their summary question
response or share this further information on the
use cases

For more content/definitions on the use cases see
these slides produced by the Programme. These
are not published online so there is no web link
available.

a:

Data%20for%20R&D
%20-%20Use%20Cas

Questions Relating to public and patient involvement and engagement (PPIE) and Communications

20.

Provide an outline of the public and patient
involvement and engagement (PPIE*)
strategy for the project.

All health and care research projects
should involve patients and the public in
its design.

Question to ensure researcher has given sufficient
thought into PPIE.
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Provide details of proposed and
undertaken public engagement plans or
activities for patient and/or user group
involvement. If you have no public
engagement plans, explain why this is
the case.

Documentation previously prepared for
grant applications (i.e. NIHR) may be
submitted as part of the answer to this
guestion.

This theme will be examined in greater
detail in the "5 Safes" section, where
the user will need to provide more
specific information on how the project
will relate to the public.

It is recognised that not all projects will
require significant PPIE activities.

The SDE team can support you in
identifying potential further PPIE
options.

More guidance on PPIE can be found
on the HRA website. Information in the

SDEs have feedback that this is an area that often
challenges users. The SDE team should consider
what recommendations it can make to support
researchers as the Network become experts in this
area,

Prompts recommended as part of the question
feedback have included the option to include

e Good news stories on the SDE website
Impact assessments

Videos and graphics which can be shared.
Social media content from the participant and
organisation

Organisations websites

Speaking at local or national forums
Posters at national events

Local links with special interest groups.
Links with local charities

Consideration should be given to the project when
answering this question, for example a PHD student
carrying out a very small project without any
identifiable data may not need to undertake
significant PPIE. Similarly an audit project (not
classed as research) is unlikely to require PPIE.
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principles if PPIE can be found here:
Public Involvement - Health Research

Authority

This answer may link to your IRAS
submission. Question A14-1, which
focuses on effectively incorporating
PPIE into research proposals.
Additional guidance is available for
guestions A6-2, A13, A22, A30-1, and
A51.

See IRAS Help - Preparing &
submitting applications - Public
Involvement, including how best to
present PPIE evidence in an
application.

Questions relating to Project Requirements for the SDE including technical and practical set up.

21.

Do you know which service you will
require?
OData (and SDE platform)
[Consultancy services
[Specialised tools and products to
analyse data
COSDE platform only (bring your own
data)

Multiple boxes can be selected.

It is likely that this question will require
discussion with the SDE team to
understand which is the correct option
for the project.
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[0 Other (specify)

You will have access to lists of
available datasets, services and tools
available.

Information about the services can be
found here:

The NHS Research Secure Data
Environment Network - NHS England

Digital

22.

Provide the name of the data sets you
require access to for the proposed work in
the Secure Data Environment if you wish
to use pre-existing data sets and know
what it is called.

If you do not know the name of the data

sets or it is still to be developed describe
in detail what the you would like data about
and what information it should include.

Provide as much detail as possible. A later
guestion will ask for rationale for this
dataset.

A description of precisely the criteria
which define the patients to be
included and to be excluded from the
data extract you are requesting should
be provided.

This should include ICD10/SnoMed
codes where if known . Further detail
on ICD10 classification can be found
here: International Classification of
Diseases (ICD) (who.int)

Specific field/data items if known.

Some SDEs may have a list of datasets the
customer can chose from.

Before the project can move to Data Access
Request phase it must be completely clear what
data access is being granted to, but this is likely to
require co-creation and iteration in some cases.
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State if you require any multi-modal
data e.g., imaging.

Anticipated/ required cohort size.

This should include precise date
parameters for the start and end of the
range requested (dd/mm/yy) and
explain which dated project field will be
used to define the requested cohort
(e.g., date of admission or date of
operation).

The content of this question is likely to
require iteration and discussion with
your SDE team.

This may link to your IRAS application.
Question A59. What is the sample size
for the research?

23.

Note specific inclusion or exclusion criteria.

These might include age,
demographics, volume, date ranges.

This may link to your IRAS application.
Question A17-1. Please list the
principal inclusion criteria. A17-2.
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Please list the principal exclusion
criteria

24.

Will you require periodic refreshes of the
data?

O Yes

LI No

If so state frequency: Days/Months/Years

Determine and justify your Need
for Data Refreshes

Considerations:

Project Requirements: Assess
the nature of your project and
determine if updated data is
critical for achieving your
objectives.

Analysis Needs: Determine how
often you need the latest data to
perform accurate and relevant
analysis.

Indicating Your Requirement
Yes: If you require periodic
refreshes of the data, clearly
state that you do and specify the
frequency in terms of days,
months, or years.

Example:

Yes, we require data refreshes
every 30 days to meet the
monthly review cycles described
in the project.

Yes, we need the data updated
every 6 months to account for
seasonal changes in hospital
admissions.
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e Yes, we will request a data
refresh for final analysis.

25.

Will you be providing your own data for
integration?

If yes, provide details on:

Type of Data: Describe the type of
data you will provide (e.g,
experimental results, user data).
Format of Data: Specify the format
in which your data is available (e.qg.,
CSV, Excel, JSON, SQL database).
Volume of Data: Indicate the size or
volume of the data (e.g., 10,000
records, 500 MB).

Whether this data will be
anonymised or linked to the SDE
data sets.

Data Compliance: Ensure that your data
complies with relevant regulations and
standards (e.g., GDPR, HIPAA, common
law duty of confidentiality)

1.This question seeks to determine if

you will supply your own dataset to be
integrated or used in conjunction with

the service or platform you are

applying for.

2. Providing Your Answer

Yes: If you plan to provide your own
data for integration, clearly indicate
this. Be prepared to offer additional
details about the nature, format, and
specifics of the data.

Note the contracting organisation
(named in question 3) is responsible
for making sure they have appropriate
permissions and approvals for all
external data sets. It is likely the SDE
will want to see the information about
data compliance. Supplementary
information may also be sought on
permissions, compliance, lawful basis
and minimisation to avoid risks.

We recognise that SDEs are in different places in
regards to "bring your own data.”

If SDEs require further assurance they may ask
further questions on the purpose of bringing the
data in and the nature and content of the data
SDEs should be mindful of the increased risk of
reidentification when linking data.

However, projects or researchers should not be
unduly scrutinised for wishing to do so, as it is
permitted within the Networks policies.
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If data accessed about an individual
would be re-identifiable to accessing
organisations (using any means
reasonably likely available to them),
the Sponsor will need to demonstrate
that a common law duty of
confidentiality legal basis, as well as a
UK GDPR lawful basis and special
category condition for accessing the
data, are in place. REC approval will
also be required, as well as s.251
support via CAG if explicit consent for
accessing identifiable data for research
purposes has not been given.

Re-identifiability may become possible
because the data accessed are linked
with other data about the same
individual or because of unique outliers
created permitting identity inference.
UK GDPR compliance will be
applicable.

Can we identify an individual indirectly
from the information we have (together
with other available information)? | ICO
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26.

Identify any software and applications
(analysis) required if known.

Each SDE will provide a standard suite
applications. This question is seeking
to identify any additional software and
applications that are required to deliver
the project.

Indicate your preferred software and
applications, such as R, Python, Stata,
and Tableau. It may be possible to add
further software at a later stage of the
project.

Licensing for these applications may
have cost implications for the project.

This question is asked to allow detailed costing of
the project and to support project initialisation.

We would recommend that a clear list is provided
of any standard software applications within the
SDEs platform. With a further list of those it is
possible to add. This information can be found
within the SDEs internal catalogue entry.

27.

Identify and provide details of any code or
tool you intend to upload to the SDE
platform for this project.

All codes and tools must be in
accordance with the relevant SDE
policies and will be subject to review by
the technology teams.

The organisation delivering the project
will be accountable for ensuring that
any requirements and permissions for
using these codes or tools are met, i.e.
licensing restrictions.
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28.

How long will you require access to the
data?

Include your expected start date for the
project and the length of time you
anticipate the project taking.

It may be possible to extend your
project should activity take longer than
anticipated.

This may link to your IRAS application.
Question A69 How long do you expect
the study to last in the UK?

This information will provide support in costing the
project and will support project initiation.

29.

How long will you require data to be
available for analysis within the SDE? If
different to the timeframes indicated in
question 29.

This is any additional time where the
data will be stored or archived
following the project to allow for
clarifications, clinical inspection etc
before publication.

If you require this option, then further
clarification may be sought regarding
any activities you propose to undertake
in this time period.

This may link to your IRAS application.
Questions A43. How long will personal
data be stored or accessed after the
study has ended.

This information will provide support in costing the
project. It is not anticipated that this option will be
utilised often.

There is no proposed maximum for this timeframe
but DACs should consider whether the length of
time requested is appropriate / proportionate to the
broader scale and requirements of the project.

DACs/SDEs will need to be guided on this wider
regulatory framework and set of obligations
regarding retention/archiving for health and care
research studies.
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A44. For how long will you store MRC-100323-RequlatorySupportCentre-
research data generated by the study? | RetentionFrameworkResearchDataRecords.pdf
A45. Please give details of the long
term arrangements for storage of
research data after the study has
ended.

The data may be stored by the SDE for
longer than the period required by the
research project if there is other
retention obligations. i.e. Retention of
Trial Records
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Section B — 5 Safes (Data Access Request Application)

Once section A of the form is finalised (this is likely to be an iterative process) and both SDE and Researcher are in
agreement that the project is feasible and can be delivered to meet the requirements of all parties then Section B
can be completed and both sections shared with the relevant Data Access Committee(s) for review and a decision
on granting access to the datasets for the project.

NHS Research SDE Network - Data Access Committee IG and Data Access Principles - Draft V0.1.docx

@ O (6

oIl
101
o9
Safe Data Safe Projects Safe People Safe Settings Safe Outputs
No Question Guidance for researcher / reason for Guidance for SDE / DAC
asking
Safe Data Safe Data Principles

The Data Access Process must carefully consider whether there’s any risk that an individual's
data could be de-anonymised by a research organisation, or as a result of their research.
They must consider:
e What data the research organisation has asked for — and what data they already have
which they might combine it with.
e Whether there’s any way that the data they’ve requested could be used improperly.
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They should try to make sure that:

e The research organisation is accessing only the data it needs for the research it's

doing — and nothing it doesn’t need.

e The research organisation has explained clearly why it needs the specific data it has

asked for.

30.

Indicate your proposed legal basis for
requesting that the SDE process personal
data for the proposed project, providing
access to the dataset.

The SDE has a legal basis of research for
holding and controlling the data sets.

As part of this application the SDE is asked to
process a subsection of the data and
undertake curating and manipulation of this
data. We are seeking assurance that the
research recipient is clear on the lawful basis
under which they are making this request.

In most cases we would expect this to be to
undertake health and care research. This
guestion can be discussed further with the
SDE team.

Regulation (EU) 2016/679 of the European
Parliament and of the Council of 27 April
20160n the protection of natural persons with
regard to the processing of personal data and
on the free movement of such data (United
Kingdom General Data Protection
Regulation)(Text with EEA relevance)

We recognise that the SDE has controllership
and a legal basis to process personal data.

We seek to mitigate any potential risk around
processing data which may be re-identifiable
(to the SDE rather than the user) and
confirming that the researcher is clear on their
legal basis for asking for the data.
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31.

Further to information provided in section A
also select the type of data access
required.

Options Type of data Tick
No record level  Aggregated
data access data only
required
(algorithm/query
only - asin
OpenSAFELY
model)
Access to Record level
deidentified data,
data in a project pseudonymised
workspace
(standard)
Additional data  Record level
for existing, data, contains
consented individual
cohort identifiers

Only one box may be ticked in this question.

Record level data will have been deidentified
to the end user.

Aggregated - Low Number Suppressed data
is covered by no disaggregated data for this
guestion.

Not all SDEs will provide the function for
complex queries (in ref to disaggregated data
access required (algorithm/query only - as in
OpenSAFELY model).

Not all SDEs currently process or provide
access to patient data that has been
deidentified.

If option three is selected, then the SDE will
have further questions relating to the nature
of the linkages and lawful basis for
processing the data.

We are not proposing asking why this choice
has been made, this should be evident from
other information provided. However, should
you require additional clarity at this stage ask
before the questionnaire is submitted to the
DAC.

The third option is for studies that already
have patient identifiers and need more data
on those specific patients. They will have a
pre-existing common law duty of
confidentiality legal basis and approvals(s251
or consent usually) allowing them to have
data on specific patients.

We recognise that this option will only be
relevant to SDEs that process patient
identifiable data, and that have governance to
use this PID for projects with the right
approvals.

If this option is selected then SDEs should
ask future questions to assure themselves.
These could include what are they going to
provide us to link on? NHS numbers? What is your UK
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GDPR lawful basis and special category condition, and
common law duty of confidentiality legal basis.

SDEs must have a reasonable degree of confidence
that disclosing or sharing apparently anonymous
information will not lead to an inappropriate disclosure
of personal data, i.e. through ‘re-identification’.

If personal data / confidential patient data are
effectively anonymised to the research
recipient, then a UK GDPR lawful
basis/special category condition, and
common law duty of confidentiality legal basis
are not required

Definitions of deidentified and pseudonymised data
can be found here:. anonymisation-intro-and-first-

chapter.pdf

32.

What risks do you foresee for individuals,
and what measures have you incorporated
into your project to mitigate them, if any?

A data use purpose cannot be considered as
beneficial if the harm resulting from the use of
the data outweighs the public benefit.
Demonstrate that you have considered how
to balance the risks and public benefits when
designing the study.

Consider: -

e Could individual patient privacy be
compromised? For example consider
whether the research recipient holds
any separate data which might enable

This question and guidance has been
approved by the National Data Guardian.
HDR UK recommend making no alterations to
this question and accompanying guidance.

The DAC should use information to
understand whether researchers have
considered and are transparent about
relevant risks and identified appropriate
mitigations.
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reidentification of individuals, even if
this data will not be brought into the
SDE.

e Could patient or service user safety be
harmed?

e |f data was to be used for this purpose,
could it make some patients or service
users less likely to seek care or be less
frank in discussion with health and
care professionals?

e Could the purpose lead to the creation
or exacerbation of inequalities or
unlawful discrimination against
particular communities?

e Could the use of inaccurate or
inadequate health and social care data
lead to unrepresentative findings?

e Could the purpose undermine the
sustainability of publicly funded health
or adult social care services?

This may link to your IRAS submission.
Questions A22. What are the potential risks
and burdens for research participants and
how will you minimise them?

A23. Will interviews/ questionnaires or group
discussions include topics that might be
sensitive, embarrassing or upsetting, or is it
possible that criminal or other disclosures
requiring action could occur during the study?

Should the SDE wish they could potentially
also ask for supplementary evidence if
available and applicable:

¢ UK Health Research Authority
Research Ethics Service reference.

e Submission of standardised ethics self
assessment.
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A26. What are the potential risks for the
researchers themselves?

33.

Have you undertaken ethical consideration
and assessment on the project?

If so share any documentation or evidence
relating to this. If the project has obtained
ethical approval via REC provide the IRAS
number and details about whether an
amendment has been submitted to cover
this data collection part of the project

If not, explain why not.

This question is intended to understand what
consideration and previous work has been
undertaken into the ethical nature of the
project.

We recognise that not all projects will require
an ethical assessment, if your project does
not, lay out your rationale for that decision.

Ethical approval is a formal process, in this
instance from NHS. This question refers to a
more general assessment.

More information on approval can be found
here:
Data sharing standard 7a - Ethical Approval -

NHS England Digital

This question is to provide assurance that the
ethics of the project have been considered
and been through the appropriate governance
structures within their research organisation.

It is acceptable for a project not to have
undergone an ethics assessment if the
researcher can explain suitable rationale for
not undertaking the exercise.

34.

Do you hold any data that might increase
the risk of you being able to reidentify any
individuals within the data set provided for
this project.

This may link to your IRAS application.
Questions A38. How will you ensure the
confidentiality of personal data? A39. Please
specify whether identifiers will be held in the
same database as the clinical data, or in a

We are seeking confirmation that there is no
way that the data could be manipulated.

If a risk is identified the DAC will need to be
assured that it has been appropriately
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Yes / No

If yes identify the data you hold and how
you will mitigate the risk of reidentification.

separate database and linked through a
unigue study or case number.

A40. Who will have access to participants'
personal data during the study?

mitigated or, if not and the data would be re-
identifiable to the accessing organisations
(using any means reasonably likely available
to them), the Sponsor will need to
demonstrate that a common law duty of
confidentiality legal basis, as well as a UK
GDPR lawful basis and special category
condition for accessing the data, are in place.
REC approval will also be required, as well as
s.251 support via CAG if explicit consent for
accessing identifiable data for research
purposes has not been given.

35.

In the feasibility section of the form, you
have specified what data / dataset you
would like to access for the project/

How have you identified this cohort / data
and what logic, rationale have you used to
ensure that it will support your research
question whilst also being proportionate.

This question is aimed to understand what
methodology was used to identify the data
set.

We are not looking for significant detail on
your statistical analysis, but high-level
justification and rationale for why you have
requested your data set.

This question also speaks to data
minimisation, the Network need to ensure that
the project has sufficient data to answer the
research question, but not unnecessary
information / data.

This question is aimed at understanding
whether the data requested is proportionate
and necessary to answer the scientific
research question(s), on the basis of which
the data has been requested.
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This may link to your IRAS application:
Question A60. How was the sample size
decided upon?

Safe Projects

When Data Access Committees are making decisions about whether an application to access data
should be accepted or not, they must check that the project:

Has a medical purpose which aligns with helping the public’s health and/or benefiting the NHS.
Benefits a wide enough group of people and has a significant impact on them.

Generates information which can be used later by others.

e Lines up with the priorities the NHS has set itself.

Is scientifically reviewed by experts (this won’t necessarily happen within the Data Access

Committee).

The Data Access Process must be transparent about how decisions have been made, like who to

grant access to NHS data.

36.

Outline the methodology you propose to
employ, mentioning relevant
statistical/analytical techniques and key
variables.

Information already submitted to funding or
scientific review processes may be shared
to support this submission.

This question is asked to provide wider
context for the nature of the project and what
will happen to the data during the project.

Data Access Committees include lay
representatives and researchers who are not
experts in your specific area of research.
When answering this question you should use
appropriate language so non-experts are able
to understand the content.

This information, in conjunction with other
information in the questionnaire will allow
SDEs to build out information relating to use
cases and horizon scanning.

The DAC should not reject projects on the
basis of potential flaws in project
methodology, all projects that have reached
this stage of the process will be being
delivered by validated users and likely have
progressed through multiple specialised
evaluation processes.
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We recognise that methodology may evolve
over the duration of the project.

This may link to your IRAS application.
Question IRAS - A13. Please summarise your
design and methodology.

A62. Please describe the methods of analysis
(statistical or other appropriate methods, e.g.
for qualitative research) by which the data will
be evaluated to meet the study objectives

37.

How will you take account of any potential
selection/causal bias arising from the
nature of the data and/or the methodology
employed?

Selection bias is a particular problem inherent
in case-control studies, where it gives rise to
non-comparability between cases and
controls. In case-control studies, controls
should be drawn from the same population as
the cases, so they are representative of the
population which produced the cases.

Biases and Confounding | Health Knowledge

FOR-EQUITY — tools and resources to help
reduce social and health inequalities

This question is to ensure that researchers
have considered the biases that may be
inherent in the projects and put into place
mitigations.

38.

Indicate how the results and outcomes
from the proposal will be published or
disseminated to stakeholders and

As for example, the public and decision
makers do not read scientific literature or
attend conferences, you will need to consider

This question is not intended to tie the
researcher into a particular comms or
publication plan. The question is to assure
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interested parties, including patients and
the public.

how the results or outcomes will be shared
with the wider public and other non-academic
stakeholders and how these fit with the public
benefits of the proposal.

Consider how the results or outcomes will be
disseminated to the wider public and how
these fit with the public benefits of the
proposal.

Outputs to the public could include press
releases, social media, progress reports on
websites that the public might access,
feedback to patient groups. The public are
interested in the outcomes of research. If the
public or patient groups have had some input
into the proposal in some way, or the work
focuses on a particular patient group whose
data has been used, it is good research
practice that they are informed about the
outcomes of the work.
The HRA has issued guidance on making
health and care research findings accessible:
e Research Transparency - setting out
expectations for sponsors, researchers,
and funders.
e Writing a plain language (lay) summary of
your research findings

that the researcher has given due
consideration to how they will share the
outcomes of the work with the public.

Like when discussing PPIE earlier in the form
the SDE may be well placed to support the
researcher in disseminating their results.
Results disseminated on the SDEs website
would have the multiple benefits.
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This may link to your IRAS submission.
Questions A51. How do you intend to report
and disseminate the results of the study?
A52. If you will be using identifiable personal
data, how will you ensure that anonymity will
be maintained when publishing the results?

This information may be available in the public
domain as part of the Data Use Register.

39.

How will the use of the data collected
deliver potential benefit to public and the
NHS and health purpose?

e Further understanding of the health
and care needs of populations

e Lead to the identification and
progress of treatments and
therapies to treat illness.

e Further understanding of regional
and national trends in health and
social care needs.

e Address healthcare inequities.

e Support the quality and safety of
services.

The concept of public benefit is broad and
flexible, and could include direct, indirect, and
long-term benefits. However, the benefit
needs to be identifiable regardless of whether
it can be quantified or measured. Select at
least one of the options provided to indicate
how you would determine whether the use of
requested data is for public benefit.

This may link to your IRAS application:
Question A24. What is the potential for
benefit to research participants?
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¢ Inform planning health services and
programmes.

¢ Inform design of prevention
interventions and evaluation
interventions.

e Inform decisions on how to
effectively allocate and evaluate
funding according to health needs?

e Other

This information may be available in the public
domain as part of the Data Use Register.

40.

What are the further potential benefits to
this research project in addition to the
public benefits?

The SDE is seeking to understand what additional
benefits the researcher is hoping to achieve with
this project in addition to the public benefit. These
might include:
e Commercial, in the development of a
product or service.
o Professional or academic, to further the
researchers career or education.
¢ Reputational for the researching
organisation.
e Organisational, in improving the processes
or services of a healthcare organisation.

This question is so that the SDE can gather wider
context on the true benefits of the research
project and be transparent to the public or users
on the broader nature of the research undertaken.

Safe People

The Data Access Process must make sure that the people accessing the data are the right people to

do so:

¢ Research organisations should be considered carefully — they must have values similar to those of
the NHS and have data protection policies in place.

o There will be criteria which could mean that an organisation is denied access to the data, such as
not having data security in place, international sanctions, is from a sector or industry an
organisation is from (e.g., a business sector that goes against the values of the NHS)

o There must be a hamed specific person who will be accessing the data, and they must sign an
agreement with the NHS about how they will use the data. They must also receive training from the
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NHS on how to access and use the data. Only named people will be able to access the data - no

one else will be able to access it.

o There must be legally binding agreements in place for research organisations to sign.

41.

Are there any specific known conflicts or
risk in relation to this project or subject
matter and the individuals named in this
access request.

Identify any personal conflicts or interests that
the network should be aware of in the context
of this application.

We recognise that users and organisations
will have been assessed as fit and proper
persons to access the data through the User
and Organisation Validation process. This
question is to provide the applicants the
opportunity to highlight any specific issues
relating to the project.

Safe Settings

There must be data security built into the Secure Data Environment. This must be up to a set

standard, across all the different regions.

Safe Output

The Data Access Process must consider what the outputs of the research will look like and make sure

that:

. There is no risk to the privacy of patients.

. Data can only be removed with permission.

. If required, there are additional conditions set on onwards publication and use.

42.

What outputs do you expect to take away
from the SDE?

What will happen to those outputs after the
project

There will be a further output check and
conversation once the project is completed. If
the researcher wants to remove outputs there
may be a further agreement.

This form does not approve projects outputs.

A further stage of the process will need to be
undertaken after the project to review, what is
being taken out? where is it being stored.
what happens to it next? etc
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NHS SDE Network Policy on User and
Organisation Validation

1. Introduction

1.1 This policy sets out a statement of intent on behalf the national network of NHS
secure data environments (SDESs). It relates specifically to the validation of users
and organisations wishing to interact with the SDEs to understand what data assets

and tooling are available, and to request access to SDE data services.

2. Scope

2.1 This policy applies specifically to the validation of users and organisations, enabling
them to interact with SDEs within the network. Assessment and approval of specific
research purposes e.g. a project proposal is out of scope, since purpose-specific
assessment remains at the discretion of the individual SDEs Data Access
Committees (DACS).

2.2 Users and organisations with both research and non-research use cases fall within

the scope of this policy.

2.3 This paper is concerned with overarching policy and strategy. It is not intended to
set out detailed implementation plans, procedural steps or work instructions. Nor
will it make detailed recommendations on tooling to support implementation, or the

organisation(s) to deliver validation services.
2.4 Wherever possible, clear and unambiguous SOPs should be produced to support
assessment of users and organisations seeking validation. This approach will

minimise the risk of subjectivity when applying the validation criteria.

2.5 1t is assumed that a central organisation 'the NHS Organisation' will own the

validation policy and related procedures. This organisation will operate the policy.
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2.6 When reviewing a proposal for a new organisation or user, the network will take a
risk-based approach, using the dimensions of the Five Safes Framework developed
by the Office for National Statistics

2.6 This policy sets out a single national approach. It will be implemented over the
course of 2025, initially on a voluntary basis. The policy will be in place from 2026

for all network SDESs.

2.7 The policy applies to the network of regional SDEs as set out in figure one below. It
applies also to the national SDE, and future associate SDE members.
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2.8 This policy sets out the key considerations for all SDEs when assessing new users
and organisations, with the aim of articulating a single approach for the validation of
users and organisations, which applies to all SDEs within the national network.

3. Policy statements

3.1 The validation checks alone do not allow access to data; they form a component of the
checks carried out throughout the data access process. Data access only takes place
after the submission of a data access request and consideration by the Data Access

Committee.

3.2 The validation of organisations involved does not imply that any subsequent data access
request will be accepted: each proposal is considered on its merits. However,
agreements and assurances regarding a registered organisation may be used in the
assessment of more than one proposal.

3.3 The Validation Criteria (the standards which determine whether an organisation can
become validated) will be set across the Network and approved by the Validation
Committee. They will be defined with patients and public by the Validation Committee
and will be openly available. These will be the only standards a SDE within the Network

validates organisations and user against.

3.4 An NHS Organisation will be appointed to carry out the validation service on behalf of the
Network; additional parties may be contracted as a Service Delivery Partner to deliver
elements of the process to the required standards. This approach ensures accountability
for delivery and policy adherence remains with an NHS Organisation. Costs incurred are

accounted for in the NHS England Data for R&D Programme budget.

3.5 A Validation Committee will be established with representation lay people as well as from

all SDEs. The committee will own the policy, criteria within it and consider any appeals.
3.6 An organisation will sign an agreement once they have been validated against the

Validation Criteria. This will outline their obligations when interacting with any SDE within

the Network, and vice versa. Similarly, a user will sign terms of use.
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3.7 Becoming a 'valid' organisation will allow named organisations to vouch for users and
submit data access requests to any SDE within the NHS Research SDE Network. A Data
Access Request will only be accepted if all organisations and users who require access,

plus the named sponsor, are already validated.

3.8 A central validation register of organisations and users will be held internally, by the
NHS organisation, with details on all validations, validations in progress and those
rejected or withdrawn. This will be easily available to all SDEs and agreed delivery

partners with appropriate contractual controls. The register will be held on secure
infrastructure and will be managed in line with NHS information governance standards.

Transparency statements will be shared with users.

3.9 Details of validated organisations will also be published online in an external validation
register, in line with transparency requirements and the recommendations of legal
experts, patients and public. Aggregated information of rejected / withdrawn requests,
and rationale will also be made available through this route. *There will be a route to
appeal if an organisation is not validated via the Validation Committee, and they will be

provided with details of the rationale behind the decision.

3.10 User and organisation should be validated once, and able to submit data access
requests across any SDEs without duplication of checks — avoiding unnecessary
duplication and bureaucracy and increasing transparency and speed of delivery. An
organisation will be validated first, and named organisation users can vouch for a user
that is within their employment. The relationship between user and organisation can be

seen in figure two below.
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Overview of the NHS Research SDE Network organisation and user
validation process

Organisational Validation
Organisation Publi
ublic
Organisation Np el signs Organisation -
. Network o . register
registers validation check validation Validated
agreement updated
Dependency on successful organisational validation
1]
1
User Validation Validated User now
organisation able to
vouches for user undertake
Terms of Use Al SSIDIS U detailed
User registers sianed Network Sﬁ; ted feasibility
9 validation check valdate with SDEs
Training, and raise
awareness requests for
completed services I

Figure two: Flow showing how a validated organisation vouches for a user

4 Applicability

4.1 Organisations and users should be validated before they engage directly with SDEs to
undertake detailed feasibility or request access to data and data services. Validation is
required prior to access to detailed metadata (usually held in local metadata catalogues)
because it may contain information about care delivery and data practices within the
participating NHS organisations that could be unhelpful if taken out of context.

4.2 For the avoidance of doubt, users will not need to be validated to view assets on the

HDR UK Gateway, however users will need to be validated to access the HDR UK
cohort discovery tool.
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5 Roles and responsibilities

NHS Organisation
5.1 While aspects of the process are automatable, such as registration, there is still a

requirement for manual or human checking and judgement to complete validation. There
is a need for a centralised function acting on behalf of SDEs: Operating the validation
process and documenting approvals accordingly. In this policy, this organisation is
called the NHS Organisation.

5.2 The relationship between SDEs and the NHS organisation will be managed through
agreements that set out agency/delegated relationship, to assess user and organisation
validation requests and sign agreements on behalf of the SDEs — warranting the
validation process sufficient to remove any requirement for duplicate validation checks at

local SDE level. Through these agreements, the NHS Organisation shall be empowered

to sign validation contracts with users and organisations that provide undertakings on
behalf of the Network.

5.3 The privacy policy, which will maintain transparency in relation to how the network
collects, shares and uses the personal information collected during validation and

beyond, will be set out and operated by the NHS Organisation.

Validation Committee
5.4 A Validation Committee shall own and maintain the policy, related policies and work

instructions. It shall be hosted by the NHS organisation. It shall manage and

communicate changes, ensuring quality and currency, and handle validation escalations
and appeals. The committee will incorporate representation from each SDE, as well as
lay members. The Validation Committee shall work with the DHSC / UKSA on the

approach to audit and verification against the agreed policy and related documents.

User and Organisations

5.5 Users and organisations shall be responsible for complying with the policy and any

related processes, procedures and contractual documentation. This includes keeping
the Network updated in the event of a change in circumstances e.g. change of

employment. The responsibilities will be outlined in the validation agreement.
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Maintenance of User and Organisation Registers
5.6 The maintenance of the Internal and External registers will be the responsibility of the

NHS Organisation. The Network shall log the status of users and organisations in the

validation register. There will be two versions of the register:

e Internal: managed centrally by the NHS Organisation and available to all SDEs

*(and affiliates) in the network, to support validation checking. Contains user and
organisation details, as well as more detailed information about the stage of
validation reached. Holds information also about users and organisations which
failed validation or withdrew.

e External: published on the internet. Contains information about the organisations
validated, as well as aggregated information about the types of organisations that
have failed validation. For the avoidance of doubt, the external register will not
include information about the identities of users, identities of organisations in the
process of validation, or identifiable data on those organisations that have failed

validation or withdrawn from the process

6 Duration of validation, monitoring and ongoing audit of activity

6.1 It is expected that validation shall be for a duration of five years.

6.2 At an agreed frequency, the Network shall make a dashboard of user and project activity
available to each organisation, asking them to check for discrepancies, report any

changes and to confirm the validation.

6.3 If an organisation is asked to confirm information about or relating to its validation status,
or the status of its users, and does not respond, they will be reminded. If there is no
response within six weeks, the user (and associated organisation accounts) will be
deactivated. For organisations, this may mean suspension of associated user accounts,

including those with active projects.

6.4 A process will be required also for handling concerns raised by SDEs about the conduct
of validated users or organisations in the live environment. This may include

investigation, suspension pending revalidation, and rescinding validation status.
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7 Exceptions

7.1 While there are no exceptions to this policy, it is noted that SDEs will be adopting the
validation approach over 2025-26, and transitional arrangements should be expected

during this time.

8 Policy management, monitoring and review

8.1 In the first year of operation of this policy, and at regular intervals throughout its
implementation, feedback and iteration is to be sought from patients and public,

healthcare professionals and representative users and organisations.

8.2 The policy shall be reviewed on an annual basis and changed where there is a mandate

to do so with advice from the Validation Committee.

8.3 The NHS organisation, following advice from the Validation Committee, shall devise a

process for reporting, audit and validation against this policy. Reports shall be provided
at regular intervals to the SDE network.

8.4 The policy shall be formalised in conjunction with DHSC colleagues, and alongside the
ongoing work to develop and implement the UKSA Accreditation Framework for SDEs. |t
is expected that successful adoption of the validation policy will be necessary for an SDE

to become accredited.

8.5 This policy shall be communicated online in line with transparency guidelines and to

support users in planning applications for data services.

8.6 The management of this policy will be through Data for R&D Programme governance

until the Validation Committee is formally constituted. This includes communicating the

policy, managing changes to it and reviewing regularly to ensure it is current and reflects

best practice.
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9 Communications and stakeholder engagement

9.1 At least in the first year of operation, regular feedback and iteration is likely to be sought
also from patients and public, healthcare professionals and representative users and

organisations.
10 Related Documents

10.1 The following documents and links are related to or support the policy:
e Standard terms of use template for users to sign in order to be valid (to follow)
e Standard validation agreement template for SDEs and organisations to be valid (to
follow)

e https://www.gov.uk/quidance/uk-sanctions an overview of UK sanctions, which need

to considered in the process of validating a user or organisation.

e https://www.gov.uk/government/organisations/export-control-joint-unit administers

the UK system of export controls and licensing for military and dual-use items

e https://ico.org.uk/for-organisations/data-protection-and-the-eu/data-protection-and-

the-eu-in-detail/adequacy/ ICO guidance on data protection adequacy

e https://www.gov.uk/government/publications/the-nhs-constitution-for-england/the-

nhs-constitution-for-england The NHS constitution for England; NHS principles;

NHS values

e https://www.england.nhs.uk/publication/full-length-nhs-standard-contract-2024-25-

particulars-service-conditions-general-conditions/ Standard NHS contract

provisions

11 Approval and Effective Date

This policy was approved by XXXNAMEXXX, XXXROLEXXX. This policy is effective from
XXXDATEXXX.

- mdh
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Appendix one: Mandatory training and awareness

All users will need to complete mandatory training and awareness activity in order to

achieve validation. The main areas of focus are:
e data protection and information governance (annual training)
e introduction to the NHS SDE network (one-off animation / video)

e Other training is likely to required e.g. support to use the research analysis environment,
as researchers move to project specific activity. This will be agreed with the relevant

SDE(s) and is out of scope of this document.
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Appendix two: Results of patients and public discussions in TVS (Autumn 2023)
This slide summarises feedback from a Thames Valley and Surrey (TVS) session on the
data access approach, attended by patients, public and health professionals. It has been
used to help develop this policy and is provided here for context.

Thames Valley part of the
SSECSS;EegATA ‘ NH; Research Secure Data m
ENVIRONMENT Environment Network
Understanding and using patient data:
Key Questions for data access and approvals

WHAT THE/=
NM‘;’;:‘PS e 2

TS
figgiclie =

Avkuc" z

WHAT exPermeNceE
and QUALIFICATIONS
AoThey have 2
NS

COLLABORATY:
mdnjh :7 me 2

Health
Innovation

y
= [ ‘Il





Research m
Secure Data

Environment
NETWORK

Appendix three: NHS values
Working together for patients

Patients come first in everything we do. We fully involve patients, staff, families, carers,
communities, and professionals inside and outside the NHS. We put the needs of patients

and communities before organisational boundaries. We speak up when things go wrong.
Respect and dignity

We value every person — whether patient, their families or carers, or staff — as an individual,
respect their aspirations and commitments in life, and seek to understand their priorities,
needs, abilities and limits. We take what others have to say seriously. We are honest and

open about our point of view and what we can and cannot do.
Commitment to quality of care

We earn the trust placed in us by insisting on quality and striving to get the basics of quality
of care — safety, effectiveness and patient experience — right every time. We encourage and
welcome feedback from patients, families, carers, staff and the public. We use this to

improve the care we provide and build on our successes.

Compassion

We ensure that compassion is central to the care we provide and respond with humanity and
kindness to each person’s pain, distress, anxiety or need. We search for the things we can
do, however small, to give comfort and relieve suffering. We find time for patients, their
families and carers, as well as those we work alongside. We do not wait to be asked,

because we care.

/.’
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Improving lives: We strive to improve health and wellbeing and people’s experiences of

the NHS. We cherish excellence and professionalism wherever we find it — in the everyday
things that make people’s lives better as much as in clinical practice, service improvements
and innovation. We recognise that all have a part to play in making ourselves, patients and

our communities healthier.

Everyone counts: We maximise our resources for the benefit of the whole community, and
make sure nobody is excluded, discriminated against or left behind. We accept that some
people need more help, that difficult decisions have to be taken — and that when we waste

resources we waste opportunities for others.
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Appendix four: User and Organisation validation process

Pd: " lidation
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Process steps

P1: Organisation registration
Organisation registers with the SNSDE network through an electronic tool, which is hosted

by the NHS retained organisation. Minimum dataset is captured and validated (see

appendix one and two for further details). Organisation nominates name(s) of designated
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signatories who sign for and vouch on behalf of the organisation. This is usually a contract

signatory or equivalent in the legal, commercial or HR department.

P2 Organisation passes validation check?
The NHS retained organisation assesses the application against the agreed criteria or

network checklist for acceptable organisations. (See appendix two for further details).
Information from the application is added to the validation log, with a status of ‘validation
assessment in progress’.

If approved, go to P3.

If the organisation cannot be approved, go to P6.

P3: Organisation signs contract with the retained organisation
Once approved, organisations will be asked to sign a standard agreement with the retained

organisation. This contract is signed by each applicant organisation once and is valid across
all SDEs in the network. Go to P4.

P4. Validation register updated (organisation validated)
The register is updated to say that applicant organisation is validated to work across the

network. A minimum dataset is added to the register, based on the registration form
contents. The validation period is set — as a default this is five years. The organisation
name will be added to the external facing register of approved organisations on the network
website. They will be added also to the drop-down list of validated organisations that

potential users may select as part of user registration (see P12 for further details). Go to P5.

P5: Organisation validation complete
The organisation is validated for (default) five years. They can now validate users affiliated

with them and engage directly with SDEs on detailed feasibility matters and submit data
access requests.

End of process.

P6: Validation failure; refer to validation committee for review
Application has failed initial review checks. The case is escalated to the validation

committee for further scrutiny.
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P7: Applicant passes validation committee review?
Having reviewed the application, the validation committee confers and decides to approve,

reject or defer the request.
If yes, go to P3 above.
If not approved, go to P8

P8: More information requested and / or right of appeal exercised
For those applications that require further information, this feedback will be provided and the

applicant will be given to opportunity to iterate upon their submission. If validation network
wide still cannot be completed, the organisation can choose to exercise a right of appeal, via
the validation committee, citing additional information or evidence if they wish. Applicants
may appeal once against a ‘not validated’ decision.

If more information has been requested, or right of appeal has been triggered, go to P10.

If not go to P9.

P9: Request withdrawn or rejected

If an application has not been validated, it may be withdrawn by the applicant. If not formally
withdrawn within five working days of notification by the NHS retained organisation, the
application will be set to rejected.

P10: Updated application submitted to validation committee
Further information provided to the validation committee, based on a request for additional

information, or as part of an appeal.
Go to P7.

P11: The application status in the internal register is updated to ‘not validated’
The internal register is updated to say that applicant organisation / user is not validated to

work across the network. A minimum dataset is added to the register also, based on the
registration form contents and including justification for status.

End of process.

P12: User registration form completed and submitted
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Organisation registers with the SDE Network through an electronic tool, which is hosted by
the NHS retained organisation. Minimum dataset is captured and validated (see appendix
one and two for further details).

If the organisation the user works for is already approved, it will appear on a drop-down list
within the electronic tool, and its details will be pre populated. It will be possible for an
individual user to select multiple organisations.

If the organisation does not appear, the user should add the organisation details, which will
trigger a request for organisation registration per P1. (If the organisation added has already
been rejected, the user will be informed that their request for validation with the organisation
in question will be discontinued).

P13: Organisation vouches for user
The NHS retained organisation issues a request to all validated organisations nominated in

the registration form to vouch for the user. It is expected that this process will be automated
but in the shorter term, it may be more manual.

All validated organisations will have a nominated person or team able to vouch for users.
The NHS retained organisation will only accept confirmation through this route. Should
there be a delay in confirming the vouch, the NHS retained organisation will send three
reminders, before terminating the request.

At the end of this step, the organisation must either have vouched for the applicant, or
rejected the vouch request.

Go to P15.

P14: User signs Terms of Use and completes mandatory training and awareness

modules
The terms of use for accessing the system are made available for signature following

registration. Via the electronic tool. Additionally, any mandatory training and awareness
modules are made available for completion. Validation of users cannot take place unless
these steps have been completed. They can be undertaken in parallel with the organisation
vouch request.

Go to P15.






Research m
Secure Data

Environment
NETWORK

P15: User passes validation check?
The NHS retained organisation reviews the information collected during registration, as well

as the status of any vouch received (P13), and the status of the terms of use signature and
training and awareness requirements (P14).

The outcome of this review will either be ‘validated user’ or an escalation to the Validation
Committee for further scrutiny.

If the applicant has nominated multiple organisations, this step may be repeated as each
vouch is received by the nominated organisation.

If the user has been validated, go to P16. If the user cannot be validated at this stage, go to
P16.

P16: Validation log updated (user approved).
The log is updated to say that the user is validated to work across the network. A minimum

dataset is added to the log also, based on the registration form contents. The validation
period is set — as a default this is five years. Go to P17.

P17. User validation complete
The organisation is validated for (default) five years. They can now validate users affiliated

with them and engage directly with SDEs on detailed feasibility matters and submit data

access requests.

End of process.
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Version control:

Version Date Description

1.0 21 December 2023 Initial release

Policy and benefits

What is the Cheshire and Merseyside Secure Data Environment?

The Cheshire and Merseyside Secure Data Environment (SDE) is where NHS Cheshire and
Merseyside securely stores data from GP practices and other providers to be used for insight-driven
local service management.

The Cheshire and Merseyside SDE is the new name for the data store that has been in place since
2020 as part of the Combined Intelligence for Population Health Action (CIPHA) programme. The
reason for this name change is because of how the Cheshire and Merseyside SDE will support the new
North West Secure Data Environment (NWSDE) in the NHS Secure Data Environment Network.

A new data sharing agreement is being sought to cover this change, with the NWSDE providing secure
access to de-identified data for research purposes.

The Cheshire and Merseyside SDE is also part of a new programme called ‘Data into Action’ that will
co-ordinate the use of data across the Cheshire and Merseyside Integrated Care System (ICS) and
with academic partners.

The Cheshire and Merseyside SDE, contracted by NHS Cheshire and Merseyside, is hosted by the
Data Service for Commissioners Regional Office (DSCRO) and provided by Arden and Greater East
Midlands Commissioning Support Unit (Arden & GEM). It is intended to serve NHS Cheshire and
Merseyside, commissioner, local authority, provider, voluntary, community and social enterprise
(VCSE), and research users.

The SDE is Cheshire and Merseyside’s recognised platform for conducting all forms of analysis,
including population health management, risk stratification, planning, and evaluation and research.

The Cheshire and Merseyside SDE is managed by the NHS and it builds on existing research
partnerships between health, local authorities and universities. It is supported by academic institutions
within the region, including the University of Liverpool and Edge Hill University.



https://transform.england.nhs.uk/key-tools-and-info/data-saves-lives/secure-data-environments/



The aim of the Cheshire and Merseyside SDE is to offer near-real time, privacy-protecting access to
rich linked data spanning different types of data captured for the purpose of:

e epidemiology reporting

e predicting outcomes and population stratification of vulnerable populations

¢ planning services and understanding future service provision

¢ evaluating and understanding causality

e research into novel interventions.

The Cheshire and Merseyside SDE covers a connected population of 2.7 million. The region includes
375 NHS partner organisations (including GP practices and NHS trusts) and nine local authorities
situated in urban and rural environments.

The lead organisation for the Cheshire and Merseyside SDE is NHS Cheshire and Merseyside, which
will work in collaboration with existing organisations strictly under the condition of the Data Sharing
Agreement. These organisations include Health Innovation North West Coast (Academic Health
Science Network for the North-West Coast); Clinical Research Network North-West Coast (CRN NWC);
National Institute for Health and Care Research Applied Research Collaboration - North-West Coast
(NIHR ARC NWC); and Health Data Research UK (HDR UK) North.

What is the North West Secure Data Environment (NWSDE)?
The Cheshire and Merseyside SDE feeds into the NWSDE, which includes data from:

e Cheshire and Merseyside
e Greater Manchester
e Lancashire and South Cumbiria.

The NWSDE is one of 11 sub-national SDEs in the national NHS Secure Data Environment Network.
The NWSDE covers over 7 million people, whilst preserving connectivity to local communities and
clinical teams. Working at scale it will give researchers access to a much richer data environment, with
the depth and breadth of data to feed innovation and research.

The data made available to NWSDE is the same data managed at Cheshire and Merseyside level. It is
processed and accessed in the same way. Access to the data is governed by the parameters outlined
in the Data Sharing Agreement, which includes approval at the Cheshire and Merseyside level Data
Asset and Access Group (DAAG). Please see further down in this document for more details on how
the data is processed and how access is governed.

What is the national Secure Data Environment programme?

The national Data for Research & Development (R&D) programme is investing up to £200m in data
infrastructure to improve secure access to data for research purposes. The programme is making
England-wide investments in Secure Data Environments and has established the NHS Research
Secure Data Environment Network. The programme vision is that, by March 2025, there will be a world
leading, NHS-wide health data research infrastructure that enhances patient care, sustains the NHS,
supports innovation and is understood and well supported by the public. More information on the
National Programme can be found on the NHS England - Transformation Directorate’s website.
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What national policy drives the Secure Data Environment investment?

The Goldacre Review

Professor Ben Goldacre was commissioned by the Government in February 2021 to review how to
improve safety and security in the use of health data for research and analysis. The report makes
recommendations to benefit patients and the healthcare sector. More information and the full Goldacre
Review is on the Government’s website.

Data Saves Lives strategy

The Data Saves Lives Strateqy, published in June 2022, informs the Data for R&D programme. It
outlines how data will be used to benefit all parts of health and social care. The strategy commits to
investing in improving the quality and accessibility of at-scale data assets that make the most of health
and care data, and to act on the findings and recommendations of the Goldacre Review, published in
April 2022. It includes making a strategic move away from a system of data sharing for research and
analysis using NHS data to one of controlled data access.

How is the Federated Data Platform (FDP) different?

The Federated Data Platform (FDP) is not a national data collection. It is software that will help connect
disparate sets of data and allow them to be used more effectively for care. It will sit across NHS trusts
and integrated care systems (ICSs) allowing them to connect data they already hold in a secure and
safe environment. GP data will not be part of the national platform.

The software will be ‘federated’ across the NHS. This means every NHS trust and integrated care
board (ICB) will have its own version of the platform that can connect and collaborate with other data
platforms as a ‘federation’. This makes it easier for health and care organisations to work together,
compare data, analyse it at different geographic, demographic and organisational levels, and share and
spread new effective digital solutions. NHS England is not mandating the use of nationally procured
software. NHS England will work with ICBs and NHS trusts to maximise opportunities to improve
outcomes for patients.

On 21 November 2023, the contract to provide the software was awarded to a group led by Palantir
Technologies UK, with support from Accenture, PwC, NECS and Carnall Farrar. There will be a six-
month implementation period where products supported by the current platform will be transitioned
across. Additionally, NHS England is expected to begin national public engagement in January 2024,
ending in March 2025. Given those timescales, NHS Cheshire and Merseyside will consider how best
to interact with the FDP and communicate this in due course. All decisions will be made in the best
interest of patients, clinical effectiveness and patient safety.

For up to date information on the Federate Data Platform, visit the NHS England website.

How does the FDP relate to Cheshire and Merseyside SDE?

The way the FDP products are deployed is not uniform across every ICB. NHS Cheshire and
Merseyside is already a great example of how leaders and providers of healthcare within integrated
care systems (ICSs) have their own data platforms that are successfully supporting local leaders and
clinicians to make decisions that improve patient care, staff experience and health outcomes.

NHS Cheshire and Merseyside already has a mature data management system, CIPHA, that is being
developed into the Cheshire and Merseyside Secure Data Environment (SDE). This is separate from
the FDP. It is owned and driven by the local data controllers, data processors, and patients and the
public within Cheshire and Merseyside.



https://www.gov.uk/government/publications/better-broader-safer-using-health-data-for-research-and-analysis
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https://www.england.nhs.uk/digitaltechnology/digitising-connecting-and-transforming-health-and-care/



Cheshire and Merseyside SDE is enacting plans with its data controllers — NHS trusts, local authority
providers and GPs — to engage them with the use of their asset. In parallel to that, a Cheshire and
Merseyside patient engagement and awareness campaign has begun, including a number of public
forums to ensure that the public understand how Cheshire and Merseyside uses data and how it
securely manages its use.

What are the benefits for patients?

Research is a critical first step for identifying new ways to care for patients. Sharing and using data
more effectively across Cheshire and Merseyside is already helping us to provide better services for
our population’s needs. Extending this to wider research, through ethical frameworks of publication and
peer review, has the potential for more patients to benefit from other innovations sooner. Research and
evidence gathered now will shape the NHS services that patients access in future.

What are the benefits for service providers, including GPs?

It is hoped that Cheshire and Merseyside SDE research projects will provide learning that can be
integrated into routine care and that can improve patient outcomes as well as provide a platform and
support for GP practices, primary care networks and community providers to be more involved in
research.

Are there examples locally of where data has been used in this way to benefit patients?

During the COVID-19 pandemic and subsequent recovery, some COVID-19 related research has
already been undertaken. This was conducted under the governance of the Control of Patient
Information (COPI) Notice for COVID-19. Examples of these research use cases include:

1) SMART Testing

On 3 December 2020, “community testing” for SARS-CoV-2 antigen among people without symptoms
of COVID-19 was expanded from Liverpool City to the wider Liverpool City Region (LCR). Between 3
December 2020 and 31 July 2021, 668,243 (45%) LCR residents aged five years and older had a
registered result from a SARS-CoV-2 rapid antigen lateral flow test (LFT) performed at a testing centre
or via a universal access home test kit. The Cheshire and Merseyside data was used to analyse this
programme. Details of this research are described in this report on the Government’s website.

2) Events Research Programme (ERP)

The ERP was a study that pioneered the return of events in a structured, scientifically and ethically
robust manner to enable events to return at a scale not previously trialled. The objectives of the ERP
were to build evidence on the risks associated with events-related transmission routes of the COVID-19
virus; the public health characteristics of events and surrounding activities; and the extent to which risk-
mitigation measures can be implemented. Between 17 April and 15 May 2021, Phase 1 of the ERP
conducted nine pilots, some running across multiple days, in a variety of indoor and outdoor settings,
with variations of seated, standing, structured and unstructured audience styles, and a range of
participant numbers. Cheshire and Merseyside data underpinned the research in the events in
Liverpool, including a concert in Sefton Park, nightclub events and a business event. More information
on this research is on the Government’s website.




https://www.gov.uk/government/publications/liverpool-coronavirus-covid-19-community-testing-pilot-full-evaluation-report-summary/liverpool-coronavirus-covid-19-community-testing-pilot-full-evaluation-report-summary

https://www.gov.uk/government/publications/information-on-the-events-research-programme/information-on-the-events-research-programme



These projects demonstrate not only the research value of this data, but also how that research can
positively benefit our population.

Population Health Management

Data has also been used extensively for the purposes of Population Health Management where data
controllers (GP practices and NHS trusts) have signed the CIPHA Population Health Data Sharing
Agreement. Various intelligence reports are available in the CIPHA system that allow clinicians and
health and care workers to identify people who would benefit from direct care interventions, including in
the following areas.

1) Fuel poverty

The Fuel Poverty dashboard identifies individuals who are at risk of poor health outcomes due to cold
homes and fuel poverty. It is currently deployed into primary and community care teams so that
treatment can be optimised, and warm home initiatives can be deployed. As an example, the St Helens
Warm Homes for Lungs project has used this dashboard to identify and support 85 patients since
launching in February 2023. These patients have been referred for wellbeing and warm home support,
with 14 also being seen by the Pulmonary Rehabilitation team and 18 joining the COPD Telehealth
Service. A total of 65 patients have received £500 payments from household support funds, with further
payments being made in autumn/winter 2023. Similar services and outcomes are being achieved
across NHS Cheshire and Merseyside.

2) Waiting list stratification

The waiting list stratification tool links primary, community and mental health data with waiting list data,
to enable stratification of the waiting list population for risk of adverse outcome, deprivation and other
protected risk factors. It is available to support prioritisation of waiting lists and also inform care
providers which patients may benefit from a waiting well initiative.

3) Enhanced case finding

A tool to support the stratification of data is applied to identify and proactively support vulnerable
patients who need multi-disciplinary teams to co-ordinate services around them. The tool being used is
the Johns Hopkins Adjusted Clinical Groups (ACGSs) system, which is widely used globally with many
published papers on its effectiveness for risk stratifying health data sets. (Example: Association
between Johns Hopkins Adjusted Clinical Groups risk scores and self-reported outcome measures: an
observational study among individuals with complex or long-term conditions in Norway | BMJ Open.)




https://bmjopen.bmj.com/content/13/9/e071071

https://bmjopen.bmj.com/content/13/9/e071071

https://bmjopen.bmj.com/content/13/9/e071071



Technical, data and information governance

What, technically, is the Cheshire and Merseyside SDE?

The SDE is an Azure Cloud Data Management Environment. It contains several software components
including a cloud warehousing solution, with various analytical and querying tools and also a Power Bl
front end to visualise data. The technical environment provisions data for projects on a project-by-
project basis, ensuring data is minimised for the specific purpose. Data is provisioned in an ‘airlock’
system meaning any analysis needs to take place within that environment and no data can leave the
environment without approval and meeting certain minimisation criteria.

What data is held in the Cheshire and Merseyside SDE?

Building upon recognised routes for the processing of NHS England data into Arden and GEM, the SDE
combines standard national commissioning datasets with additional local data flows.

Data will flow from three core data sources:

1. National Commissioning Datasets from NHS England.

2. Local organisational data flows direct from NHS providers of services.

3. Data from the Cheshire and Merseyside Shared Care Record provided by Graphnet as a data
processor.

NOTE: Data already flows in this way for the purposes of Population Health. The new Cheshire and
Merseyside SDE Data Sharing Agreement will allow this data to be used for research in academia.

Can users see identifiable data in the SDE?

No. All data in the SDE is de-identified, which means that names and addresses are removed. Date of
birth is changed to age and the post code is shortened to provide high-level geographical analysis only.
Within the project work spaces, patients cannot be identified.

Who will have access to the Cheshire and Merseyside SDE?

There are two user groups that will have access to data provided by the Cheshire and Merseyside
SDE:

1. NHS Cheshire and Merseyside analytical teams, including those with honorary contracts.
2. Researchers from academia for approved research projects.

Will industry and charities be able to access the SDE?

Not at this stage. The Data Sharing Agreement SDE ‘Research in Academia’ only covers researchers
from academia to access the SDE. A separate Data Sharing Agreement will be developed for access to
the data by commercial partners such as pharmaceutical companies and technology companies. The
development of this separate data sharing agreement will be done in conjunction with the public and
data controllers.





Will the SDE charge for data access?

National funding is available until March 2025 to set up, develop and run the Secure Data Environment.
During this time, we are working with national colleagues on a commercial model to charge for data
access. This is a ‘cost recovery’ model. The money is intended to go towards the running of the SDE
for future years, so it is self-sustaining. This is similar to other research data environments available,
such as collections through the Health Data Research UK Research Gateway and Clinical Practice
Research data link (CPRD)

How is access granted to the Cheshire and Merseyside SDE?

Data Access approval is on a project-by-project basis. Applicants must apply to the Cheshire and
Merseyside Data Asset and Access Group (DAAG) that meets every three weeks and includes named
members from each of the data controllers, each of the data processors, a data protection officer,
Caldicott Guardian, academic partners and the public.

Applicants must complete a comprehensive Data Access Request Form, which has sections on project
description, benefits, intended outputs, data specification, legal basis, information governance, and
patient and public involvement.

The group ensures requests to use the stored data maintain the integrity and purpose of the specific
Data Sharing Agreement. The group will ensure the appropriateness of the Role Based Access Control
(RBAC) framework in terms of individuals and groups with access. The group’s functions from the
terms of reference are below:

- Oversight of the Data Access Request Process, approving data access requests from
organisations.

- Ensuring all information governance requirements are met, including UK General Data
Protection Regulation (GDPR), the Data Protection Act 2018,Common Law Duty of
confidentiality, Caldicott principals, data minimisation and public benefit.

- Ensuring programmes applying have undertaken appropriate patient and public involvement
and engagement in their design.

- Ensuring individuals and organisations applying have met the required conditions for data
access.

- Ensuring technical specifications of data and technology are accurate and data is minimised to
project specific requirements.

- Oversight of the development of the process, ensuring the process is developed in line with any
changes to national policy or data sharing arrangements and escalating to the NHS Cheshire
and Merseyside Information Governance Committee where changes need to happen.

- Ensuring applications have adequate scientific critique of research proposals.





What information governance controls are in place?

There are two information governance gateways that applicants need to achieve:

1) Organisational Information Governance Gateway

The employing organisation or department within an organisation of the individual researcher applying
for the data will be required to demonstrate achievement of one of the following:

- Data Security Protection Toolkit, or
- Cyber Essentials Plus, or
- Equivalent ISO standard.

2) Individual Information Governance Gateway

The individual will be required to undertake the Safer Research Training and sign an individual contract
detailing the parameters under which the data is being used: CIPHA SDE Terms & Conditions of
Access Agreement. See Become an accredited researcher - Office for National Statistics (ons.gov.uk)

How is this compliant with the General Data Protection Regulation?

Below is the lawful basis for processing under UK GDPR.

Processing Personal Data - Article 6

6(1)(e) processing is necessary for the performance of a task carried out in the public interest or in the
exercise of official authority vested in the controller.

Processing Sensitive Personal Data — Article 9

9(2)(h) processing is necessary for the purposes of preventive or occupational medicine, for the
assessment of the working capacity of the employee, medical diagnosis, the provision of health or
social care or treatment or the management of health or social care systems and services on the basis
of domestic law or pursuant to contract with a health professional and subject to the conditions and
safeguards referred to in paragraph 3.

9(2)(j) processing is necessary for archiving purposes in the public interest, scientific or historical
research purposes or statistical purposes in accordance with Article 89(1) (as supplemented by section
19 of the 2018 Act) based on domestic law which shall be proportionate to the aim pursued, respect the
essence of the right to data protection and provide for suitable and specific measures to safeguard the
fundamental rights and the interests of the data subject.



https://www.ons.gov.uk/aboutus/whatwedo/statistics/requestingstatistics/secureresearchservice/becomeanaccreditedresearcher



How is the Common Law Duty of Confidentiality satisfied?

For research, the Common Law Duty of Confidentiality requires that there should be no use or
disclosure of any confidential patient information for any purpose other than the direct clinical care of
the patient to whom it relates unless:

- The patient explicitly consents to the use or disclosure.
- The disclosure is required by law.
- The disclosure is permitted under a statutory process that sets aside the duty of confidentiality.

For local flows coming from the Graphnet/System C supplied Shared Care Record, data is de-identified
under a Confidentiality Advisory Group (CAG) approved Section 251 for using data for research:
Confidentiality Advisory Group - Health Research Authority (hra.nhs.uk)

National data is de-identified within Data Service for Commissioners Regional Office (DSCRO), which
operates under an NHS Direction from the Secretary of State Secretary of State Directions (Secretary
of State Directions - NHS Digital).

Data is appropriately de-identified and, therefore, at the point of access by planners and researchers, is
not owed a duty of confidentiality.

Is there a Data Protection Impact Assessment?

Yes, a full Data Protection Impact Assessment has been completed and can be accessed on the NHS
Cheshire and Merseyside website.

What is a Tier Two Data Sharing Agreement?
There are three tiers to the Data Sharing Agreement framework across Cheshire and Merseyside.

e Tier Zero: memorandum of understanding. This is an agreement in principle to share
information with partner organisations in a responsible way. This is signed by a chief executive
(or equivalent) and is required regardless of further agreements.

e Tier One: Data Sharing Agreement — standards. This outlines agreed procedures for sharing
confidential information, setting the minimum requirements for all participating organisations.
This is signed by the designated responsible officer in each partner organisation.

e Tier Two: Data Sharing Agreement. This is a template for the safe sharing of personal data.
The agreement shows what information should be shared and how, under what circumstances
by whom, and is tailored to individual partnerships/programmes/projects. Tier Two agreements
are signed by the Senior Information Risk Owner (SIRO) and/or Caldicott Guardian, or
alternatively, chief executives (or equivalent) at partner organisations.



https://gbr01.safelinks.protection.outlook.com/?url=https%3A%2F%2Fwww.hra.nhs.uk%2Fabout-us%2Fcommittees-and-services%2Fconfidentiality-advisory-group%2F&data=05%7C01%7Csuzanne.crutchley%40miaa.nhs.uk%7C448fbb43530d47008f2808db09e012a9%7C88de16a87a434db4bb50a40cf75a9e95%7C0%7C0%7C638114630206241248%7CUnknown%7CTWFpbGZsb3d8eyJWIjoiMC4wLjAwMDAiLCJQIjoiV2luMzIiLCJBTiI6Ik1haWwiLCJXVCI6Mn0%3D%7C3000%7C%7C%7C&sdata=ehuboI0DeFhF0%2BHmaF%2FgHy%2BWrF5LwVQ6NU1M%2FY1FOdQ%3D&reserved=0

https://digital.nhs.uk/about-nhs-digital/corporate-information-and-documents/directions-and-data-provision-notices/secretary-of-state-directions

https://digital.nhs.uk/about-nhs-digital/corporate-information-and-documents/directions-and-data-provision-notices/secretary-of-state-directions

https://digital.nhs.uk/about-nhs-digital/corporate-information-and-documents/directions-and-data-provision-notices/secretary-of-state-directions

https://www.cheshireandmerseyside.nhs.uk/sde

https://www.cheshireandmerseyside.nhs.uk/sde



What Tier Two Data Sharing Agreements are in place across Cheshire and Merseyside?

There are currently several Tier Two Data Sharing Agreements that have been approved for Cheshire
and Merseyside, which include:

e Tier Two for Direct Care
e Tier Two for Population Health

e Tier Two for Research in Academia (approved but data controller sign-up
pending)

Who are the data controllers?

The data controllers are:

- NHS Cheshire and Merseyside

- Acute providers within NHS Cheshire and Merseyside

- The local authorities within Cheshire and Merseyside;

- North West Ambulance Service (NWAS)

- GP practices within NHS Cheshire and Merseyside

- GP out of hours services

- The approved research organisations and researchers accessing the data (see above answer to
‘How is access granted to the Cheshire and Merseyside SDE?’ for data access approval
process)

Who are the data processors and where is data stored?

Data is processed and stored by:

- Graphnet System C who process data for secondary uses via the shared care record;
- Arden and GEM, who process national and local data for secondary uses via the Data Service
for Commissioners Regional Office

Data is stored in the UK.

How is the data that leaves the SDE minimised and is there guidance for publishing?

The data used for research is only accessible in the following ways:

- All data is de-identified, so no SDE user could re-identify any individual.

- No individual person’s data ever leaves the SDE.

- Only anonymised data, such as diagrams, charts or aggregated tables, is extracted from the
SDE for use in research papers or outputs.

Statistical disclosure checks are required to ensure that any data, such as charts, diagrams or tables,
are safe to export. This process will be audited and will include anonymisation techniques as suggested
by the UK Data Service (Anonymising quantitative data — UK Data Service Anonymising gualitative
data — UK Data Service).




https://ukdataservice.ac.uk/learning-hub/research-data-management/anonymisation/anonymising-qualitative-data/

https://ukdataservice.ac.uk/learning-hub/research-data-management/anonymisation/anonymising-qualitative-data/



This includes a list of primary anonymisation techniques as follows:

- Remove direct identifiers.

- Aggregate or reduce the precision of a variable.
- Generalise the meaning.

- Restrict the upper or lower ranges.

- Anonymise relational data.

- Anonymise geo-referenced data.

Once this aggregated data has egressed from the SDE it will be used for publication in academic
papers, and to support other uses, such as determining health and care policy decisions, or the efficacy
of new interventions.

Patients and public involvement and engagement (PPIE)

How will patients be informed about Cheshire and Merseyside Secure data
Environment?

There will be a full public involvement and engagement campaign to inform people of the benefits of
SDEs and the different opt out options available to them. Local events will be held to explain this work
with resources, such as leaflets, web pages and social media content, being shared with patients and
the public. Alongside this, regional and national engagement campaigns will also be explaining what
SDEs are and how they will work. Those regional and national resources will also be available to
support patients locally.

If you would like more information, please visit the NHS Cheshire and Merseyside website.

An Equality Impact Assessment is underway for the PPIE work which will ensure that the PPIE is
representative of the groups in the population who are vulnerable and most at risk of inequality.

Can patients opt out of their data being in the Cheshire and Merseyside SDE?

Yes. Patients can opt out in the following ways:

e GDPRright to object — prevents data sharing for any reason, including between services
providing your care.

e Type 1 Opt-out — prevents your GP practice sharing your data for anything except your care,
except when it is required by law.

¢ National data opt-out — prevents your personal and healthcare information being used for
research and planning. This can be viewed or changed at any time.

e Cheshire and Merseyside local data opt-out — allows you to opt out of individual studies.

A separate leaflet on the NHS Cheshire and Merseyside website explains these options in more detail.




https://www.cheshireandmerseyside.nhs.uk/sde

https://www.cheshireandmerseyside.nhs.uk/sde



Do we need a new privacy notice to inform patients?

Each data sharing partner will already have a privacy notice that explains to patients how their data is
used. Partners should update their notice to make reference to the sharing of the data in de-identified
form for the purposes of research, risk stratification and planning, noting the organisations that data is
being shared with. Suggested wording can be found below:

Locally across Cheshire and Merseyside, data is being shared securely with a data processor called
Graphnet and with Arden and GEM for the purposes of protecting public health, providing healthcare
services to the public, risk stratifying population to target direct care, and planning health care services.
No data that identifies a person will be used for purposes other than direct care. Data is also being
shared securely via these data processors with academia for the purpose of healthcare research only.
All data to support research is de-identified and does not identify individual patients. If you have
previously opted out of data sharing, your data will not be used.
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